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Implementation of Verification and Evaluation Testbed of
WiMax2 PKMv2 Encryption Layer
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Abstract PKMv2 security protocol was adopted by the WiMax2 mobile internet communication standard. A
base station and a mobile station protect communication data using key based encryption according to the
PKMv2 protocol. Consequently, each development of a base station and/or mobile station includes implement of
the PKMv2 protocol, and the station must qualifies various interoperable tests. Furthermore, communication
bandwidth of the station can be limited by the encryption module when the station implemented based on a
low-performance processor. Thus, a correspondence measurement of the encryption module must be carried on
the target processor. In this paper, we implement a testbed which affords throughput measurement as well as
the interoperable tests by PKMv2.

Key Words : WiMax2, PKMv2, encryption test, Testbed
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Table 1. System specification of the testbed

Testbed system specification
Pentium 4 3GHz
2 GB
Windows XP
VMWare, Ubuntu 10.04

Processor

Main memory
Host OS
Virtual machine OS
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Table 2. Measured throughput of the testbed

EHR|

Packet size(bytes/packet) Throughput(Mbytes/sec)
64 209.72
128 486.24
256 1209.46
512 3355.44
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