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An Efficient Secure Routing Protocol Based on
Token Escrow Tree for Wireless Ad Hoc Networks

Lee Jae Sik" - Kim Sung Chun™

ABSTRACT

Routing protocol in ad hoc mobile networking has been an active research area in recent years. However, the environments of ad hoc
network tend to have vulnerable points from attacks, because ad hoc mobile network is a kind of wireless network without centralized
authentication or fixed network infrastructure such as base stations. Also, existing routing protocols that are effective in a wired network
become inapplicable in ad hoc mobile networks. To address these issues, several secure routing protocols have been proposed: SAODV and
SRPTES. Even though our protocols are intensified security of networks than existing protocols, they can not deal fluidly with frequent
changing of wireless environment. Moreover, demerits in energy efficiency are detected because they concentrated only safety routing. In
this paper, we propose an energy efficient secure routing protocol for various ad hoc mobile environment. First of all, we provide that the
nodes distribute security information to reliable nodes for secure routing. The nodes constitute tree-structured with around nodes for token
escrow, this action will protect invasion of malicious node through hiding security information. Next, we propose multi-path routing based
security level for protection from dropping attack of malicious node, then networks will prevent data from unexpected packet loss. As a
result, this algorithm enhances packet delivery ratio in network environment which has some malicious nodes, and a life time of entire
network is extended through consuming energy evenly.

Keywords : Ad Hoc Networks, Secure Routing Protocol, Token Escrow Tree
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Table 1. Mobile Ad-Hoc Networks Environment
for Simulation

MAC Protocol Mac / 802.11
Traffic Pattern CBR
Size of data packet 70 Bytes

Interface queue type

Drop-Tail, Priority Queue

Initial Energy

10J

Mobility Model

Random Waypoint

a Value

0,05, 1

Table 2. Simulation Field Environment

Simulation Area

1500m X 1500m

Number of Nodes

50, 100, 150, -, 400

Simulation Time

100 seconds
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