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Abstract

As texture images have become prevalent throughout a variety of industrial applications,
copyright protection of these images has become important issues. For this reason, this paper
proposes a color-texture image watermarking algorithm utilizing texture properties inherent in the
image. The proposed algorithm selects suitable blocks to embed a watermark using the energy and
homogeneity properties of the grey level co-occurrence matrices as inputs for the fuzzy c-means
clustering algorithm. To embed the watermark, we first perform a discrete wavelet transform
(DWT) on the selected blocks and choose one of DWT subbands. Then, we embed the watermark
into discrete cosine transformed blocks with a gain factor. In this study, we also explore the effects
of the DWT subbands and gain factors with respect to the imperceptibility and robustness against
various watermarking attacks. Experimental results show that the proposed algorithm achieves
higher peak signal-to—noise ratio values (47.66 dB to 48.04 dB) and lower M-SVD values (8.84 to
15.6) when we embedded a watermark into the HH band with a gain factor of 42, which means the
proposed algorithm is good enough in terms of imperceptibility. In addition, the proposed algorithm

guarantees robustness against various image processing attacks, such as noise addition, filtering,

cropping, and JPEG compression yielding higher normalized correlation values (0.7193 to 1).

» Keywords

Texture image watermarking, Grey level co-occurrence matrices, Fuzzy

c-means clustering, Discrete wavelet transform, Discrete cosine transform

[. Introduction

The

networked multimedia systems has triggered an

rapid development of the Internet and

explosion of usage of digital media through the

Internet.  Consequently, copyright  protection,
information security, and authentication of digital
content have become urgent problems and have
evoked the Digital

watermarking has been proposed as an effective

concern of researchers.
solution to these problems. In particular, digital
image watermarking is defined as a technology that
embeds information in digital images in order to
protect and track the copyright and to prevent
illegal copying (1). Most of watermarking schemes
embed data either in the spatial domain or in the

frequency domain. Spatial domain algorithms embed

a watermark image by modifying the original image
directly, while frequency domain algorithms embed
the image by changing the frequency coefficients.
Spatial-based algorithms are relatively easy to
manipulate and are highly reliable but are only
Thus,

transform-based watermarking methods have become

weakly resistant to various attacks.
a main focus of research because they are robust and
compatible with image compression methods (2].
The
generally use a discrete cosine transformation
(DCT), a discrete Fourier transformation (DFT), a
(DWT), or a

combination of these transforms to increase the

transform domain watermarking schemes

discrete wavelet transformation
robustness. Furthermore, numerous properties of the
human visual system (HVS) have been exploited to
enhance the fidelity of watermark techniques for

color images (3].
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Currently, texture images are widely used in both
industry and personal applications (4,5). A texture
is attractive not only because it is an important
component in image analysis for solving a wide
range of applied recognition, segmentation, and
synthesis problems, but also because it provides a
that

Therefore,

key to understanding basic mechanisms
underlie human visual perception [(6).
protecting the copyright of texture images is
necessary, and we propose a blind texture image
multiple

watermarking algorithm that utilizes

techniques, including a grey level co-occurrence
matrix (GLCM), fuzzy c-means clustering (FCM),
DWT, and DCT.

The remainder of this paper is organized as
2 describes the

information including the GLCM, and Section 3

follows:  Section background
introduces the watermark embedding and extracting
procedures of our proposed algorithm. Section 4
evaluates the proposed algorithm with respect to
against various

Section 5

imperceptibility and robustness
attacks.

summarizes our conclusions.

watermarking Finally,

[l. Grey Level Co—occurrence Matrix

The grey level co-occurrence matrix (GLCM) was
originally proposed by Haralick and has been widely
used for texture analysis (7). The GLCM is a square
matrix that quantifies the occurrence of different
combinations of grey pixel levels in an image. It
simultaneously considers the spatial relationships
called the

reference and neighbor pixels, in any one of the

between groups of adjacent pixels,
eight directions (north, south, east, west, and the
four diagonals). In addition, Haralick proposed
fourteen measures of texture features that can be
computed from the co-occurrence matrices: each
measure specifies certain characteristics such as
coarseness, contrast, homogeneity, and complexity of
the texture.

The HVS is least sensitive to noise in dark and

bright regions, as well as being highly insensitive to
distortions in regions characterized by high activity
and low saliency (3). Thus, the HVS has difficulty
detecting a watermark embedded in complex regions.
As a result, our proposed algorithm utilizes the
energy and homogeneity properties of GLCMs to
evaluate the complexity of regions and then chooses
a suitable position to hide a watermark on the basis

of these parameters. These properties are defined as

follows:
Energy =] P(i.j)* 1)
ij
I Pli,j5)
Homogeneity = T li— ]

where P(i, j) represents the probability of a given
outcome and is defined as the number of times this
divided by the total number of

possible outcomes, where i is the row number and j

outcome occurs,

is the column number (7).

[ll. Proposed Algorithm

1. Watermark Embedding

Three different types of original images are used
in this study in which each 512x512 in size with a
grey level TTC text size of 32x32 for the watermark.
In order to embed a watermark, we first convert an
original cover image from RGB to CIE LAB color
space. For color image watermarking, it is obviously
important to possess a uniform color space in order
to guarantee the perceptual transparency of the
color-embedded image, and the CIE LAB color space
is the most suitable for this characteristic. Likewise,
the HVS is less sensitive to lightness variations
than hue variations (3], so the proposed algorithm
utilizes the lightness component (L component in
the CIE LAB color space) to embed a watermark
(A and B

components in the CIE LAB color space). Next, we

instead of chrominance components
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Fig. 1. Watermark embedding process of the proposed algorithm

divide the L component into several 8x8 blocks and
calculate the properties of the GLCMs for all of the
blocks.
watermark, this paper uses FCM to classify the

For a lower visibility of the embedded

blocks into two categories: one category is suitable
for embedding a watermark and the other is not. For
this process, it is necessary to build the data set

={SubB.Energies, SubB.Homogeneties}] as an
the FCM, where SubB.Energies and
SubB.Homogeneities are the energy and homogeneity
properties of the GLCMs for the 8x8 blocks,
respectively. We then use cluster centroids to select
suitable blocks.
and homogeneity properties of GLCMs produce

input for

Since larger values of the energy

larger scalar centroid values, the membership values
corresponding to less than 0.5 are considered
for watermark embedding. Figure 1
the

additionally, the steps for embedding a watermark

suitable

presents watermark embedding process:
are described below.

Step 1: Convert the original cover image from
RGB to CIE LAB color space and extract the
lightness component (L component). Then, divide
the into 8x8 blocks and

compute a GLCM for each block in four directions

lightness component

(0o, 450, 900, and 1350).
energy and homogeneity properties of the GLCMs.

Finally, calculate the

Step 2: Apply FCM using the energy and
homogeneity properties of the GLCMs as inputs for
the FCM, and select suitable blocks to embed a
apply FCM to the
algorithm, we selected the degree of fuzzification
and the termination threshold as 2 and 0.001,
since Bezdek et al.

watermark. To proposed

respectively, experimentally
determined the optimal interval for the degree of
fuzzification and termination threshold to range
from 1.1 to 5 and from 0.01 to 0.0001, respectively
(8].

Step 3: Sort the membership values in ascending
order and select the first 1,024 blocks corresponding
to the membership values that are lower than 0.5.
Then, decompose the selected blocks by applying
one-level DWT (9-11):

[LL, LH, HL, HH] = dwt2(selected blocks,
‘db1")

Step 4: Apply DCT to each DWT subband (e.g.,
LL, LH, HL, and HH) and modify the DCT
coefficients at mid-frequency, as shown in Fig.1. To

embed a watermark, generate two uncorrelated
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pseudo random sequences using a key. One sequence
will be utilized to embed a watermark value of 255
(PN255) and the other will be used to embed a
watermark value of 0 (PNO).
elements

The number of
random
must be equal of
in the DCT-transformed

block (Note: the number of elements in each pseudo

in each of the two pseudo
sequences to the number

mid-frequency elements

random sequence is seven in this study). Then,
embed the two pseudo random sequences with a gain
factor in the DCT-transformed 4x4 block via the
following embedding rule:

¥ {XJra -PN235,  if watermark value ==255

X +a-PNO, if watermark _value == 0,

2

where X and X' are the mid-frequency DCT
coefficients and modified mid-frequency DCT
coefficients, respectively, and is a gain factor.
Finally, replace the original DCT coefficients with
the modified DCT coefficients.

Step 5: Apply inverse DCT (IDCT) and one-level
inverse DWT (IDWT) to obtain the watermarked
image.

Step 6: Convert the watermarked image from CIE

Watermanrked texture image

Finel of nderest

X S i, Nea LI e e |

Srep 1. Texiure analyxis using GLOM=

LAB to RGB color space.

2. Watermark Extracting

Figure 2 shows the watermark extracting process
which is described in detail in the following steps.
Note that, since the proposed algorithm is a blind
watermarking, the original cover image is not
necessary.

Step 1: Convert the watermarked image from
RGB to CIE LAB color space and extract the
lightness component (L component). Then, divide
the lightness into 8x8 blocks
compute a GLCM for each block in four directions
(0o, 450, 900, and 1350). Finally, calculate the

energy and homogeneity properties of the GLCMs.

component and

Step 2: Apply FCM using the energy and
homogeneity properties of the GLCMs as inputs for
the FCM, and find the watermarked blocks.

Step 3: Sort the membership values in ascending
order and select the first 1,024 blocks corresponding
to the membership values that are lower than 0.5.
Then, decompose the selected blocks by applying the
one-level DWT technique.

Step 4: To extract a watermark, first apply DCT
to each DWT subband and calculate the correlation

[}
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Fig. 2. Watermark extracting process of the proposed algorithm



40 Journal of The Korea Society of Computer and Information April 2013

between the mid-frequency coefficients and the two
generated pseudo random sequences (PN255 and
PNO). If the correlation with the PN255 is higher
than the correlation with PNO, the extracted
watermark value is considered to be 255: otherwise,
the value of the extracted watermark is considered
to be 0.

IV. Performance Evaluation

1. Quality and Robustness Evaluation

In this study, the quality of the watermarked
image is computed using the peak signal-to-noise
ratio (PSNR) and M-SVD, which are calculated as
follows:

255
ﬁZ > (1ti.5) — 1(i.5)

=1j=1

2
PSNR=10log, 3)

where M x N is the size of the cover image, 1(i, j)
are the intensity values of the original image, and
I*(i, j) are the intensity values of the watermarked
image.

Furthermore, the M-SVD can numerically express
the quality of the distorted images. It is a bivariate
measure that computes the distance between the
singular values of the host image block and the
singular values of the distorted image block (or

watermarked image block) such that

D, sqrt[i(si—s;f} 4)

i=1

where si are the singular values of the original
block, si* are the singular values of the distorted
block, and n x n is the block size. Finally, the

numerical measure can be expressed as follows:

(k/n) > (k/n)
fol |Di_Dmi(1|

M=SVD= =0y /)

%)

where k x k is the
represents the midpoint of the sorted Di values.
Lower M-SVD values indicate that the watermarked

image has been distorted less by the watermark

image size and Dmid

insertion.
Likewise, we evaluate the robustness of the
proposed algorithm against various attacks such as
noise addition (Gaussian noise, salt and pepper
noise), Gaussian low-pass filtering, cropping, and
JPEG

correlation (NC) to evaluate the robustness of the

compression. We use the normalized

proposed algorithm as follows:

S8 M) < 1)
NC: .’1117 N
)

(%)

=

where M x N is the watermark image size, 1(i, j)
are the intensity values of the original watermark,
and I*(i, j) are the intensity values of the extracted
watermark image. If the calculated NC is 1, the
original and extracted watermarks are exactly the

same.

2. Experimental Result

There is no general consensus regarding which
DWT subband is the most suitable for watermark
embedding. In addition, it is necessary to manually
set the gain factor to embed the watermark.
Consequently, we need to explore the effects of DWT
with

imperceptibility and robustness against various

subbands and gain factors respect to

watermarking attacks. Figure 3 presents target

texture images for this study.
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using Figure 3(a)
produce PSNRs ranging from 43.35 dB to 43.33 dB
for LL, from 50.01 dB to 48.07 dB for LH, from
44.81 dB to 44.55 dB for HL, and from 49.08 dB to
47.35 dB for HH. Furthermore, M-SVD values using
the same Figure 3(a) range from 50.76 to 52.90 for
LL, from 9.51 to 13.47 for LH, from 23.84 to 27.05

Our experimental results

the robustness of the proposed algorithm, we achieve
the highest NC value when we embed a watermark
into the HH band with a gain factor of 42. More
details of the simulation results are available at
http://eucs.ulsan.ac.kr/KSCI2012/TIWM.
Accordingly, these experimental results indicate
that HH is the most suitable DWT band, with a gain
factor of 42. Using this experimental setup, we
evaluate the proposed algorithm for other texture
images. Figure 4 illustrates the watermarked images
and the extracted watermarks. In addition, we
compare the NC values of the proposed algorithm
and those of the conventional algorithm (2] against
various image processing attacks. Table 1 presents

the NC values of between the original and the

for HL, and from 12.30 to 16.41 for HH. Regarding extracted watermarks via the proposed and
Fig. Xa) Fig. by Fig. 3¢ Fig. *a) Fig. 4bj Fig. Jig)
i
lacks Watermarked | Exiracted | Walermarked | Exiracted Watermarked | Exirscted | Walermarked Watermarked | Exfracted
1y “-15|.'I1II-'IIL Lt )iy “-".‘ﬂll‘ik T “-15EI1II-'|IL e i) walcrmark
Rl
s
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Fig 4. Watermarked images and extracted watermarks
1. clst ZZoi| chst diekst ema|EFnt 7|E dmalEe] By Zot
Table 1. Evaluation results of the proposed and conventional algorithms against several attacks
Attacks Conventional approach Proposed approach
Fig. 3(a) Fig. 3(b) Fig. 3(c) Fig. 3(a) Fig. 3(b) Fig. 3(c)
PSNR (dB) 34.06 34.81 34.11 47.66 47.93 48.06
NO M-SVD 17.83 34.04 19.39 15.6 14.69 8.84
NC 1 1 1 1 1 1
SP NC 0.9948 1 0.9227 0.9974 0.9974 0.9974
GN NC 1 1 0.9278 0.9974 0.9974 0.9923
GF NC 0.9897 0.9794 0.6031 1 1 1
Crop NC 0.7680 0.6443 0.4485 0.7202 0.6887 0.7193
JPEG NC 1 1 0.9485 0.9974 1 0.9818
NO: No attack, GN: Gaussian Noise, SP: Salt and Pepper Noise, GF: Gaussian Filtering,
Crop: Cropping, JPEG: JPEG Compression
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conventional watermarking algorithms after various
watermark attacks. The proposed watermarking
outperforms the conventional algorithm with respect

to NC values.

V. Conclusions

This
watermarking algorithm that utilizes the texture
of GLCMs.
selected suitable blocks

paper proposed a color-texture image

properties The proposed algorithm
in which to embed a
watermark by using the energy and homogeneity
properties of the GLCMs as inputs for the FCM
clustering algorithm. To embed the watermark, we
first performed one-level DWT on the selected blocks
and chose one of the DWT subbands. Then, we
embedded a watermark into DCT coefficients with a
gain factor. In this study, we explored several DWT
with

against various

subbands and gain factors respect to
imperceptibility and robustness
attacks. Our
showed that the proposed algorithm achieved higher
values of PSNR, lower values of M-SVD after

embedding a watermark in the HH1 band with a

watermark experimental results

gain factor of 42. Moreover, the proposed algorithm
yielded higher values of NC for all of the watermark
attacks.
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