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Abstract Recently, as the use of the applications like online banking and stock trading is increasing by the
rapid development of the network, security of data content is becoming more and more important. Accordingly,
public key or symmetric key encryption algorithm is widely used in open networks such as the internet for the
protection of data. Generally, public key cryptographic systems is based on two famous number theoretic
problems namely factoring or discrete logarithm problem. So, public key cryptographic systems is relatively slow
compared to symmetric key cryptography systems. Among public key cryptographic systems, the advantage of
ECC compared to RSA is that it offers equal security for a far smaller key. For this reason, ECC is faster
than RSA. In this paper, we propose a efficient key generation method for elliptic curve cryptography system
based on the real number field.
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[Table 1] The public key cryptography and symmetric
key cryptography comparison

Public key Symmetric key
cryptography cryptography
Encryption key .
E tion key =
Key relationships + Decryption nenp K?n oy
Decryption key
key
Encryption key public private
Decryption key private private
Algorithm public public
Number of keys 2n n(n-1)/2
P .
er capita number 1 el
of key
Processing speed slow fast
Authentication Anyone Owner of the key
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[Fig. 3] Coordinates of real number field(Q=kP)
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[Fig. 5] Elliptic curve Diffie-Hellman key exchange
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[Fig. 6] Experimental results
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