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A DDoS Attack Test, Analysis and Mitigation Method in Real Networks

+
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ABSTRACT

In this paper, We send DDoS(Distributed Denial of Service) attack traffic to real homepages in real networks. We analyze the results
of DDoS attack and propose mitigation method against DDoS Attacks. In order to analyze the results of DDoS Attacks, We group three
defense level by administrative subjects: Top level defense, Middle level defense, Bottom level defense. Also We group four attack
methods by feature.

We describe the results that average of attack success rate on defense level and average of attack success rate on attack categories
about 48ea homepages and 2ea exceptional cases. Finally, We propose mitigation method against DDoS attack.

Keywords : DDoS Attack, DDoS Attack Defense
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Table 2. Results of DDoS attack testing
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