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ABSTRACT

Power control system like SCADA(Supervisory Control And Data Acquisition) is gathering information using RS232C and
low-speed analog communication network. In general, these methods are known as secure because of the secure characteristics
from the analog based communication network and serial communication.

In this study, first we build DNP communication environment using commercial power control simulator and find some
vulnerabilities by testing from the viewpoint of confidentiality, integrity and availability. Consequently, we see the necessity of
a valid method for authentication and data encryption when gathering information, even though that is known as secure so far.

Discussion of needs of DNP authentication and data encryption is started about several years ago, but there is still nowhere
applied that on real environment because the current methods can not fully meet the security requirements of the real
environment. This paper suggests a solution to the vulnerabilities, and propose some considerations for enhancing power control
system’s security level by applying DNP authentication and data encryption.
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(Internal INdication) 7t &= gho g wHzxs}
o] Slave? Restart IIN #2 24xke] ozdi=
o] WA ¥4L AYdd. Fuz [INS
Response WAA]9] A d=oju 47 Adule] Al
v} ollg} S vehdic}. Restart 1IN A% 94 A
B]7} A A= 5] 98-S el o] & 4418 Master
= A1 gl EAe 974 Adn]9] Restart AA
< Cleardt”] $18 Clear Restart IIN =S v
g}, Clear Restart IIN—"— Slave®] Restart
IIN 72 022 AAshe AL 9nishd 34#& 0
o] obd 18 A% s Wzl mffd wE
Restart [IN< 43471+ 7ol 7Fsslch

(124 Master® Restart IIN 7z A" szl

Command Window initiated "Clear Restart IIN"

>>> mdnpclearrestart session 0
00:37:17.484: <+++ WDNP Build DNP3 Message:
00:37:17.484: Tx Object 80{Internal Indications), variation 1, oqu)

00:37:17.484: <+++ mDNP Insert request in queue: (null)

00:37:17.484: <=== wDNP Application Header, Urite Request
00:37:17.484: FIR{1) FIN{1} €CON(O) UNS(0) SEQH# 11
00:37:17.4684: cb 0z 50 01 00 07 07 00

00:37:17.484: <—-— WDNP Primary Frame - Unconfirmed User Data

00:37:17.484:
00:37:17.484:
00:37:17,484:

LEN{14) DIR(1) PEM(1j FCV(0) FCE{0) DEST{4) SRC(3}
0% 64 O= c4 04 00 03 00 6d d3
ch ch 02 50 01 00 07 07 00 d7 £9

Fig.12. Master Command : Clear Restart IIN

Fig.12.> Master7} Slave?] Restart [IN#&
upt7] $1ske] vt 3 Wsls Restart 1IN 33
FH71OH EZAA Clear Restart IIN %= 7l

F3he mgol), e FFlelE Restart IINS 0
J AAFEE it} H2 WES 93 £/E
B2 vne g5 AdEe dzl nlo]le 23S
ow|ghe},

(22A) si7le] 2A 3k Wzt AF

wien
[REC: CLEAR: DEVICE RESTAAT BIT: = REG: SET: DEVICE RESTART BT
= Scmen b Sared

e & sk
PRES: ML TN D) S0 =3 RES: ML T84 O
rte By & Sarct

o0 o
0T 5 Ot Dt B a0 @ 3 Bl o0 mn 0005 Orted DA O 0033 () 04 O
1) 2402 S0 0351 1200 0=07 5017 01} 000 G 200 e

Spefes Magong
* BN Y2 NN TR FUT LUT

- Fabe Packet
BEC: CLEAR: DEVICE RESTISRT BT FREC: SE7; DEVACE RESTANT BIT:

Fig.13. Man-in-the-middle attacker : Restart |IN
values: 0x00 — 0x01
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Fig.13.-> 72} ¥4} Master=4€ A
2 ARNE =74 st2Ae] Restart 1IN z*
0x00l14 0x01=2 Wxs}e] SlavedlAl A¥sh=
& veRa gt

Y, o ofy

(324 Slave?] WZ 7 A

(29 Slaved] AlZ dlole] 3 37l AF
Fig. 16.& old 21 Input A= 3l A$S
& wrEiR T AEEE Al vlol= iE%‘ el
o} F 9] HE ek ulo]E AEY0] §

Agsh= dlo|gle]t}.

00:34:04.675: <--- sDNP
00:34:04.675:
00:34:04.675:
00:34:04.675:

Primary Frame - Unconfirmed User Data

LEN(10) DIR(D) PRE{1) FCV(0) FCB{O) DEST(3) SRC(4)
05 64 Oa 44 03 00 04 00 7c ae

ca ca 81 00 00 5¢ c6

00:37:19.271; ===> aDNP Primary Frame = Unconfirmed User Data
00:37:19.271: LEN(14) DIR(1) PRK(1) FCU{0) FCB(D) DEST(4) SRC(3)
00:37:19.271¢ 05 64 0= c4 04 00 03 00 6d d3

00:37:18.271: E ch 02 50 01 00 07 07 01 89 of

Fig.14. Slave receives the modulated Restart IIN

Fig.14.&= Master24¢ % %—ELL Z7:A A
Atz He WzEe] AdE 7& Slaver} $AlsHE
A Vepdich, A= ﬁ“”% %% Y| mokote] uf
o]E ~EFo|n] Restart IIN Fte] 0x012 AR =
o9leS & 4 otk 3H% # 292 Slave?d
Restart IIN7} A= o)1t

5.2.2 Slave Response HiZx =2

5.2.2.1 9474 An|Y A= dlolge] Hx A%

B A3Le Master®] Requestol] 93] A4EE=
Slave®] Responses FAA} S7kellA do)& o
Aste] AFshe Zlo] 7Hede BeFelk MasterZ}
Integrity Data Poll W3 A& A$sta 24 w
2} Slaver| AHAle] AlSdolE] 7he ALl 5ol
FA7Y 3T dlelE] 3 ApAle] &
02 Wxsle] Masterdldl AD3ES 34 APS
AePsldet, w2 Integrity Data Pol 2>
Class1239] BE oWl ES} Class09] Static Hlo]
HE 94 ArE FE Ydols JEs gt

05., fll
ol o

(14 Mastere] 33 7l A%

00:37:17.906: +++> wDNP

Process response to regquest: (null)
Command Windoy initiated "Inteﬁritx Data Poll - Class 0123"
>r» mdnpintegrivy session 0

00:44:17.109: <+++ wDNP Build DNP3 Message: Class Data Poll

Fig.15. Master Command : Integrity Data Poll

Fig.15.2 Master”} Integrity Data Polle]z}
al *5]_—‘: Uﬂeﬂ Slave(ﬂ]}ﬂ X%D]—*g].v__ 4240]]‘4—

Duraaris.ueu: <--- sbne  Primer v rrame - Uncontirmes User bata
Ln\l(zES) R0 ER U T OION P20 DRAT (0 SO )

oo 00 00 00 00 00 00 00 0o 0D OO 00 0O 00 0O 0O £ fE
oo 00 00 00 00 0o oo 00 Ob oo £r £s

S: co—— SDNP  Prime: ame - Uncomfirmed User har
e e e

Ne NN AN AA AR AN AN AN AR AR NN R0 AR an o0 o ae 9
00 00 00 00 OO0 0O 0O 0O 0D 0D OO 00 0O OO0 0O 0O £ fE
LU LU UL LU DU OO OO 0D LU LU LU UL LU UL UD U IE TT
LU LU UL LU DU OO OO 0D LU LU LU UL LU UL UD U IE TT

00 00 01 00 00 00 0O 00 0o 01 00 00 0O 00 0O 0O G Se
oo:11:10.170: 01 00 00 00 00 0o 0o 01 Ob OO 25 25

Fig.16. Slave Response : Analog Inputs

(3‘:"741) Slave #719] A& ﬂ]°151 27—‘1‘

Im RTEGRITYPOLL AVALNPUTS: CRGI = RE: ITEGRITY P AVAL T
e

| 03 000 D04 0600 0540 0550 000 0500 0400 0500 000 0300
o 000 00800 0000

04 100 0:03 0500 04C7 017 D4CC DXCC 001 0X3C 020506
4 0108 0250 0101 008 DA 0oz - 08 D<A 014 4 Ou

00

1 | s e

Fig.17. The first packet modulation transfer of
Man-in-the-middle-attack tools

+4 xzzadle] Slavert
dlolel 5 7kz Aol =44l
F &% Wz Azls
Masterell d%ﬁﬂ‘zl‘% % viehdic} Slave®z -
E] A$E= Analog 1 A2 dolE YR F
M PACK-RRS - 24 E]v_i A 24 Zgo
L o] T HFL A7t zpAle] Y= F oz M)
o] A3} Fig. 17)S A WA A7 Wzxste
Aot}

Fig. 17> Z7k#}
MasterellAl A4sl=
o] = oz H

Al

>1 ok le

&

(424 Master?] Wx" AZ dloJg] ¢4

Fig.18. Master7} $7H4} 34 Z2 36 9
slo] 2" Analog Input dHlo|e] 32 $Alg 4
5 veldc}. Slaverl 43 Analog Input ©l
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0:44:18.690: Rx Object 30(knalog Input), variation 3, qualifier 0x00(s Bit Start Stop)
inalog Input 000000 = 9999, flags 0x01
Analog Input 000001 = 9999, flags 0x01
nalog Input 000002 = 9999, flags 0x01
nalog Input 000003 = 9999, flags 0x01
nalog Input 000004 = 9999, flags 0xD1
Analog Input 00D0DS = 9959, flags 0xDi
Analog Input 000006 = 9999, flags 0xD1
Analog Input 000007 = 9999, flags 0xD1
inalog Input 000008 = 9999, flags 0x01
Analog Input 000009 = 9999, flags 0x01
nalog Input 000010 = 9999, flags 0xD1
nalog Input 000011 = 9999, flags 0x01
nalog Input 000012 = 9999, flags 0xD1
Analog Input 000013 = 9999, flags 0xD1
Analog Input 000014 = 9999, flags 0xD1
inalog Input 000015 = 9999, flags 0x01
Analog Input 000016 = 9999, flags 0x01
Analog Input 000017 = 9999, flags 0xD1
00 .8s0: inalog Input 000016 = 9999, flags 0x01
00:44:18.890: nalog Tnput 000019 = 9999, flags 0x01

Fig.18. Successful reception of modulated data,

ol¥] Zhe& 0ol o} Z7kxF ZA o 93 9999; W
%50 Masters] A<Eglch Fig. 18)e wxw
0] 418 554 vehilz sl

415 dlolEl & Fig 16,914 2l dlole]e} F-lgt
dlo]E)7} Materdl|A =21=9)e-8 skaldl 4= gl

5.2.2.2 &% % A Adule g
AT AR AL

&2 gL Slave®] AHE YE= Response?
IIN(Internal INdication) ZH2E F7tllA ¥
AR 7} Hzste] 47 Adnle] AFelE Master7t &
ol st s friedhs 7o) 7hede HolFr)

IIN &2+ Internal Indication Bit®] <=z}
olnj 2nfe]ES] Z7|=2, 7]7] A%, Class 0/1/2/3
dlo]E]e] AME- 7l of - AZke] 713} Fa oy
28 -S4 A AR oSl gk WHE-E ek
= 9&% gt} o] FY = Slavert A BE
Response #Zl| E3t=]o] gle] &4 Master?}
[INE 1% 5 Qs gir) A= o} o]
2bo] gle AelE onlsle 1IN #e A 34 =
2a9og 7]7] 2#(DEVICE TROUBLE)S ¢
u)5l= 1IN o2 Wx3sle] Master”} Slaved] A
HE SQI8lEE gt

A el 2 ollz

>

(12H4) Slave?] Response si7l A%

=" Peimary Frame - Unconfirmed User Data
LEKN(:8] DIR(1) PRN{1) FCY(D) FCBI0) DEST(4! SRC(3)
05 64 12 ¢4 04 00 03 00 Le "¢

edcd 32 32 0107 01 07 ¢b £4 ©0 32 01 73 el

Bpplication Keader, Urite Reguest
FIE(:) FIN(1) CONIOI UNS(D) SECH 13
©0z 32 01 07 01 07 ch £4 c0 3e 01

Re Objzct 50Time aad Iace), var:acion 1, qualifier 0x07(8 Bt Linited Quantity)
Tine an¢ Date Received 20May13 DE:01:08.358
t ChbE SDIP Insert request in guewe: Urits Respense

+ <=n= sonp Application Header, Response
FIEC) FIN(L) comdn ms(o) sech 13 |
ca 8t o 00

t <o sDHP Primary Frame - Unconfirmed User Data
LEK (20 DIR(D) PRE(1) FCY(0) FCB0) DEST(3, SRC(4)

a2 cd 3100 00 ez a9

Fig.19. Slave Response : IIN 0x00Response of
Slave packet transmission, [IN = 0x00

2 veZt Masterﬂ Time Synchro-
nization #¥-& Wk o] & 53§ 7] Response
Z1& Masterdl Al Zd%‘F— AL vepdd}, A==
HZl& 1IN =5 238 Fe 0x0022 HAH
o] AAFA <l *&Eﬂi epdct

Fig.19.= Sla
MRt

(22H) Slave® Response 37! Wiz @ AE
[ ] oo sttt

0000402 0450 0401 0300 0307 007 0401 000 000 R
NNNNNNNNNNNNNNNNNNNNN 500 0400 400 000 0:00 D01 500 D00 500 D00 000 0<00 01 DD 00 D525
ByteReceie Send 525 0100 00 000 1:03 DXL 10D D00 500 D0 G20 0D 301 D00 0:00

70417 04CC 06CC 0401 03C 02 006
(0 03 005 D 004 006 03T 0201,
0117 0CC 0CC 0401 0 02 0406 D3 003 008 :3C 6308
008 0GC 001 006 DL 32 v
MMMMMMMMMMMMMMMMMMM eclv e
ByteReceive Send: RES: UL T 00 0:00; => RES: NS IIN 040 0-00CEVICE TROUBLE)
e o
o001 07301 => 05 00001000300
DO OAEDC 070l = i
03 200000 000
orignd padet FaePadet
REQ: clew: i e
UNSOLICTED VEG: EARLE toLCTED NSS!
pzq SR D
e ST
RS Ay ot 1 FAE
e ITEGATY L. AL TS CRG1

RES INTEGRITY OLL: ANAL PUTSZ: FACE
RES: ITEGRITY POLL: AL IPLT2: ORGL

2
0,00 RES: ML TN 000 0,00
RES: ML TN 0<40 0:000EVICE_TROLELE): s L T 0 a0 0
Orgina Paret Falepacet
RES: AL T 0300 050 RES: NULL TN 0<40 0-0XCEVICE TROUBLE):

Fig.20. Modulation of IIN Response : 0x00/0x00
— 0x40/00

Fig.20. SlaveZ%-E] A%% Response HA &
FAL FAZE o] FAlEke] TIN #& W3l
MasterolAl a" Wz A& AFsle 2AS BT
t}. Response?] IIN Zx gho] AHAIS Hehll=
0x00[0x00°14] 717] &35 9Jvldh= 0x
2 WHAE ] A}

(89H) Mastere] WS 1IN 7k 41

01:01:08.355: <+++ mDNP

Build DNP3 Message: Time Synchronization
Tx Object 50(Time and Date), variation 1, cualifier Dx07
01:01:08.359: <+t wDNP Insert request in gqueus: Tiwe Synchromization
: <=== xDNP Application Header, Write Request

FIR(1) FIN(1) CON{D)] UNS(0) SEQ# 13
©d 0z 32 OL 07 0L 11 22 33 44 55 66

t <——- mDNP Primary Frame - Unconfirmed User
LEN(18) DIR(1) PRM{1) FCV(D) FCBLD) DESTH) SRC (3}
05 64 12 c4 04 00 03 00 1e 7c
cd cd 02z 32 01 07 01 11 22 33 44 55 66 7e 7c

01:01:08.984: ---> WDNP Primary Frame - Unconfirmed User Data

LEN(10) DIR{0) PRH(1) FCV(0) FCE(0] DEST(3) SRC(4)
T %3 05 44 03 00 03 B0 e e
0 cd 81 40 00 c3 02

==> mpmP Application Header, Response
FIR(1) FIN(1] CON{D)] UNS(0) SEQ# 13
ed 81 40 00

01:01:08.5984: +++> mDNP Process response to request: Time Synchromization

01:01:08.584:
01:01:08.584:

> mpWP 1IN Bits:
IIN1.6 Device Trouble

Fig.21. Master2|
0x40[0x00

HZ= Response TZ =4I, [IN =

Fig. 21.+= Master7} SlaveZ2%€ Hxx=o]
%% Response 7S FAlsta vl [IN #o=
alste] Slaved] Al 7171 3 (Device Trou-
ble) o2 9Ql8l= Egs vepllFaL olch. H2 |
5 weofqke] ulo|E ~EFL ALE WE 7 Fhol
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AeE ERoR &

Master %2 SlaveZl 45 + = 7HA4 59
o] FeobdS Adslyirt. Master Anlol| o=kl
Z1& AFd= DoS A4S FIsct. o1 A3
Masterdl| g3k AlEH|E ol HAZS dA A
she 5 W] S8 IR A £ glgleH
o= E3] A Mastere AHAloA AEEHE o}
DNP #i7l& Ae| s4A] X3l Abste] Ak

(1"1'741) Slave«] -’H7' A%

Primary Frame - Unconfirmed User Data
LEN(17) DIR(1) PRM(1) FCV(0) FCB(0) DEST(4) SRC(3)
e et

: Disable Unsoliciced Response

licavion Header,

FIR(D) FiNGa) CoNcor NS (0) SEQr 13
ca e1 %0 00

Transpe:
FIR(L nnm ssm 16
a0

o Trame - Unconfizmed User Dat
R(0) PAM(1) FCV(Q) FCB(Q) DEST(3) SRC(4)

o1
us o 292 41 03 09 04 00 7 e
ca

Fig.22. A large amount of meaningless converted
to 0x00 packets by an attacker

Fig.22.= Slave’} Disable Unsolicited
Response HA#HE Masterdl] ALels 242
ehfict, & AfedlA= Slavert Adse AR £
Fub Hg-e gurt gl d9 HAF1S Masterol Al
A5 Zd"ﬂ tleke] djzlo g wiske|e] A}

(22 e 7l Master2 AE
m Slve to Master Master to Slave.

[ Sicon? port D} RELSLICH
Byt Receve i Senc:

l'lvm cousortJ} GEELICH

Yosvetbiing 00D 0x1500C 002046
5C0AT3 0x08 3G 0x04 (x06 O DK => O O 1 OxC4 x4 00 403
00 DX CREF DOC OXCD 15 0XAC (X02 0406 01 0403 006 OXAC 04006 0xC0

SooTmgaoo

*8E S 9 1712 28 EAY LD

Ongnalpadet Fake ket

REG ASSIG S SOV DPUTEVETS CLASS 1 WAL FREENGAT | [E a as WAL DPUT BT QS 2 FROTBICOU -

RECr COLD_RESTART: £Q: COLD_RESTART:

peg co0 o s E

N REQ: DELAT

REQ ENAME LNSOLICTED CLASS 1,23 EVENTS IREQ: muamxm CLASS 1,2,3 EVENTS

REQ REEE Q4G COUTERS: 15 € 2001140, 2M, 0SEC 15 MINPERID REQ: REEE_QLAR: COLNTERS: 15 A€ 2001440LR, 2M0, 0SEC 1 MNPERID
IMMED_FREEZE: COUNTERS IREQ: MVED_ FREEZE: COUNTERS

e BT jomicarin: s REQ: T PmUATION

REQ:INT_APRLCATION: KALW

nsE IREQ: INIT_APPLICATION: MAW
REQ: READ: EINEVENT DATA: NON-CLISS ALL: MAK ZEVENTS

e
| |REQ:READ: ENEVENT DATA NON-CLASS AL MaX2EVENTS

Fig.23. The attacker’s 0x00 packet transmission

Fig.23.& ¥4A7} SlaveZ & A4
<+ 0x00...0x009] 27l §= ohre] A
3te] Afste Bgs vepidoh AR Master7}
ARl Al Eo] 2 Hlo| E ~ERS QI AA =
HEE 25 f9e A S3E g

[16:28:32.918: #§#

Read Buffer

16:28:33.557: ### mDNP - Read Buff:

[L6:28:35.695: # Read Buffer
[L6:28:36.319: #§3 Read Buffer
[16:28:37.286:
[16:28:37.910: ##§ mDX

[6:28:38.877: ##% mDNP -

[L6:28:39.820: # Read Bu

Fig.24. The queue buffer overflow of master

Fig. 24.= ZAA7} Mastere] A$3F thgo
0x00...0x00 AAEZ qlsle] Masterd F w7}
onZES HE ‘dﬁ}% 04%4 EAle gola
RE Zg a5 WA R F w¥E o] 43l 5
e Agnta ﬂﬂ‘%‘zi ol HZEel 3k FaA
S Bl v gl Ale =stepu ol gt
S e do] FalE|ofok g} kel o]l digk

A =2 A =Wl i Age] Azje} 2ol
#3537 ezt aAste] A aEle] 784S

o ‘
2 2
N ®
N
-

42
;&
L

$ael M DNP B4l Aol 7184
2 H 7S ARttt Fig. 25)+ EY A4
£ WM ERe Wy A0S el 27
PColq AEelolelz Agahs Ede) 458 =
Aalo] WslolA o] dlole] Ae] 4w ot 4 et

N

3

sec)
3

~ 50

22 Yy Al
>
]

8

HH 2t

10

0
6000 6400 6800 7200 7600 8000 8400 8800 9200 9600 10000

EfE HEZE(bps)

—s—second

Fig.25. The availability of infringement accrding
to transmission rate
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Al EHoE = 2k 6400bps A= dlolE] AHel&m
5 Z3 gle], 7hd Al EHC|ERZ 6400bps ©]4+e]
Eefjgo] A% =Hwl Wil A= F il A=
7] g2 dloEl7} Aol Al Har o]2f gt dAte] A|<&E
Al W e E 27 S 5 gleh dubdal FAl
Ak3lo) o}q;,']_ olo|d EA o] FAz7} ek E
5 wEA AET A5 ol E dSshr] flaixE dle]

E]E % %’J‘S}ﬁ SEvh aAE we 27185 A
ofstel, MER Eajn A mES ol wgAHel
A Ao AR 5 QES SHe Zo] Basil

DNP &g $35l= A4 Master ¥
Slave7} sts3t #AS AAA ot 7184 Sw
F o] Al F427E Master-Slave 41
o] AF H7lE FhAA 7F2A F 9lE A5, A
of ek Wwel %53 Aot 7249154 (Brute
Force Attack) §le]l= #712] &S o = oA &
o},

6.1.2 JHMCHZY

DNP Al 3}l ok B33} 33-& Frlsle A
o] Al d|AMele} & 4 olrh. duIFHel=
=27 BITW(Bump-In-The-Wire) ¢} BITS
(Bump-In-The-Wire)¥Ale] &g}, BITW=
Mastertt Slave Atele| otz @ H33l nES
E2 ARl 7l A e] ErFsslESE e Ao
o}, ol 2@l dA =] AA AxwlE A LA}

15 7l MR 7715 Skt
o] Heks A43le A ovigtt. BITS= Z2E
Z 2dd] Bl duE S FI AE T o]
o] A% oka] Adudgt BITWS 2] A4 AJ2H
< thA] FEsteof gkt Ad3bol el {83 Bt
HAUSS] 7 WAl Asl= Aol dasic) A
A 7] w3 715 o] 83 wWAA| tEsy) A4H
W FAA} AFEHE JH%I% 2

w33lA] ] wfitel &

o)
A

(2013. 12) 1153
6.2. 224 F0i0| =ol A
621 Maiznl 24

DNP #41& $33l= A4 Master ¥
Slave?] 1A o] glo] F44 FH HIHE &
o1k 4= 9lo}. Master®} Slaves FH# ] Wx of -
AFAE AEE 5 7] wtel o] FAAR <l
3 Wzl o] & dold 4 Yit}h. aEa FAA}
= 79 CRC &3 A I & A3l H=
o] F7 FAfo] Q7EA] 7| wliFo] A Master/

Slave 244 38 4 9ladd}.
6.2.2 JHMLCHZH

DNP &4 34 oﬂ ol Z=3A-& E_o 3}_\5 Zlo] &
Aol #AAe|e} & 4 gl AL Masterﬂ]/ﬂ
Slave®Z2] Ao H}eks} Slavedlx] Masterz2] #
Al g BE Agrefol  gtd Challenge
Response 815 o]} Aggressive modeE Al
£3F ol who] ZEAdT}. Aggressive mode:
Challenge—Response lZnr) tha e WA
o RAEAT g E Algaks Fol 4 gl 2pAo]
31% AdF wAUSFeI F
1815-2012 EFol|A] Hasla o)+ DNP ®al =|#A
Yo}, o] & &&3e] £ Ae) 22 {39 34

of oiuld dart 9t

NP JH7] O]Q.J AL A4

A gEs s}% 84 GAPE Das,
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A5 fZ7lo] DNP Hzle] 7443 dA]st=x] 2l
o) [e)

s, ofl9]-el gho] E3tse] A FARE HelE
ZH3= A Felskes &3 HAPE 3Eofof gt
ot} I tgo 2 DNP 54l wd o] Zej70]de 7}
9

ke as wefshA] e /E DNP3.0 2%
& LA, FAA, TR SRelA ool e
: Aok, metdgelA s Hor &)

DNP F7tel| stastel Q15 ool gt x3 oz
= DNPSec, IEEE1711, DNP Secure Authen-
tication §°] k. DNPSec 71443 44 9
A5+ 98l = e, 7] DNP3.09] 243t
o Wiguke 713b7] ¢8| CRCE AHSshsla, 7194
B34S 8 24 Frame¥ 433%E stz dolga=
FABIEE agkE Sl

w3 [EEE 17112 WA Az §4lo 724
I 71EA BAS 913 ot ZREZE [EEE 1689
o} AGA 12-2 55 72 wEoF . 53] o]
zreEo hsdae]Fel AYA ARgolu 27
wE eHEE WA s Alzw A Al fa4
+ AT 5 ol

DNP ol&g ¢ x=3°g DNP Secure
Authentication®] it} ol S&AZNA 25}
W, HMACS ARg-gh,

o]¥ % DNP Q153 shaste} =gt

}_,r!
=5
2
)
>
[>
ol
> o Mo
)
=
)
N
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o
htt
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QO
(@]
<
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<
a

tem) 28 BE

vle) AALAT} ofel gz S)E Hulo} SR RA

(5]

gk 96,000bps A< A4 3|2
] ZHA 2 AleAl TS AAZE Agsle AHA
9] A5 AT k58t HA o] 2% AolF7] Qlell

#ed glo

[
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>

Aelallof ot meby qresh-5s)
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