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A Study on Encryption Module for Remote Terminal Security of
Smart Water-Grid Network
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Abstract

This paper studies the security module for the reliable transmission of the meter reading and the control
data between the remote terminals and the upper server-side in smart water grid.

The proposed security module was implemented to make it attachable to the remote terminal without security
function. In particular, unlike the smart grid of electric field, the low power is considered due to the use of
battery power in the smart water grid, and the ARIA-GCM-128 symmetric key method is adopted taking into
the account that the damp and constrictive environments by the installed meter location in the underground
occur a communication obstacle on building of the large-scale network system. The encryption module of this
paper was devised to ensure the safety between the reading data on the terminal and the control data from
the upper server, and secure the stability of the remote meter reading system by taking protection against an
arbitrary alteration or modification.
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