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How difficult is it for you to utilize the log data you collect for the
following reasons?

Detect achvanoed persistbent Threat 5ty be muihva e |

Peovent incdents

Support Torensics analyiis and correlation

Detectftrack suspicious behavior (eg, unauthorined accews, insider abuse)
Manage/reduce costs for 1T secusity

Understand and derive infonmation about customer behador

Support internal business processes (e g, reporting, chaigeback)

KAGnibod LErvited kevelyline of Budnedd applicalicn performanis
Maoetfprove complance with regulatory requirements

Monitor and track application and system performanos

Sugpod LT melwork rouline maintensnoe and operations

2 Dilficult =2 = Moderale ™1 = Easy
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VWhat are the top three challenges you face in integrating logs with other tools in
your organization's overall information infrastructure?

Identfication of key events from normal background activity | _

Caorredation of information from muliple sources (e.g.. ] _ |
multiple servers or multiple firewalls) to meet complex... |
Lack of analytics capabilithes |

' :
Data normalization at collection | _

Data meducton prior to forwarding the legs to tools, such as |
=

Managing agents that will forward logs to a log server | -

Being able 1o access logs andior analysis results without IT | -
SUpport

Lack of native visualization capabilitias | .

Inconsistent product updates supported by the vendor | .

First = Second = Third

(08 5] 21 22l ¥ Seel ofzie

SIEMS AAZE BUE ], 913l tigk lele) s, 5 A% T AT Bk B A gle AT A
9] Z2utadd], dole] 2 ARt ZUEE, 34 = Fepoldl F kS S3A E3AY, HEEe]
2o mUE, 24 53 2 oiEke] 53 vlolE A2z RS TEEA] 23 $13e] ol
] & & 4 glefo} gt} SIEM2 AZepoledar) 87 =& ek 2 vE

3 A5 AsE 7leo® A & 5 glofof v °l
323 ZE2tolelA 22| FA AR Agu] 5] oME AEE Frow s}
of 2] & gl= 7lee] & Hrh w3 229 W

A SIEM2 o] d g A dsla Ak dl Shof| gk A48 5 ole AL fddde] 8=
T 93 Fdgih o v AEeteld s 55 o} Z&A40 A= olefdt ¥} u|g-Eo] HAA
Qs A FAA, T4, EH 7 55 Aok ol A FEA Hrt
g}

o Aol FAA 1 7E ol Al shdeA Al v.zd B

o 74 1 Hel 3, vl o FEjAolAl, HE

=l gl A4k gk AAA AT 71992 54 1T Alz=sle] 93-S skstslr] flef 24l
o 24 74 71 W el Wi’ A% 2 By E 7AW FAE skt 2ol weh FAsk 2
e Out-of-the-box 2| Z8 A& Al-g-8le] 7Ze}o) b EFAAA AlFshes ARE S35t 719l 78

Ao F45 w71 913 Had AlF T ARG BB & F gl = 02 53 &340 ¥
o 5 T HIZFES Y Mk A9 HFLE = 233l

o] A FFag gk A BlEe] S Al olo] 7] SIEMZ VIES A W] tfefsl o7|F &

& 54 0 A4, ol £4E 2a5e) e
D EETLE e EE TR E SRR
b uaag e Z19 1T Azeke] gesh Ahg
3 A 242 Ea] 719 =

7199) ele] FASh AAE ekt AU AR 912 e 99E ek =R Bk A Aol
& Ik meba] A o)) % MEG I 22 Be] 2 dleleE 1R 90% F4skT, sk g

Ab
S

w
N
~
Ho
02
Fo
1o
0z
g



98 THEIA A~ Ve T A wE

& algte.

S [ 5lelA] ol T nis) o] Bk <)
E

A A AL oTEQA Ashs FALh Tk

Bl el AR Anse] AR B B4 227

24 e REE e BAE 9 oo v @

]

A 719 ITRAE G A AEE 9% malke
=z

AT v]E-5 2ol7] 1 F=he= B
= 44 o HabsiAlel w2t SIEMel g o8 a3}

H 7leE a7

w2ba] ARl SIEM2 Hjdlole] 24 2 1
s FHete] Aodomm Abdel ¢
A 5star, WAt o7t AR s WA
71%5% Zsallor et mekaba T el St
wet o e AEeteldas Aed 4 3l
of v, Falglo] Wstshe VI ESZ 87 Sl
AspAl HiA & 4 =S wstalop gt

_D'jgr—‘—‘

B s 3O, o O

= e

ol

& 2 fr o W

SHYESE

APT Advanced Persistent Threat
COBIT Control OBjectives for
Information related Technology

ESM Enterprise Security Management

FISMA Federa Information Security
Management Act

HIPAA Health Insurance Portability and
Accountability

IDS Intrusion Detection System

IPS Intrusion Prevention System

NIST National Institute of Standards
and Technology

PCI Payment Card Industry

RMS Risk Management System

SEM Security Event Management

SIEM Security Information & Event
Management

SIM Security Information Management

SOX Sarbanes Oxley

TMS Threat Management System
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