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Implementation of fast stream cipher AA128 suitable for real time processing applications
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ABSTRACT

Recently, wireless Internet environment with mobile phones and wireless sensor networks with severe resource restrictions have been
actively studied. Moreover, an overall security issues are essential to build a reliable and secure sensor network. One of secure solution is to
develop a fast cryptographic algorithm for data encryption. Therefore, we propose a 128-bit stream cipher, AA128 which has efficient
implementation of software and hardware and is suitable for real-time applications such as wireless Internet environment with mobile phones,
wireless sensor networks and Digital Right Management (DRM). AA128 is stream cipher which consists of 278-bit ASR and non-linear
transformation. Non-linear transformation consists of Confusion Function, Nonlinear transformation(SFO ~ SF3) and Whitening. We show that
the proposed stream cipher AA128 is faster than AES and Salsa20, and it satisfies the appropriate security requirements. Our hardware
simulation result indicates that the proposed cipher algorithm can satisfy the speed requirements of real-time processing applications.
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SFO = {OxF, 0x8, 0x7, 0x6, 0xB, 0xC, OxE, 0xD,
0x0, 0x4, 0x9, 0xA, 0x5, 0x1, 0x3, 0x2}
SF1 = {0x2, 0x6, 0xB, 0x8, 0x7, 0x3, 0x1, 0x0,
0xD, 0xA, 0x4, 0x5, 0x9, OxE, 0xF, 0xC}
SF2 = {0x3, 0x0, 0xD, 0x9, 0xA, 0xB, 0x8, 0xC,
OxF, OxE, 0x1, 0x4, 0x5, 0x6, 0x7, 0x2}
SF3 = {0xE, OxF, 0x2, 0x5, 0x6, 0x7, 0x4, Ox1,
0x0, 0x3, 0xC, 0xA, 0xB, 0x8, 0x9, 0xD }

SFO(pts, ptz, pt1, pto)

pt2 "= pto | pts

pts "= ~(pt1 & pt)
pto "= pt2 | (pt3 " pt1)
pt1 t= pts & pto

pt2 "= pts

SF1(pts, pt2, pt1, pto)

pt2 “= pto | pt

pt3 t= pt1 & pt2

pto "= (pt2 " pt1) | pts
pt1 t= ~(pt3 & pto)
pt2 "= pts

SFZ(pt3, pt2, pti, pto)

pt2 = pto & pt1

pt3 "= pti | pt2

pto = ~(pts & ptz)
pti "= pts | (pto " pt2)
pt2 "= pts

SF3(pts, pta, pti, pto)

pt2 t= pto & pt1

pts "= ~(pt1 | pt2)

pto t= pt2 & pts

pt1 “= (pt3 " pt2) | pto
pt2 "= pts

gl 5. SFO(), SF1(), SF2(), SF3() £1z2|&
Fig. 5 SF0(, SF10), SF20), SF3() algorithm
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