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Abstract

As the dependence on information is increasing, the protection of personal information (PI) becomes
a critical issue for the organizations, causing not only financial 10ss but also negative impacts on corporate
images and reputations.

To date, academic research in this area is scarce. This study analyzes the factors affecting the
establishment and/or implementation of Personal Information Management System (PIMS) and provides
direction for the practice.

In this study, we assume that PIMS is one of the new technology adopted by organizations, and Unified
Theory of Acceptance and Use of Technology (UTAUT) model is selected as a base model for the study.
Using structural equation modeling technique, both measurement and structural models are validated, and
hypotheses are tested.

Major findings of the study include (1) the major driver of the organizations attempting to adopt PIMS
seems to be the improvement of the business outcomes, (2) organizational capability and resource are
important in the establishment of PIMS, and (3) the perceived difficulty of the establishment of PIMS is
not affecting the intention to adopt PIMS.

Since the importance of personal information security is high, establishment of PIMS is becoming one
of the critical issues in the organizations. The establishment of PIMS should be encouraged to strengthen
the competitiveness of businesses and to enhance the security level of the entire nation. It is expected
that this study may contribute to developing plans and policies for establishment of PIMS in practice, and
to providing a foundation for further research in this area.
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1. Introduction

As the dependence of both private and public
sectors on information is increasing, concerns
for the adverse effects of information are also
increasing. Accordingly, social responsibilities of
organizations for protection of information are
expanding. In addition, compliance requirements
for organizations to satisfy the laws and regu-—
lations (e.g., Promotion of Information and Com-
munications Network Utilization and Information
Protection Act, and Personal Information Pro-
tection Act), most of which have been enacted
recently, are increasing and strengthening.

In particular, protection of personal informa-
tion (PI) has become a distinct area beyond just
a part of the existing information security, and
has been identified as a critical management
area which requires special managerial attention.
The importance of protection of PI can be dem-
onstrated by the impact of incidents occurred in
recent years.

In 2010, two major privacy incidents have oc—
curred, which led a disclosure of 18 millions and
11.25 millions of customers’ Pls, respectively.
For the cases, the court ruled against the plaintiff
due to the difficulty of proving the loss of the
plaintiff and fault of the business. However, since
the enaction and rectification of the privacy re-
lated laws in 2011, the court ruled the business
that leaked PIs to pay the suffered customers
in another subsequent case. From the case, we
can confirm that the protection of PI is a critical
1ssue for the organizations, not only causing fi-
nancial loss but also impacting corporate images
and reputations [KCC, MOPAS, MKE, 2011] [MK

Business news, 2012].

Recent development and rapid growth of the
new services and devices, such as smart phones,
tablet PC and Social Network Service (SNS)
require more PIs, and organizations should put
in place a management system for protecting PI
and privacy of customers [KCC, MOPAS, MKE,
2011]. In addition, management of PIs of both
customers and employees are increasingly out-
sourced for cost and efficiency purposes. Accor-
dingly, the scope and number of person who
can access the PI are expanding, and risks of
data disclosure and misuse are increasing, re-
sulting in a vicious cycle of strengthening regu-
lations on PI and privacy [KCC, MOPAS, MKE,
20111.

In order to improve the organizational activ—
ities for protecting Pls, top management and
personnel should recognize the importance of
the issue and the need for establishing personal
information management system (PIMS), as well
as national level regulations and compliance
enforcement. Academic research to support and
provide direction for the practice is needed, but
so far research in this area is extremely scarce.
Therefore, this study attempts to analyze vari—
ous factors affecting the establishment and/or
implementation of PIMS, and aims to contribute
to promoting the implementation of PIMS in
practice and to provide a theoretical basis for

further research in this area.

2. Literature Review

In this chapter, before identifying the factors
affecting the establishment of PIMS, related
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concepts, standards/guidelines and literature are
reviewed. First, basic concepts and current sta—
tus of the area, including the definitions of PI
and certification standards, are summarized, Then,
we assume that PIMS is one of the new tech-
nology adopted by organization, and existing
literature on technology adoption and accept-

ance is reviewed.

2.1 Personal Information and PIMS

In this section, the target and scope of the
study are described by summarizing the con—
cept of PI and related management systems and

standards.

2.1.1 Concept of P

While parties that manage and assume re—
sponsibilities for information security are nor-
mally internal members of organization, privacy
or protection of PI should deal with other parties,
especially external customers, clients and other
outside stakeholders of organizations. Therefore,
the scope of protection of PI is broader than the
traditional information security [Kim, 2008].

In this context, each organization should define
the concept and categories of PI based on the
privacy-related laws and regulations at a mini—
mum, and expand them according to its own
business structure and service type. In other words,
organizations should identify and control PIs to
be protected based on the general concept of PI.

According to the related laws, PI refers to an
information of an alive person which can be
used to identify the person through name, social

security number (SSN), images, etc. It includes

information that cannot identify a person di-
rectly by itself, but can identify a person by

combining with other information.

2.1.2 Standards on PIMS

Major PIMS certification standards adopted
currently in Korea include PIMS scheme of
Korea Information Security Agency (KISA) and
BS 10012 of British Standard Institution (BSD).
PIMS scheme of KISA is a certification scheme
recognized by the Korea Communications Com-—
mission in December of 2011. It certifies an orga-
nization that exceeds a certain level by review—
ing whether the organization has implemented
a series of protection measures required for
performing activities of protecting PIs system-—
atically and continuously [KISA, 2011].

The scheme describes definition of PIMS, com-
ponents of the management system and ways
to implement the system. It further classifies
the system into three major categories : mana—
gement process, security measures and life-
cycle phases [KCC, 2011]. As of 2012, there are
about 20 certified organizations, and the organi-
zations are provided with the benefit of fine/
penalty reduction in the event of breach of pri—
vacy related regulations. In addition, the certifi—
cation scheme provides customers with the ob—
jective criteria to evaluate and identify the or—
ganizations that manage PIs securely, and it is
expected that the certified organizations can
obtain credibility from customers. In October of
2011, the Commission submitted a proposal to
ITU-T and ISO/IEC to make the domestic PIMS
scheme an international standard, and stand-

ardization activities are progressing.
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Data Protection Act (DPA) of the United
Kingdom is a privacy related law which was
initially enacted in 1998 and rectified later in
2000. Purpose of the law is to regulate the acti-
vities performed by both public and private or—
ganizations, including acquisition, maintenance,
use and disclosure of PIs [BSI, 2010]. BSI an-
nounced a standard, BS 10012, in May of 2009
to provide specification of the establishment and
operations of PIMS to improve the conformance
of the legal requirements and maintain com-
pliance [BSI, 2010]. BS 10012 is a first interna-
tional standard on PIMS, and Korean financial
and IT sectors in which protection of PI is crit-
ical are attempting to obtain the certification
[BSI, 2010].

(Table 1> Concept of PI and PIMS

PI An information of an alive person which
(Personal can be used to identify the person
Information) | through name, SSN, images, etc.

A scheme for an organization to exceed

PIMS . ..
a certain level by reviewing whether
(Personal N )
. the organization has implemented a
Information . . .
series of protection measures required
Management for performing activities of protectin
System) P & P &

PIs systematically and continuously.

2.2 Literature on Technology Adoption and
Acceptance

The adoption and acceptance of new tech-
nology have been studied extensively using
various models, and attitude and intention of
person which are dealt in the social psychology
area have been used as major variables. Typical
theories on technology adoption include Theory

of Reasoned Action (TRA) which applies social

psychology, and is used to forecast behaviors
of individual's technology acceptance in broad
areas [Fishbein and Ajzen, 1975], Technology
Acceptance Model (TAM) which is used to fore—
cast behaviors of adoption and acceptance of
business related technology [Davis, 1989], and
Theory of Planned Behavior (TPB) which adds
‘perceived behavioral control’ construct, which
theorized determining factors of behavior and
intention to TRA [Ajzen, 1991]. All these models
have become a basis for the various models
proposed later.

Until recently, TAM, which has applied TRA
to IT area, 1s being utilized widely in MIS area
[Kim, 2011]. However, Venkatesh et al. [2003] has
proposed a more refined model, considering that
TAM has a limitation in supporting the validity
of relationship among various independent varia—
bles, and that there is a need for research with
more integrated perspective. They proposed Unifi—
ed Theory of Acceptance and Use of Technology
(UTAUT) which integrates eight related models,
including TRA (see <Figure 1> below).

UTAUT integrates the constructs that have
been proved to be significant in the existing re-
search, and proposed the following four core
constructs as independent variables : Performance
Expectancy, Effort Expectancy, Social Influence
and Facilitating Conditions. These independent
variables are assumed to be direct determining
factors of Behavioral Intention and Use Behavior.
In addition, Gender, Age, Experience and Volun—
tariness of Use are assumed to mediate the re-
lationship between independent and dependent
variables [Yoo et al., 2008]. While the power of
the existing TAM to explain the dependent
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variables is about 40~50%, UTAUT is known
to have improved power of about 70% [Kwon,
2010].

Performance
Expectancy

Effort
Expectancy

Behavioral Use
Intention Behavior

Social [ —
Influence

Facilitating | _—
Conditions

Voluntariness
of Use

Gender Age Experience

<Figure 1) UTAUT Model

3. Research Model

3.1 Research Model and Hypotheses

This study attempts to analyze the factors
affecting the establishment of PIMS focusing
on social psychology and human behavior. From
the perspective, PIMS is regarded as a new tech—
nology adopted by organizations, and UTAUT
model is selected as base model for this study.
The original model has been slightly modified
for the purpose of the study as follows :

First, Use Behavior construct, which meas-
ures the actual status of adoption, is excluded
from the research model. The rationale for the
exclusion is explained below. The history of
PIMS in Korea is quite short. It has been less
than 3 years since domestic organizations started
to implement PIMS in full scale, and the number
of organizations which have already established
PIMS is less than 20 as of August 2012 [KISA,

2012]. Under these conditions, it is determined

that the measurement of the construct may lack
practical validity and reliability at this point,
and that research on intention rather than the
actual status should be performed in advance to
contribute to the practice and further research.

Second, the four mediating constructs (Gender,
Age, Experience and Voluntariness of Use) are
excluded from the research model. Since PIMS,
the target of the study, is a technology utilized
by organizations rather than individuals, indi—
vidual level constructs such as Age and Gender
are excluded naturally. As explained earlier, since
the history of domestic PIMS is short, Experi-
ence with PIMS does not have sufficient mean-
ing, and is excluded from the research model.
In case of Voluntariness of Use, PIMS is usually
adopted by the mandatory legal requirements
rather than voluntary intention. Therefore, Volun—
tariness of Use does not make sense in the PIMS
context, and the construct is decided to be ex-
cluded from the model.

Exclusion of mediating variables can be further
justified by the previous research on UTAUT in
which mediating variables are excluded flexibly
by the purpose and target of the study [Lee, 2010;
Kim, 2011; Kwon, 2010; Il Im, 2011, Wang, 2010].

Third, the original UTAUT model proposes
that Facilitating Conditions (FC) affects only
Use Behavior (UB). However, UB is decided to
be excluded from the research model. Since FC
is one of the important factors, it is assumed that
FC would affect not only UB but also Behavioral
Intention, and the relationship is added to the
research model.

The research model designed based on the

above rationale is depicted in <Figure 2>.
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Research hypotheses based on the research

model is summarized in <Table 2>.

3.2 Operationalization of Variables

Operationalization of the variables has been
perform based on the original UTAUT model,
but the measurement items have been slightly
modified within the scope of not undermining the
validity and reliability of the original ones. The

items are measured using 5-point Likert scale.

OAEGARRE A

Operational definitions and measurement items
<Figure 2> Research Model are summarized in <Table 3>.

(Table 2> Research Hypotheses

No From Direction To Effect Description

1 PE — BI + PE will have positive effect on BIL

2 EE — BI + EE will have a positive effect on BL
3 SI — BI + SI will have a positive effect on BL
4 FC — BI + FC will have a positive effect on BL

(Table 3) Operationalization of Variables

UTAUT Operational UTAUT Change| Cod Final
Name Definition Measurement Items ange| Lode Measurement Item

degree to which a person | task usefulness PEl | task usefulness
Performance | believes that the establishment | task speed PE2 | task speed
Expectancy | of PIMS would help improve | productivity PE3 | productivity
the business outcome salary raise PEA4 | efficiency improvement
degree of understanding EE1 | degree of understanding
Effort difficulty of establishment degree of proficiency EE2 | degree of proficiency
Expectancy | of PIMS ease of operation EE3 | ease of operation
ease of use EE4 | ease of use

influence of others

) SI1 |influence of the 3rd party
degree to which others agree -

Social that establishment of PIMS is opinion of others
Influence important management support SI2 | management support
organizational resource SI3 | organizational resource
degree of resource secured FC1 | degree of resource secured
Facilitating de.gree to which a Derson per- degree of knowledge secured FC2 | degree of knowledge secured
Conditions | C€Ves that the organization has | interoperability FC3 | interoperability

capability to establish PIMS | qyajlability of personnel with
experience

availability of personnel with
experience
BIl |intention to use

FC4

intention to use

Behavioral |intention or plan to establish
Intention | PIMS

expectation to use

OI> O] © |O|0|C|0|O|>|>|O|O|O|0|>|0|0|0
|

plan to use BI2 |plan to use

0 : No Change, A: Slight Change.
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Performance Expectancy (PE) refers to the
degree to which a person believes that estab-
lishment of PIMS would help improve the busi—
ness outcome [Agarwal and Prasad, 1997]. This
study revised an item, ‘salary raise, to effi-
ciency improvement (PE4) taking the context of
PIMS into consideration.

Effort Expectancy (PE) is a construct which
measures the perceived difficulty of establish-
ment of PIMS, including degree of understan-
ding and skillfulness required for establishing
PIMS [Davis et al., 1939]. This study utilizes all
the original measurement items without modi-
fication.

Social Influence (SI) refers to the degree to
which others inside and outside of the organi—
zation agree that establishment of PIMS is
important [Venkatesh et al., 2003]. The ori-
ginal UTAUT model distinguishes ‘Influences
of others’ and ‘Opinion of others.” However, in
the process of establishing PIMS, Korean orga—
nizations usually observe the other organiza-
tions’ status and effort, but do not attempt to
seek the opinion of others. In this regard, the
two items were combined into one item, ‘In-
fluence of the 3rd party (SI1).

Facilitating Conditions (FC) is a construct that
measures the degree to which a person perceives
that the organization has capability to establish
PIMS [Davis et al., 1989]. The original measure-
ment items are used without modification.

Behavioral Intention (BI) refers to the in-
tention or plan to establish PIMS [Davis et al.,
1989]. In order to reduce the confusion of re-
spondents, two items, ‘intention to use, and

‘expectation to use, are combined since both

items can be understood to have a similar mea—

ning to the respondents.

4. Data Collection and Analyses

4.1 Data Collection and Demographics of the
Respondents

300 questionnaires are distributed online to
the persons working in the information security
area between May 30 and June 8 of 2012. The
e-mail list of the persons was obtained from
ISACA Korea, a professional association spe-
cializing in Security, Audit and Control. Of
these, 110 questionnaires were collected.

Demographic information of the respondents
is summarized in <Table 4>.

If we look at the industry in which the re-
spondents work, Information Communications,
Finance and Public Sector, in which the im-
portance of IT and thus PIMS is known to be
high, represents nearly 70% of all respondents.
The sample shows a good distribution of in-
dustry representation.

Size of the organization in which respondents
belong, measured by the number of employees,
also shows a good representation of organizations.
Except the extremely big (more than 10,000 em-
ployees) and small (less than 100) organizations,
each category of organizations is equally distri—
buted. Experience of respondents in the infor—
mation security area also shows an even distri—
bution among categories. By the experience of
respondents in PIMS, we can confirm the fact
that the establishment of PIMS has not been
performed in full scale yet.
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(Table 4) Demographic Information of the Respondents

Industry Frequency | Ratio
Information Communications 30 21.3
Finance 24 21.8
Public Sector 22 20.0
Manufacturing 13 11.8
Education 6 55
Medical 6 55
Distribution 3 2.7
Others 6 55
No of Employees
> 10,000 9 8.2
1,000~10,000 33 30.0
500~1,000 22 20.0
100~500 28 255
< 100 18 164
Experience
(Information Security)
> 10 Years 21 19.1
5~10 Years 31 282
2~5 Years 34 30.9
< 2 Years 24 21.8
Experience(PIMS related)
ISO 27001 4 125
Information Security
Checking Service 6 188
PIMS 1 3.1
G-ISMS 1 3.1
KISA-ISMS 8 25.0
Other Scheme and Consulting 12 375

The collected data are analysed using SPSS 18
and AMOS 18 for confirmatory factor analysis,
structural equation model, regression analysis and
transformation of variables, etc. SPSS 18 and
AMOS 18 are statistics programs to perform va—

rious statistic analyses.

4.2 Validity and Reliability Analysis

421 Analysis Method and Assumptions
Confirmatory Factor Analysis (CFA) is per-

formed for the constructs and measured varia-

bles of the research model. CFA performs a
factor analysis after setting relationship bet-
ween variables based on the theoretical back-
ground, and can be used to confirm inherent
factor dimensions and hypotheses based on the
knowledge of the researcher [Kim, 2010]. There-
fore, on the ground that hypotheses are estab—
lished based on the verified factors of UTAUT
model, and that there is no formal or universal
research method available in the PIMS area,
CFA is performed. Through the analysis, con-
struct validity is established. AMOS used in
the analysis utilizes maximum likelihood method.
The method assumes that all variables follow
multivariate normal distribution, and calculates
value of factor loading [Kim, 2010].

422 Validity and Reliability of Variables

Validation of the measurement model in-
cludes evaluation of validity and reliability of
measured variables. In the structured equation
modelling, typical validity to be tested includes
convergent validity and discriminant validity.

Convergent validity measures the extent to
which an item in an instrument correlates with
other measures of the same construct. For con—-
vergent validity to be established, value of the
factor loading between the measured items and
the construct should be greater than 0.7 [Barclay
et al., 1995]. The discriminant validity measures
whether a construct does not correlate too highly
with measures with which it is expected to be
different [Churchill, 1999]. For discriminant validi—
ty to be established, value of AVE (Average
Variance Extracted) should be greater than 0.5
[Chae, 2004; Kim, 2010].
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Composite reliability is used to verify the con-
struct reliability. Composite reliability is calcu—
lated based on factor loading and sum of errors
of measured variables. If the value exceeds 0.7,
then construct reliability is established.

<Table 5> summarizes the results of factor
loading and composite reliability analyses for
the construct and measured variables used in
the study. First, most of measured variables
exceeds the threshold of 0.7, but EE4, SI1
through SI3, FC3 and FC4 do not satisfy the
criteria and convergent validity of the variables
is not established. In addition, in case of Social

Influence construct, value of the composite reli—

ability is less than the threshold of 0.7, and the
construct reliability is not established.

<Table 6> shows the value of AVE for test-
ing the discriminant validity of the construct.
As can be seen from the table, the constructs,
values of SI and FC do not satisfy the threshold
of 05, and discriminant validity of the con-
structs is not established.

In order to resolve the situation, it is decided to
remove the Social Influence construct which does
not have validity (both convergent and discrimin-
ant) and reliability from the model. In addition, meas-
ured items which do not contribute to the convergent
validity, EE4, FC3 and FC4 from the analysis.

<Table 5> Results of Factor Loading and Composite Reliability

Factor Code Variables Factor Loading | Composite Reliability
PE1 task usefulness 0.835
Performance PE2 task speed 0.865 0.901
Expectancy PE3 | productivity 0.817 '
PE4 efficiency improvement 0.874
EE1 degree of understanding 0.728
Effort EE2 degree of proficiency 0.832 0.817
Expectancy EE3 | ease of operation 0.775 '
EE4 ease of use 0.584
Social SI1 influence of the 3rd party 0.685
Influence SI2 management Support 0.531 0.628
SI3 organizational resource 0.711
FC1 degree of resource secured 0.746
Facilitating FC2 degree of knowledge secured 0.820 0748
Conditions FC3 interoperability 0.545 '
FC4 availability of personnel with experience 0.578
Behavioral BI1 intention to use 0.853 0.810
Intention BI2 plan to use 0.867 '
(Table 6) AVE and Correlations of the Constructs
PE EE SI FC BI
Performance Expectancy(PE) 0.695" - - - -
Effort Expectancy(EE) 0.415 0.532* - - -
Social Influence(SI) 0.084 0.463 0.364" - -
Facilitating Conditions(FC) 0.500 0.625 0.542 0.433° -
Behavioral Intention(BI) 0.608 0.406 0.261 0.853 0.681°

"AVE.
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The results of the additional analyses after re—
moving the above mentioned measured items and
constructs are displayed in <Table 7> and <Table
8>. As can be seen from the tables, validity and
reliability of constructs are now established with
all the values exceeding the thresholds.

423 Model Fit
In addition to validity and reliability analyses
of the measurement model, analysis of model fit

is performed to determine the degree to which

the hypothesized measurement model fits the
actual model derived from the sample data. The
analysis is performed by examining a variety of
fit indices, including absolute fit measures (XZ,
degree of freedom, GFI, RMR) and relative fit
indices (NFI and NNFI).

The analysis results are summarized in <Table
9>. As can be seen from the table, all the fit
indices exceeds the threshold, and the research
model shows a good fit for further hypotheses
testing.

(Table 7> Results of Factor Loading and Composite Reliability (Revised)

Factor Code Variables Factor Loading | Composite Reliability
PE1 task usefulness 0.836
Performance PE2 task speed 0.864 0.901
Expectancy PE3 productivity 0.813 '
PE4 efficiency improvement 0.877
Effort EE1 degree of understanding 0.714
EE2 degree of proficiency 0.906 0.828
Expectancy -
EE3 ease of operation 0.721
Facilitating FC1 degree of resource secured 0.817 0771
Conditions FC2 degree of knowledge secured 0.829 '
Behavioral BI1 intention to use 0.838 0811
Intention BI2 plan to use 0.883 ’
(Table 8 AVE and Correlations of the Constructs (Revised)
PE EE SI BI
Performance Expectancy(PE) 0.694 - - -
Effort Expectancy(EE) 0.322 0.619° - -
Facilitating Conditions(FC) 0.537 0.559 0.627* -
Behavioral Intention(BI) 0.614 0.376 0.869 0.683"

"AVE.

(Table 9> Analysis Results of Model Fit

Fit Indices

Acceptable Level

Research Model

close to 1 = good model fit

Absolute Fit X/df less than 3 = acceptable fit 1.922
Measures GFI 0.9 or higher 0.900
RMR 0.08 or lower 0.073

Relative Fit NFI 0.9 or higher 0.907
Measures NNFI 0.9 or higher 0.931

X = 73.045, Degrees of Freedom (DF) = 38, Probability Level = .001
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4.3 Hypotheses Testing

Hypotheses testing is performed through AMOS's
path analysis to derive both non-standardized and
standardized path coefficient with the signifi-
cance level of 0.05 (p < 0.05). Analysis results
are summarized in <Table 10> and <Figure 3>.
As can be seen from the table and figure, Hypo-
thesis 1 (PE — BI) and Hypothesis 3 (FC — BI)
are supported. On the other hand, Hypothesis 2
(EE — BI) was not supported.

From the results of hypotheses testing, Per—
formance Expectancy (PE) is expected to have

a significant positive effect on Behavioral Inten—

tion (BI). This result implies that major driver
of the organizations attempting to adopt PIMS
is the improvement of the business outcome. That
is, information security activities can contribute
the improvement of efficiency and resource utili—
zation of the organization by the establishment
of PIMS. This also reflects the intention of or-
ganization to manage the effectiveness of PIMS
with quantitative measures such as improve-
ment of efficiency and expansion of related
resources.

Next analysis results shows that Facilitating
Conditions (FC) are expected to have a signi-

ficant positive effect on Behavioral Intention

PEL
0.836""*(N/A)
PE2 0.864** (10.925)
PE3 0.813**%(10.004) e 0213
0.877%*% (11.145) (2:158)
EE1 0714 (N/A)
e
EE2 0.906%** (6.376) (-1.544)
EE3 0.721%** (7.040)
R 0.847%**
FCl 08177 (N/A) >®/ (5339 0838 0883+
(N/A)  (10.065)
FC2 = 0.829***(8.734)
cf.) Standardized coefficient(t-value) BI1 BI2
*p<0l1,**p <005 **p<000l
——3 Supported
= = > Not Supported
{Figure 3> Path Analysis and Results of Hypotheses Testing
(Table 10> Results of Hypotheses Testing
Hypothesis non-standardized coefficient standardized coefficient .
- - Hypothesis | Support
Path Estimate SE. CR. P Estimate
PE | — | BI 0.234 0.109 2.158 0.031™ 0.213 Yes
EE | —| BI -0.239 0.155 -1.544 0.123 -0.166 2 No
FC | — | BI 0.903 0.167 5.399 - 0.847 3 Yes

“p < 0.05, **p < 0.001.
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(BI). This result implies that capabilities and re-
source of organizations are important in the es-
tablishment of PIMS. That is, in order to estab-
lish PIMS effectively, it is important to have an
individual capabilities such as experience and
knowledge of information security personnel and
resource to implement and operate the system.

Therefore, organizations should consider a
program to improve the capabilities of the infor-
mation security personnel, such as training and
education, and to secure resource needed for ef-
fective establishment and operations of PIMS.

The hypothesis that Effort Expectancy (EE)
1s expected to have an effect BI is not supported.
This result implies that perceived difficulty of
the establishment of PIMS is not affecting the
intention to adopt PIMS. This result may be ex—
plained by the fact that most of PIMS im-
plementation is done by external parties, such as
consulting firms, in practice. However, as proven
by the previous hypothesis, capability of organ—
izations is important in the establishment of
PIMS. Too much dependence on outside expertise
and low capabilities of internal personnel would
result in negative consequences in the operations
of PMS. Therefore, it seems imperative that poli—
cles and program to develop internal capabilities
to operate PIMS effectively after the initial adop—

tion stage should be in place and enforced.

5. Discussion and Conclusions

This study analyzes the factors affecting the
establishment of PIMS based on UTAUT model.
Four hypotheses are established and tested.

Major results of the study can be summarized as

follows :

First, the major driver of the organizations
attempting to adopt PIMS seems to be the im-
provement of the business outcomes. From this
perspective, organizations adopting PIMS in-
tend to manage PIMS with quantitative meas-
ures, such as improvement of efficiency and
expansion of related resources.

In addition, considering the business out-
comes from another perspective, the benefit of
fine/penalty reduction in the event of breach of
related laws provided to certified organization
may be an important driver for the establish-
ment of PIMS. In fact, PIMS is being recog-
nized as a tool not only to improve the business
outcomes, but also to minimize the damage from
potential privacy accidents.

Another point is the importance of organi-
zational capability and resource in the establish-
ment of PIMS. In order to establish PIMS
effectively, it is required to secure appropriate
capabilities and resource. In other words, for
the effective establishment of PIMS, individual
capabilities such as experience and knowledge
of information security personnel are needed.
In addition, unlike general IT security, which
mainly focuses on IT infrastructure of organi-
zation, PIMS incorporates life cycle controls
over general activities dealing with PIs. In this
regard, PIMS needs additional resource such
as dedicated personnel for PIMS, and resource
required for operations and maintenance of the
system.

Therefore, organizations should strive to im-
prove the capabilities of the information se—

curity personnel, and to secure sufficient re-
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source needed to not only establishment but al-
so operations and maintenance of the system.

Finally, the perceived difficulty of the estab-
lishment of PIMS is not affecting the intention
to adopt PIMS. This result may be explained by
the fact that most of PIMS implementation is
done utilizing the external consulting firms, and
organizations do not care much about the de-
gree of difficulty. However, as proven by the
previous hypothesis, capability of organizations
1s important in the establishment of PIMS and
heavy dependence on outside expertise and low
capabilities of internal personnel would result in
negative consequences. Therefore, organizations
should establish and operate a program to de-
velop internal capabilities.

At the early stage, most of organizations
adopting PIMS regard it as a tool to publicly
announce that they are performing informa-
tion security activities appropriately. However,
after going through the implementation and
operations stages and understanding the real
benefits of PIMS, organizations begin to rec—
ognize that the system can be a tool to foster
and reinforce information security throughout
the organization. It is usually difficult to ob-
tain support from management and business
personnel for the information security activities,
and to secure and maintain the momentum to
operate and continually improve PIMS. Since
PIMS is a system based on legal requirements,
information security officers should utilize PIMS
as a tool to address the challenges faced by
them in practice.

The limitations of the study and future re-

search directions are as follows : the ultimate

dependent variable of UTAUT model is the Use
Behavior, that is, the actual adoption and/or im-
plementation of PIMS. However, the history of
PIMS in Korea is quite short (less than 3
years), and the number of organizations which
have already established PIMS is less than 20.
Therefore, intention rather than actual adoption
of PIMS is analyzed. As the area matures, fu-
ture research should be performed including the
Use Behavior construct.

Because of the failure to establish validity
and reliability of the Social Influence construct,
this study cannot test the effect of the manage-
ment support and others’ opinion about the im-
portance of PIMS on the adoption process. Even
though it was not tested in this study, manage—
ment agreement and support is always an im-
portant driver for the success of information
system, and it should be emphasized that man-
agement support should be obtained for the ef-
fective operations and improvement of the
system.

The scope and level of information security
activities of an organization depend on the rele-
vant laws and regulation. In addition, impor-
tance of PIMS differs by industry. However,
this study is not able to consider all these envi—
ronmental factor into consideration. Detailed re—
search taking these external factors into con—
sideration is expected in the future.

In developed countries, U.S. for example, al-
though public authorities publish privacy related
standards and guidelines, actual implementation
and operations of the management system are
left to self-regulated environment in which prac—

tical information security activities are performed
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by each organization or industry. On the other
hand, in case of Korea, most of the personal in-
formation security standards are set by the gov-
ernment authority, and essential security controls
are forced by law [Kim, 2008]. Since data for
this study are collected from Korean respondents,
these domestic conditions, perceptions and cul—
ture are either assumptions or limitations of the
study. In this regard, cross—cultural study among
different legal environments could be a good fu-—
ture research topic.

Even though this study focuses on the adop-
tion of PIMS, more important and useful re-
search topic in this area includes performance
of PIMS. Ideal research would employ longi-
tudinal approach comparing performances be-
fore and after the adoption of PIMS.

Considering the need for and importance of
personal information security, establishment of
PIMS is one of the critical issues in the orga-
nizations. The establishment of PIMS should be
encouraged to strengthen the competitiveness of
businesses and to enhance the security level of
the entire nation. It is expected that this study
may contribute to developing plans and policies
for establishment of PIMS in practice, and to
providing a foundation for further research in

this area.
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