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ABSTRACT

The IEEE 802.1x standard provides an architectural framework which can be used various authentication methods. But, IEEE 802.1x also
has vulnerabilities about the DoS(Denial of Service), the session hijacking and the MiM(Man in the Middle) attack due to caused by structural
of authentication protocol.

In this paper, we propose a WLAN system which can offer safety communication by complement of IEEE 802.1x vulnerabilities. The
WLAN system accomplishes mutual authentications between authentication servers, clients and the AP using PKI and prevents an illegal user
from intervening in communication to disguise oneself as a client, the AP or authentication servers. Also, we guarantee the safety of the
communication by the Dynamic WEP key distribution between clients and the AP.
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Fig. 1 IEEE 802.1x framework

s CHAP ‘ Kerberos Authentication
Layer
\
‘ Extensible Authentication Protocel(EAP)
EAP Layer
{ EAP over LAN(EAPoL)
‘ PPP ‘ 802.3 ’ 802.5 ’ 202.11 MAC Layer
12 2 EAP AEiTx
Fig. 2 EAP Stack Structure
2.2. EAP-TLS
IEEE 802.1x & o] &3 ®.th 2= g 7.0 2l ®Hok 37
& T e SR dSH 54 4t 7] =
S TKIPE o] &8 Q=% 7] wd viAUFS AL
TFAE S gdagFe] od, ol 20 =S T
3l 1S ¢ Fo| EAP-TLS®| o EAP-TLSE 4
3915 TR EFQ] TLSE EAP Aol A #+33F Aoz,
TN7] 710 IS E o] &sto] Aeor Firak <l
ER ?f‘fﬂé}ﬂ% 91% F TLS @l =E golojol A A&3}

}3
o
ﬁ,

A daE] S-S o] &3} PMK(Pairwise
Master Key)‘?‘ Ao 343 ¥ PMKE ¢33 7] =
TKIP®] PTKE A/ 3F+=dl] AF-8-gHrh8-10].

EAP-TLS ¢1%5 Z2E 29 552 19 33 go] %

A Zelo]l A E 9} 91 F &} (Access Point) = 802.11b 2] 9]
o5k Q1SS gy g}



IEEE 802.1x EAP-TLS ¢15 #l AU &

7] 9k Wireless LAN A] 2~ &)

1. IEEE 802.1x ¢1& HAHZF H|w
Table. 1 Comparison of IEEE 802.1x authentication Mechanism
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Fig. 4 Structure of authentication in proposal system
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