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A Design of FHIDS(Fuzzy logic based Hybrid Intrusion
Detection System) using Naive Bayesian and Data Mining
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Abstract

This paper proposes an FHIDS(Fuzzy logic based Hybrid Intrusion Detection System) design
that detects anomaly and misuse attacks by using a Naive Bayesian algorithm, Data Mining, and
Fuzzy Logic. The NB-AAD(Naive Bayesian based Anomaly Attack Detection) technique using a
Naive Bayesian algorithm within the FHIDS detects anomaly attacks. The DM-MAD(Data Mining
based Misuse Attack Detection) technique using Data Mining within it analyzes the correlation
rules among packets and detects new attacks or transformed attacks by generating the new
rule-based patterns or by extracting the transformed rule-based patterns. The FLD(Fuzzy Logic
based Decision) technique within it judges the attacks by using the result of the NB-AAD and
DM-MAD. Therefore, the FHIDS is the hybrid attack detection system that improves a
transformed attack detection ratio, and reduces False Positive ratio by making it possible to detect

anomaly and misuse attacks.
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