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Abstract

Sub-station, key equipment in electric power infrastructure, are being exposed to increasing risk of
hacking. For this, soft redundancy sub-station system needs to be formulated with automatic
restoration mechanism. For this it is important to assess the reliability of the applicable range of data
that are used in actual system operation, as well as the methods and findings of the tests. At the same
time performance of soft redundancy system and total security mechanism, which are aligned for the
protection of the sub-station, need to be tested. For testing the above-mentioned, this paper presented
a viable formation of a soft redundancy practical VPN system within a panel to protect the latter from
hacking or cracking incidences, and conducts a test to check if the considered system actually serves
the protection function in the actual operation setting, gathering evidence from the data from the
testing of the actual performance of the system as well as of emergency scenario simulation
operations. Because tested soft-redundancy & restorative sub—station system is expected to be widely
applicable for various cases such as Smart—grid or electricity IT system, where VPN with enhanced
level of security is required.
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| Gateway 192168.01
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Fig. 10. Composition of a Setup Menu of in-out

switch machine for protection of power

system equipment
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Fig. 11. Composition of Server and Device Setup
of in-out switch machine for protection of
power system equipment
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2012-05-19 12:32:561 XCUREGATEWAY NSM:
xnid=0503510007 class=°| 9l E subclass=HA
level=notice subject=NSM result=4] & msg="NSM *
H 27} WAN H+ LAN 3|4 59 DEADZ 2%
VRRP AR¥|~ F5o ATstdsytt. (Ao~
=eth0(WANOQ) #4173 el=DEAD)”

2012-05-19 12:32:51 XCUREGATEWAY S_HA:
xnid=0503220016 class=°]WE subclass=HA level=crit
subject=S_HA result="4 3] msg=""1]e] o7} #A
Fg5Uth AFHE Slave RE2 52 gy
2012-05-19 12:32:51 XCUREGATEWAY HAM:

@



o] 3} AFET Belvleo] JulE whdnte] netyd

xnid=0504510004 class=°]| Wl E  subclass=ike-helper
level=notice subject=HAM result="3 & msg="NSM
MR~ 5 E Qe H ol A~ A mAAE FAlEAF
Yt (g # o] 0] F=eth0 91 # o] 24} Bl =dead)”
2012-05-19 12:32:51 XCUREGATEWAY pluto[1245]:
interface eth0 become dead (weight 0)

2012-05-19 12:32:52 XCUREGATEWAY pluto[1245]:
update_iface_weight(eth0, 0)

2012-05-19 12:32:52 XCUREGATEWAY pluto[1245]:
update_iface_weight(eth0, 0)

2012-05-19  12:32:52 XCUREGATEWAY HAM:
xnid=0504510018 class=°]WE  subclass=ike-helper
level=notice subject=HAM result="d ¥ msg="HAM
AME| 27 Qe H o]~ e WA 8 AT AF
o} (e o] 2~0] F=eth0 4 El=dead)”

2012-05-19 12:32:52 XCUREGATEWAY NSM:
xnid=0503510001 class=°| 9l E subclass=HA
level=notice subject=NSM result="] & msg="NSM A
Hl2~7F QIEFo] 29 S|4 E WA AEstisy
ok (3428l 24 =LINK_LED Q1€ 5| o] 2=eth0
3] 41/ #|=DEAD)”

2012-05-19 12:32:53 XCUREGATEWAY S_HA:
xnid=0503220017 class=°]¥E subclass=HA level=crit
subject=S_HA result=A 3 msg="LLCF 7]s°] A}&
Fo|A @AY WAN LAN 3 AHo] 5 ALIVE 4 H
7b obgyrth Slave ZE2 FA3YTh (WANDEAD
LAN:ALIVE)”

2012-05-19 12:32:53 XCUREGATEWAY pluto[1245]:
received TERM signal

2012-05-19 12:32:53 XCUREGATEWAY pluto[1245]:
forgetting secrets

2012-05-19 12:32:53 XCUREGATEWAY pluto[1245]:
“t0_192_168_3_4"[1,0]: deleting connection

M 1. VPN Master & DBO| HZE Log7|=
Caption 1. Recorded log saved in DB of the
master part of the VPN
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