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Detecting gold-farmers’ group in MMORPG by analyzing connection pattern*
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ABSTRACT

Security issues in online games are increasing as the online game industry grows. Real money trading (RMT) by online
game users has become a security issue in several countries including Korea because RMT is related to criminal activities
such as money laundering or tax evasion. RMT-related activities are done by professional work forces, namely gold-farmers,
and many of them employ the automated program, bot, to gain cyber asset in a quick and efficient way. Online game
companies try to prevent the activities of gold-farmers using game bots detection algorithm and block their accounts or IP
addresses. However, game bot detection algorithm can detect a part of gold-farmer’s network and IP address blocking also can
be detoured easily by using the virtual private server or IP spoofing.

In this paper, we propose a method to detect gold-farmer groups by analyzing their connection patterns to the online game
servers, particularly information on their routing and source locations. We verified that the proposed method can reveal
gold-farmers’ group effectively by analyzing real data from the famous MMORPG.

Keywords: MMORPG, gold-farmer, Data mining, VPN, connection pattern
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“MAC : MAC 47} vl2sieba a4 A4 7
2o} v|dlths AP HA ] x| oeng
Azle Zrhel vhEokwt aldi. MACHe]
AR god (, vz 12 A3 o] £
F9g PC ollA A&o] o]Foi% % 15 &1
T 9leH, A3 PC oA H&d A+ Case
Vector 72+ A=|7} 71A YA %Tﬂr.

- Account :
tance® AH8-3ttl. Levenshtein Distance
+ Edit Distancezti® 3pv], F #2124 9] ]

-IlN'

FAE 24 e vhest 2
AR ol 4= fAkeA]
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ST AES S S8 skl daElEoR
QRIS ArEAId 2 WEA7)7] 98 A
Al F7b, $Ae) Bed A5F Fohe due
Zolch26). o1F ol £ AelA A&

]% .zrzg slod . Ed3dk zredAtolA]

Ao A& 75:‘—?*, % case vector 7+ 727}
7PRA €k, o] FAE AH A& AFE F 4
g F 7 A AolZ Al =HH 07 1
9] Apele] Az} oA Hch dE Eel
‘partner’®} ‘parents’®| Levenshtein Dis-
tance® T3IH, F "ol 3Wle] A d4le]
D aslch. (partner © t-e, e-)t, r-’s

parents) 7 Tl Ho|7} F3ko] To]7| wjio
Levenshtein Distance(partner, parents)
=3/7 = 0 42860] ¥t}

-IP 1~5: IP F4E ' 22 #5 J 79 B}

olEZ FAFe] glid| 7 ulo]Es} 2]xgk 2
229 Fho] &=a3pH 2 A, B, C, D20} =
3, 7t FEaE A RS 7T AdA e
D2 #5% [P 4 4417} Aest]
w el 5 7je IP F4Z vlwslr] A
| =244 vart desit F IP F40F
3] Row 0, CFeebx) Aok, 0.25, B
FelarAnt Zepd 0.5, AZR2sbA e 22
W 0.75, Jj?‘;] u} w12 Axste] tlgk 5 5
i £ogl 2}oE AHRE B

-3}] zg]:t_O. 3"-‘;—Z .= r& 6]'5‘1— 2 %ouq 5015]. p/]_
(e}

i

fu
i
¥
o
°}m

3| 74—1‘ —‘u:‘ case vector

Z]/] AelS 9w} _'4% 3}1/}»&1 Zo] 7} H]Jﬂ‘?ﬁ}
o] A2)7} 4t He X3S e oA
A, Be] sfjEe]

A=192.168.0.1— 163.152.127.1

—172.0.0.1— 10.0.0.1— 201.172.6.8 (1)
B=192.168.10.1— 192.168.0.1

— 163.152.127.1— 172.0.0.1— 10.0.0.1

ohu skl o, IP 34 570E w5 skl o)

A¢} B 1P 49 Agl+=

S+H1+1+1+1
dip:(o‘);wzo.g (2)

o HA ZHeolF 48 F<l Hell=

Ay =192.168.0.1— 163.152.127.1

— 172.0.0.1— 10.0.0.1 (3)
B;; = 192.168.0.1 - 163.152.127.1

— 172.0.0.1—10.0.0.1

o] #o] 4,9} B, o] IP Fas|rlo] FAsAc}. |
"9 IP F47) 1) vlelglenz 1 zkEel 1S AY
IP F&s"le] 57l BF 43 weo} FPJE& 71¢
ok gl ellAlelA 4,3 B, o Azl=
dip: 0+0+g+0+1:0.2 )
7} F3, o] & Ash BrE 7H 4 e H4ae] A
7} et
- CRcode 1~5, CTname 1~5 : CRcode%}
CTname 94 1~572 8 sh}a Fo]
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Ae)E AR}, IP F49F A8 2 Af A9
CRcodel ~5% 3 ¥& shy Fo7be ]
Wt o F 7 RAE sHE] 2 == #
7ol MAX(Len)& 3laL, o|&F 5& vhir #
o] frAl=r} Hel Al 1A= A g
o]Z E3) H|Z [P Fot vt} dxge, 4
frato] A&t 7F 2 EA7) A R case
vector 7t A7} 7Pl HEE dr) olE &
o

A=RU-JP-US-PT-US,
B=RU-JP-CN-US-US

2tal s F AN A7E s A = ZHd )
Bl AC] skellA 2709] S|l RU-JP ¢} B9 ¢
ol 2WiAe]  d®l  RU-JP olox=
MAX(len) = 2§ ZHA =}, 22 4=
KR—KR—KR—KR—KR @P-KR-KR-KR-KR

2 MAX(len) =47} =t}

T AAZ Age ¢ 4 EAAAE e T
case vector 7 = AR A&Edit} 4 & &
of BE SAAE AUsE W A4 AU ALlE
Hoz mas chest et

D, ;= d(A(mu71,t1.,A(m11m‘ )2+

d(MAC, MAC,)? +d(P? + (6)
d(C}B(Ddxz)2+d(CWLa7n()

72l dS 24 F K-means 12| E2 2 case
vector &l el RS AAIE], AL o]
fAFE case Eo] 2 TR EFIEF g
K-means &a8]&-& AMH-8led 283 27] 3 K
+ Root Mean Square Standard Deviation(¢]
3 RMS SD) #3 =z o829 Maximum
Distance from Seed to observation(e]s}
MDS) #%& v|xE 3} AAgrt RMS SD 32
T3 W AAE e A= T AlFel, 1o
o] MDS+= & W 7HAl F seedst A7) 7MW
MA e seed 7+ AR, F 3 ZF AETE LA
st A g Aok, = ZF A Falole A+
Fharsksich.

Aljkek 7 5HAS) 23 F GFo] £ 54
A% Qe slete], olels) e 35Fe) 4TS

AHgalsiet.

1. Case Vector = { IP1, IP2, IP3, IP4,
IP5, CRcodel, CRcode2, CRcode3, CRcode4,
CRcodeb, CTnamel, CTname2, CTname3,
CTname4, CTnameb, Account, MAC }

2. Case Vector = { IP1, 1P2, IP3, IP4,
IP5, CRcodel, CRcode2, CRcode3, CRcode4,
CRcodeb, CTnamel, CTname2, CTname3,
CTname4, CTname5, MAC}

3. Case Vector = { IP1, 1P2, IP3, IP4,
IP5, CRcodel, CRcode2, CRcode3, CRcode4,
CRcodeb, CTnamel, CTname2, CTname3,
CTname4, CTname5, }

R WA AT Algksle BAXE BT d4s)
gon F oA AT A= AREE S8 2Hy
Aol 4] A}L-al= AA S-S B8 Accountel tigk
Levenshtein distance® A&Jatict. Al HA A

O

& Levenshtein distance®} 7+ #57E19] 4
F29l MAC F4oll that distanceE Al¢I3}te]
4 28 AE(5 hops AR, A7t =, Ao E)R
Z-g-3hsdet.

o
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V.
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8 2

HI
x

B E=ollA] Aljksle RISk 7 AR g =
12 ) #Hje] MMORPG 3]Abel] #gste] 1 &
445 Frlslgel. dddw ARE 27] s, A
3 Sl ERYE] AW R 5 ©A (5 hop)d] F
7 2 (traceroute) AR £Askqlct. (29 3]
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>

o3

el Anel oA, AR e PCE srieke
2582 o] sk BellAl, e =g = o)
x5t gk, Aeldoeg e Aol 7
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SR
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Dongnam-5Seoui-MacBook-Air:~ GanzStorm$ traceroute 2@3.253.221.117
traceroute to 203.253.221.117 (203.253.221.117), 64 hops max, 52 byte
192.168.8.1 (192.168.2.1) 3.737 ms ©.961 ms 3.69@ ms
163.152.126.1 (163.152.126.1) 4.235 ms 1.532 ms 1.354 ms
163.152.16.1 (163.152.16.1) 1.551 ms 1.517 ms 1.335 ms
163.152.2.65 (163.152.2.65) 1.629 ms 1.985 ms 2.572 ms
163.152.2.97 (163.152.2.97) 1.71@ ms 1.678 ms 1.547 ms

CWWindowswsystern32#emd.exe

Storm>tracert 203.253.221.117

1
2
3
4
5
o |
C:

ke [2083.253.221 1171 S>E I

192.168.08.1
163.152.126.1
163.152.16.1
163.152.2.65
163.152.2.97
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|
73? —s‘ ,3‘
(Ol 4) chatel 24 Fe 28 22X (YFFE 1M, 28, 38 AHT)
2 3)AS ol gsle] FUI FLog Ay e IP F49 =71 2 =A HRE FZ3P] 93l
2198 A2l dx3H o}, v R AR o2 www.maxmind.com®] GeolP dleo|EjH|o]~E A}
T o o8 PC Eo] Z2 UEH=Z o A3} Saolth, B AddAE 20104 59 1543 69
T o)A wrjetw. AEAow Al Al 9258} 13474219l 21 31,292,43374 % 500071 =21=]
v FAg Aol HES g A dH g Fdt FE3h] ARSsldnh 2 el A #4948 $
ISPE o438 FEL =/ =i 5425ES o] 43 3 LA = K& A el A YJste] Absmluba sl KA
of AFHrt st vt 2hed ARE B9 A o #3E 5‘4”%}h K-means da8]&S AH-31
%9 7PsAol g ok meb edgst ol W ok dlg dwelES AAEAZe] 29 HelA ghom
o FHEEe] B Aol Ao A L 2 o8 ARel A% 85 Zeln), A48 E
HEGII FRe] A4S FAF FAAZ e A 20 AT 5 9ol 94 el YT 5 o)
A%, o st Bas e A wolt A% wliolth TARAHL thekdt Fehe) lojelel] A go]
To] YAHER o]F T3 A AL /3l 7hestar, A e A 8-0] Loldjrh= XWO] WA
9 4 gl Het i, 7VEAlet AeE AAshe Aol ol 2] 7
& A E AEHE A F3= el A g K7F dlele] Fxo AgstA] o 22 A
AE AL 2as ARsiglt o] 2as 219l A T S AL ARl Feixl HAe] gloeme A
7r, AA “’ﬂ IP F4, MAC 4% %3sta i) HF M3k dl ool oJFH e wHAe] 9ok
(£ 3) ZF 8T RAFHEZ Hg H|w
1 AT oW AlglT 3 Algl
Cluster Hd A % Ak AE | Hd frA 3 frAb AE | Hd frAt 3 At AE
AE S | IE3A 5| e AZ S | WA | g %) | AR S | IF3A 5| e
1 38 378 10 8 288 2.78 38 221 17.19
2 280 290 96.6 1838 1838 100.00 66 100 66.00
3 47 189 24.9 2 352 0.57 274 338 81.07
4 51 363 14 42 289 14.53 1838 1838 100.00
5 16 35 457 97 337 28.78 97 347 27.95
6 56 347 16.1 12 146 8.22 19 377 5.04
7 1838 1838 100 26 230 11.30 115 277 41.52
8 71 274 25.9 55 397 13.85 55 467 11.78
9 115 300 38.3 155 281 55.16 2 399 0.50
A 306 433 70.7 66 91 72.53 13 98 13.27
B 64 248 25.9 264 362 72.93 1 6 16.67
C 97 305 31.8 321 389 82.52 321 532 60.34
A3+t 41.66 38.60 36.78
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(£ 4) 7¢ 28 23 5 L7

Account 1P1 1P2 IP3 P4 IP5 CR1|CR2|CR3|CR4|CR5|  CT1 CT2| CT3 | CT4 | CT5
**ogtt88 | 175.12.7% 254 [10.6.7* 1] 61.251.7*129 | 61.251.*** 13 | 211.108.**9 | CN | @P | KR | KR | KR | changsha | @P | seoul | seoul | seoul
“angkss | 175.12.7* 254 1 10.6.7*.1| 61.251.***129 | 61.251.***.13 | 211.108.***.9 |CN | @P | KR | KR | KR | changsha | @P |seoul | seoul | seoul
**sry990 | 175.12.%%% 254 1 10.6.7**.1| 61.251.***129 | 61.251.*** 13 | 211.108.***.9 |CN | @P | KR | KR | KR | changsha | @P |seoul | seoul | seoul
dwls | 175.12.%**.254 [10.6.%**.1[61.251.7**129 | 61.251.7** 13 | 211.108.7*9 | CN| @P| KR | KR | KR | changsha | @P |seoul | seoul | seoul
91987 | 17512, 254 110.6.***.1161.251.**129 | 61.251.%**.13 | 211.108.***.9 |CN | @P | KR | KR | KR | changsha | @P | seoul | seoul | seoul
“yud70 | 175.12.%**.254 {10.6.%*.1| 61.251.***129 | 61.251.*** 13 | 211.108.**9 |CN | @P | KR | KR | KR | changsha | @P |seoul | seoul | seoul

**vixzio | 175.12.%%* 254 110.6.*.1{61.251.*129 | 61.251.*** 13 | 211.108.***.9 | CN | @P | KR | KR | KR | changsha | @P | seoul | seoul | seoul

& A= TAEe] B Fghsta &9 dl &5 ongitt Aokt 54 ZFE AR 11 A
ole] 9] Z7]el A3t A GF A3 4 ubEA]l o]l H A AR vlEEHd HAHER 5/ F
APE AA T 2Fo] A=A &L 59 #* HEA| F)ol 7P =55 4 5 Sk o= 1W Ald
< Adsiodct. &g dlolelo] thal A Sl A= 12 o] 2, 3W Ao vl AN e] v|sd B5H|
e FAe] HAg Aoz viepylr} = Zholl TAle] A A= 9l5S HolFr,

(23 4)= A 7 AgTS oAl 4 (MDS 11 AT T3 Wl A AR vES A
Multidimensional Scaling) ¥ ¥H¥4 ¥+ =2 B 3 gho] E=A el 2 TH A¥ FAo]
TEE epd Afolc) Al A¥T BT thi vt Aqako g 94l =ik T 3 (E 4)d U
RBoFs /A sldk. A dde] takde]r] uiiol e} Fdst 2aERRE o] R0l gle] fA} AR
thAR] R4S Bate] 23R R a7 F A17E) H]go] 100%= vebgeh, =gk 7 39 P19
stdek. (23 4)9] 19 Ag o)A Hsnle} 3o S ARt FE TEE CN o2, S 9]
E TA = gE2A TH AU AT e 2d A&k o] 44150 VPN 7|$& 58 +3A4%5S 319
T4, 3 g Ag 49 )9 AS o A o= AL AgkE 71EE o] 83t foldiA ©HA
=7 "olxx "Alste] glck old A ZEE 3l T AUk R FAES] WSS A E A
TAse Ass AdH R spehst £ 9ly, A 2913 AWl o] ARt R A=} TH A
o A=E A Fetst £ gl = vE2A 2 Al PR dH o] 2E A w

(&£ 3] Al 7HA] AgTe] 2k Aol digh Ho 3t
Ab AR w)E vaEeloh frAF AR nulgeldt, s Alret W o] & Pr1slr] 913 EM(Expec-
T3 dHoleE F AW 80% ol At & tation Maximization) THEAS F7F o2 4
IP1~IP59 distance”} 0.2 ¢]3}3l dlo]e]E2] H] gatod Aqkgt v wlasieict. EM dae]g

Our Method EM Clustering

EE = |4 4=] =94 B = [saA=] 24

Cluster | ey az 5 | w204 | ng | 9749 | g4 425 | #2404 | wg | 937 A9
1 38 378 10 2.26 1 288 0.3 2.35
2 280 290 96.6 0.83 274 313 87.5 1.04
3 47 189 249 1.97 2 319 0.6 1.97
4 51 363 14 2.24 17 116 14.7 2.31
5 16 35 45.7 1.26 1 90 1.1 1.67
6 56 347 16.1 2.23 35 194 18 2.23
7 1838 1838 100 0.7 1838 1890 97.2 0.9
8 71 274 25.9 1.78 99 182 54.4 1.73
9 115 300 38.3 2.06 118 666 17.7 2.11
A 306 433 70.7 1.01 321 567 56.7 1.57
B 64 248 25.9 1.83 66 178 37 1.81
C 97 305 31.8 2 115 197 58.4 2.1
o T 41.66 1.68 36.97 1.82
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(E 6) 20104 27| / 20119 7€ 229 J|F, 22| M AE ==50te| v|nE
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HN

20109 A7) 715 2011‘4 74 229 7

Cluster |AA) AA 4| ZA AA 5 vl & A AR 5| AA AA 5 vl & A v &4

2 37 248 14.9194 109 248 43.9516 72 29.0323

7 103 687 14.9927 349 687 50.8006 246 35.8079

A 84 167 50.2994 119 167 71.2575 35 20.9581
K-means ¥38]%3% FAHA % K-means 28] ol Zlel uhall, Ax|7EA] 2ERIA A Z| A el A=
&2 FFEl= A"E ARk A vls EM € 3 XA oEste] AAE st U] wirel,
2]&& log-likelihood &5 AHE-le] melo] A3 z2d7re] 37k e AR F F=ad AA, 171
S Hrlsle a7k daEEelnl. 7 el 3] AARE AAY7] wgelel =3 P Fiae
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