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A new digital signature scheme secure against fault attacks*
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ABSTRACT

Fault attacks are a powerful side channel analysis extracting secret information by analyzing the result after injecting faults
physically during the implementation of a cryptographic algorithm. First, this paper analyses vulnerable points of existing
Digital Signature Algorithm (DSA) schemes secure against fault attacks. Then we propose a new signature algorithm immune
to all fault attacks. The proposed DSA scheme is designed to signature by using two nonce and an error diffusion method.
Keywords: DSA, Fault Attacks, Countermeasures
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