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ABSTRACT

Because people usually establish their online social network based on their offline relationship, the social networks (i.e., the
graph of friendship relationships) are often used to share contents. Mobile devices let it easier in these days, but it also
increases the privacy risk such as access control of shared data and relationship exposure to untrusted server. To control the
access on encrypted data and protect relationship from the server, M. Atallah et al. proposed a hop-based scheme in 2009.
Their scheme assumed a distributed environment such as p2p, and each user in it shares encrypted data on their social
network. On the other hand, it is very inefficient to keep their relationship private, so we propose an improved scheme. In this
paper, among encrypted contents and relationships, some authenticated users can only access the data in distributed way. For
this, we adopt ‘circular-secure symmetric encryption’ first. Proposed scheme guarantees the improved security and efficiency

compared to the previous work.
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