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ABSTRACT

In many applications a reader needs to determine whether a particular tag exists within a group of tags without a server.
This is referred to as serverless RFID tag searching. A few protocols for the serverless RFID searching are proposed but they
are the single tag search protocol which can search a tag at one time. In this paper, we propose a multi-tag search protocol
based on a hash function and a random number generator which can search some tags at one time. For this study, we
introduce a protocol which can resolve the problem of synchronization of seeds when communication error occurs in the S3PR
protocol[1], and propose a multi-tag search protocol which can reduce the communication overhead. The proposed protocol is
secure against tracking attack, impersonation attack, replay attack and denial-of-service attack. This study will be the basis of
research for multi-tag serach protocol.

Keywords: RFID, security, serverless RFID search protocol, multi-tag search protocol
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(2) Ri — T* © Broadcast i, m., D} a s Dhsivein s =2 DY iroim

(3) T* Cndt = Plseed?), n!®" = P(seed!*"), n, = a random number

(4) D = pfmod m, D" = n'*"mod m

(5) F=0

(6) Forj=1 -, m do

(7 If (D} ey = D OF Dfgpeqy = DY) F = j, Break

(8) If (F =0

(9) Ri < Tj ¢ two random numbers with probability A

(10) Else

(11) If (D,;‘,}mﬁdp = D;’M) seedt = seed

(12) Else seed’ = seed!*"

(13) seedi™! = Ml(seedt), seed™ = M(seed™)

(14) nf*t = P(seed™ @ n,)

(15) seed? = seed, seed!®” = seed!t?

(16) Ri < T : k+l ny

(17 R CEFE=0

(18) Forj=1 -, m do

(19) Compute nkt.; = Plseedil, ., & n,)

(20) If (n,}.chl = nfjwmu) F =j, Break

(21 If (F 1= 0) then

(22) seedygrear = seedti2 o

(23) Tosivear found
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