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Abstract Due to the recent advancement of cloud computing, the research on database
outsourcing has been actively done. Moreover, the number of users who utilize Location-based
Services(LBS) has been increasing with the development in wireless communication technology
and mobile devices. Therefore, LBS providers attempt to outsource their spatial database to
service provider, in order to reduce costs for data storage and management. However, because
unauthorized access to sensitive data is possible in spatial database outsourcing, it is necessary
to study on the preservation of a user’s privacy. Thus, we, in this paper, propose a spatial data
encryption scheme to produce outsourced database from an original database. We also propose
a k-Nearest Neighbor(k-NN) query processing algorithm that efficiently performs k-NN by using
the outsourced database. Finally, we show from performance analysis that our algorithm

outperforms the existing one.
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Algorithm 1. Spatial Data Encryption for Data
Owner

Input : Dataset P, Encryption Key CK,
Integer A

Output : Encrypted P’, E(P),

1: loadMemory(Road_Network_index);

2: select a set of A anchor points from P;
3B=[IP/A 15 //8FH= POl H:A+ 4%
4: for (each POI)

5. calculate dist(p; Vanchor);

6: assign each POI to nearest anchor, until each
anchor contains at least B number of POIs;

7: for 1 to A do
let a; be the i-th anchor point;

let a.S be the set of POIs assigned the
anchor a;

10: ri=maXpeas dist(a, p)//ae] WA ALo]= AR}
11: calculate dist(a; n.id) in r;;

12: for each POI p€ai.S do

13: apply OPE to dist(a;, p);

14: send the encryped data<p.id, a.id, OPE(p,
a), E(P)> to the server

15: send Road_Network_index,
encryption key CK, dist(a; n.id), ai(e.id, x, y, ri)

End Algorithm
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Algorithm 2. Spatial k-NN Query Processing
algorithm for Client

Input : Query point g, Encryption Key CK, Integer A,

the range of anchors (a;, 13), random value r,
the number of searching POIs k(k-NN),
network information

Output : Query result set R

/*

the first round */

1:
2
3:

loadMemory (Road_Network_index);
¥:=k-minjeq1 a1 dist(qg,a);

let a, be the nearest anchor to q;

/%

the second round */

4:

request the server for r number of sample POIs
whose anchor ID equals to that of ag;

let S be the set of random samples;
for each p€S do

¥:=k-minjef,a] dist(q,p);
[min,max]=(dist(q,a)) -, (dist(q, a))+v];

/*

the third round */

13:

15:

16:

10:

11:

12

. return the POI p€R whose distance satisfies kK-NN

expansion ==s to find candidate anchor;
if(=E flag) //=E9] 25 anchor F¥X &<l

request the server for r number of sample POIs
whose anchor ID equals to that of
range[min,max];

find k-NN based on sample POIs from q;
let c.px be the k-NN POI,

if(maxDist > dist(q, c.pk))
maxDist = dist(q, c.pk);

[minmax] = [dist(q,a;), maxDistl;, //&¢] 43
¥ 4%

request the server for all POIs whose OPE(dist(ai,p))
falls into the range [OPE([min,max])];

let R be the set of decrypted POI information from
the received data

to q
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