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ABSTRACT

In the paper we present optimized implementation method over sensor mote for HUMMINGBIRD2
algorithm, ultra-light symmetric cryptography. For efficient implementation we maximized the register usage and
used optimized addressing method to reduce the encryption and decryption time. With the optimized encryption

implementation, we can utilize the efficient secure network over resource constrained sensor mote.
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E 2. HUMMINGBIRD2¢]] A=l S-box
Table 2. S-box used in HUMMINGBIRD2

X 0 1 2 3 4 5 6 7 8 9 A C D E F
S () | 7 12 | 14 9 2 15 | 11 6 13 0 4 8 10 3
Sy(z) | 4 10 1 6 8 15 7 12 3 0 14 | 13 5 9 11 2
Sy (z) | 2 15 | 12 1 5 10 | 13 | 14 8 3 4 0 11 9 7
S, (x) | 15 4 5 8 9 2 1 10 3 0 14 6 12 | 13| 11
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E 3. TinyM*<] HUMMINGBIRD2¢| A}£-% S-box
Table 3. S-box used in Tiny version of HUMMINGBIRD2

const HB2_u8 SBOX][4][16] ={

{ 0x7,0xC,0xE,0x9,0x2,0x1,0x5,0xF,0xB,0x6,0xD,0x0,0x4,0x8,0xA,0x3 }
{ 0x4,0xA,0x1,0x6,0x8,0xF,0x7,0xC,0x3,0x0,0xE,0xD,0x5,0x9,0xB,0x2 },
{ 0x2,0xF,0xC,0x1,0x5,0x6,0xA,0xD,0xE,0x8,0x3,0x4,0x0,0xB,0x9,0x7 }
{ OxF,0x4,0x5,0x8,0x9,0x7,0x2,0x1,0xA,0x3,0x0,0xE,0x6,0xC,0xD,0xB }
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E 4. Fast8]2] HUMMINGBIRD2¢] AF-%l S-box

Table 4. S-box used in Fast version of HUMMINGBIRD2

const HB2_u8 SBOX12[256] ={

0x74,0x7A,0x71,0x76,0x78,0x7F,0x77,0x7C,0x73,0x70,0x7E,0x7D,0x75,0x79,0x7B,0x72,
0xC4,0xCA,0xC1,0xC6,0xC8,0xCF,0xC7,0xCC,0xC3,0xC0,0xCE,0xCD,0xC5,0xC9,0xCB,0xC2,
0xE4,0xEA,0xE1,0xE6,0xE8,0xEF,0xE7,0xEC,0xE3,0xE0,0xEE,0xED,0xE5,0xE9,0xEB,0xE2,
0x94,0x9A,0x91,0x96,0x98,0x9F,0x97,0x9C,0x93,0x90,0x9E,0x9D,0x95,0x99,0x9B,0x92,
0x24,0x2A,0x21,0x26,0x28,0x2F,0x27,0x2C,0x23,0x20,0x2E,0x2D,0x25,0x29,0x2B,0x22,
0x14,0x1A,0x11,0x16,0x18,0x1F,0x17,0x1C,0x13,0x10,0x1E,0x1D,0x15,0x19,0x1B,0x 12,
0x54,0x5A,0x51,0x56,0x58,0x5F,0x57,0x5C,0x53,0x50,0x5E,0x5D,0x55,0x59,0x5B,0x52,
0xF4,0xFA,0xF1,0xF6,0xF8,0xFF,0xF7,0xFC,0xF3,0xF0,0xFE,0xFD,0xF5,0xF9,0xFB,0xF2,
0xB4,0xBA,0xB1,0xB6,0xB8,0xBF,0xB7,0xBC,0xB3,0xB0,0xBE,0xBD,0xB5,0xB9,0xBB,0xB2,
0x64,0x6A,0x61,0x66,0x68,0x6F,0x67,0x6C,0x63,0x60,0x6E,0x6D,0x65,0x69,0x6B,0x62,
0xD4,0xDA,0xD1,0xD6,0xD8,0xDF,0xD7,0xDC,0xD3,0xD0,0xDE,0xDD,0xD5,0xD9,0xDB,0xD2,
0x04,0x0A,0x01,0x06,0x08,0x0F,0x07,0x0C,0x03,0x00,0x0E,0x0D,0x05,0x09,0x0B,0x02,
0x44,0x4A,0x41,0x46,0x48,0x4F,0x47,0x4C,0x43,0x40,0x4E,0x4D,0x45,0x49,0x4B,0x42,
0x84,0x8A,0x81,0x86,0x88,0x8F,0x87,0x8C,0x83,0x80,0x8E,0x8D,0x85,0x89,0x8B,0x82,
0xA4,0xAA,0xA1,0xA6,0xA8,0xAF,0xA7,0xAC,0xA3,0xA0,0xAE,0xAD,0xA5,0xA9,0xAB,0xA2,
0x34,0x3A,0x31,0x36,0x38,0x3F,0x37,0x3C,0x33,0x30,0x3E,0x3D,0x35,0x39,0x3B,0x32 };
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E 5. Furious¥%12] HUMMINGBIRD2¢] A%l S-box
Table 5. S-box used in Furious version of
HUMMINGBIRD2

const HB2_ul6 fwhitab[256] = {
0x75¢d,0xfbf6,0x30d8,0xf7c5,0x79fe,0xbee3,0xb6c 1,0x 7def,
0xb2d0,0x71dc,0xffe7,0x3ceb,0x34¢9,0x38fa,0xbaf2,0xf3d4,
0xc721,0x491a,0x8234,0x4529,0xcb12,0x0c0f,0x042d,0xcf03,
0x003c,0xc330,0x4d0b,0x8e07,0x8625,0x8a16,0x08 1e,0x4138,
0xe7a9,0x6992,0xa2bc,0x65a1,0xeb9a,0x2c87,0x24a5,0xef8b,
0x20b4,0xe3b8,0x6d83,0xae8f,0xabad,0xaa%,0x2896,0x61b0,
0x9675,0x184¢,0xd360,0x147d,0x9a46,0x5d5b,0x5579,0x9e57,
0x5168,0x9264,0x1c5f,0xdf53,0xd771,0xdb42,0x594a,0x 106¢,
0x2499,0xaaa2,0x618c,0xa691,0x28aa,0xefb7,0xe795,0x2cbb,
0xe384,0x2088,0xaeb3,0x6dbf,0x659d,0x69ae,0xeba6,0xa280,
0x1455,0x9a6€,0x5140,0x965d,0x1866,0xdf7b,0xd759,0x1c77,
0xd348,0x1044,0x9¢7f,0x5d73,0x5551,0x5962,0xdb6a,0x924c,
0x5545,0xdb7e,0x1050,0xd74d,0x5976,0x9¢6b,0x9649,0x5d67,
0x9258,0x5154,0xdf6f,0x1¢63,0x1441,0x1872,0x9a7a,0xd35¢,
0xf7ed,0x79d6,0xb2{8,0x75e5,0xfbde,0x3cc3,0x34e1,0xffcf,
0x30f0,0xf3fc,0x7dc7,0xbecb,0xb6e9,0xbada,0x38d2,0x7 14,
0xb6fd,0x38¢6,0xf3e8,0x34f5,0xbace,0x7dd3,0x75f1,0xbedf,
0x71e0,0xb2ec,0x3cd7,0xffdb,0xf7f9,0xfbca,0x79¢2,0x30e4,
0x6589,0xebb2,0x209¢,0xe781,0x69ba,0xaea7,0xa685,0x6dab,
0xa294,0x6198,0xefa3,0x2caf,0x248d,0x28be,0xaab6,0xe390,
0xd765,0x595¢,0x9270,0x556d,0xdb56,0x 1¢4b,0x1469,0xdf47,
0x1078,0xd374,0x5d4f,0x9e43,0x9661,0x9a52,0x185a,0x517c,
0x0411,0x8a2a,0x4104,0x8619,0x0822,0xcf3f,0xc71d,0x0c33,
0xc30¢,0x0000,0x8¢3b,0x4d37,0x4515,0x4926,0xcb2e,0x8208,
0x4501,0xcb3a,0x0014,0xc709,0x4932,0x8e2f,0x860d,0x4d23,
0x821¢,0x4110,0xcf2b,0x0c27,0x0405,0x0836,0x8a3e,0xc318,
0x8631,0x080a,0xc324,0x0439,0x8a02,0x4d 1f,0x453d,0x8e13,
0x412¢,0x8220,0x0c 1b,0xcf17,0xc735,0xcb06,0x490e,0x0028,
0xa6b9,0x2882,0xe3ac,0x24b1,0xaa8a,0x6d97,0x65b5,0xaeb,
0x61a4,0xa2a8,0x2c93,0xef9f,0xe7bd,0xeb8e,0x6986,0x20a0,
0x34dd,0xbae6,0x71c8,0xb6d5,0x38ee,0xfff3,0xf7d1,0x3cff,
0xf3¢0,0x30cc,0xbef7,0x7dfb,0x75d9,0x79¢a,0xfbe2,0xb2c4 } ;

ani



FHEEAIEFE| = 4] *12-06 Vol.37B No.06

E 6. ¥ w=rellx] ARERE MSP4302] HEo] A%
Table 6. Instructions of MSP430 used in this paper

A 7] ==+ #clock
movRS,X(Rd) (X+ Rd)<—R 4
Load to X
movQR,, X(R,) (X+R))—(R,) 5
mon(Rs ), &label (label)«— (X + R, ) 6
mov R, &label (label)—R, 4
Load to label mov@Rg +,&label (label) ( ) 5
) R<—R,+2
movQ R, &label (label)—(R,) 5
Load to Register TTZOU)((RS ), R, R (X+ R, ) 3
Copy Register movR,, R, R —R, 1
Clear Register clrR, R<—R;D R, 1
addR,, R, R<—R,+ R, 1
Addition of the registers addcR,, R, R<~R,+R;,+C 1
adcR, R<~—R,+C 1

R, : Destination register
R, : Source register

X,label : Indirect Address Register
PC:Program Counter
C': Carry bit at status register
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1-3]ellM= atel] ARSE= A9l 7154F et
oz gl kel s sgHos S3sly] <3
Tzl WS T8 vne] Fags ARslewR
Ak == '6}3;14. [Step 4-5]°141E WD16%14kl]
A%l B4} exclusive-ord4hs 388k} [Step
6-14]°14+= S-boxell HZ37] 913 Fagks AAE
SHAl Fc}. &a] MSP430<> 16-H|E Z2AAo]c}
fs}x]u} S-box®] 7] 256 HlolEo|mR 16-H|E

% 8-H|ES o|&sllx FaE AIslok 3k [Step

6]old= wle|lE w9j®E 3hE sl 3l
[Step 7]°lA= Fagke] 8-H|Eeo|n=E 29] wieR
AZsH ®lok wlebA shiftdAbs E8] 4508 2
o] w2 ARk A Hek [Step 8]olA= #HA
2E] 149] 9] vlo]|Ee EAgh= 32 swpbdAt
S 538 vl A =L [Step 9194 andIAHS
Fol IFete] ks TGk emAle R AR
T odtk [Step 11, 13]elA= 4] 7] F2
AxkEl 2 IZAS el Ale® HAae] S-box9]
= AR =k [Step 15]¢41% S-boxollA]
B2 5L exclusive-orddiRe Eaf A9ge =

i
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X
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v

¥ 8. WDI1694t 14
Table 8. Process of WDI16 operation

1:mov @r4+, rl3
2:mov #0x1, r14
3:mov @r5+, rl15
4:add r13,r14
5:xor rl5,r14
6:mov.b r14,r13
7:rla r13

8:swpb rl4
9:and #0xOOFF, rl14
10:rla r14

11:add r6,r13
12:mov @rl3, r15
13:add 17,14
14:mov @rl4, r13
15:xor r13,r15

4.2. 217) skt
smelo] Ral] e AAes Qe A
Bl st datel H]oﬂ ALREE A
Azlck 2] vjme] Faghe 7]Rss} o =)
of efa] AAE == °M“% AAsl] HAsiA=
F7149l Hlgo] B Hek webq QAL AE
o g F= e
1 clock cycles &4 I
Agst7] fade A
EAp oz wAEe] glefol ek Agt wel 4

N
©
[ &2
s

T dEst A AR FE THSES
dwe]Fo] Heosle] glonz FapH oz v ne]d|
HTsl] T2 ZTMATIE 7S 7 gle] A
Bsh= Aol 7hesith whebs [ 913 3ol At
How & Pty Z=5 2Hdslsich
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9. A% g3

Table 9. Allocation of key value

1:mov @rl3+,r4
@r13+,15
@rl3+,r6

@rl3+,17

2:mov
3:mov

4:mov

3131 9d4Krotation)= FEEoll sl 1~2 B]ES] F}
= 3A olF A wl ARgE= ditelth g e
3] AR 430314 =W 1 clock cyclee| ARE]
A ufeby 33 qdate] 1~2 H]EZ} 33Eh=
745 3 AakE R ARSSkE Zle] 7MY #Ad
o] whyelrk AN 4-8]E oA} gre] 3A o]

2,
o

A= 7ol o ks o] &3] Hrl &
49l <dale] 7FesleE & 4 glrh. MSP430¢]l
A= 16-¥]E2] #A|2ElellA] A 8f 8-R|EAS A
5 JATE Az oA (swap) A4k AlF-sict,
o] & o|-&3lH 8-H|EL] 3 A4ks 1 clock cycle
qho]] sl 4= glow g wr} §.8%9l 3 <4k
| 7F&stet.

(o3

E 10, 34 it

Table 10. Rotation operation

l:rla r4
2:rlc r4
3:swpb r4d

F 11. MSP430%ellxle] tiA7] tssl & Az

Table 11. Implementation Result of Symmetric Cryptography over MSP430

oIr

V. M5 H|u

[% 119 A7) k33 73 A9 A5S ¥
a3kal glvk el dehdbs uwpel Fel
HUMMINGBIRD2:= $+33lap4s} 7] Algd Aol
A ohE |l s wEA saEch A 7
A} wol AR8Ea 9l= AESZIWHe BlsiME= AR
= wE AZE gl 3kl Zle] rhssith
HUMMINGBIRD2Y 72]&2 52 =7]7} 16-bito]
=2 dolele] ofo] A& RFIDY A UES =2}
e 3ol A 'EA QA A8l rhes S
7Wxle} o] 7]&2] HUMMINGBIRD®I|42] A4

I &= RS Bl FFAE S )l
HUMMINGBIRD29] &85 Hr} zolx|e]z} A
Zt=},

HUMMINGBIRD2 dwe|&e 3 A £xe)
=7] WA trade-off’} 7}538r =48 71zick o}
o EE WA A mE AelAe thkil Ao
w2 tssl wEo 7S wAEEE Aol B =

ol A AlkgE F 72 7]l Al 7
2 F-39l "Furious” R.Eol B3l ot} 27|35}
Holi] A AolZE ol TR sFssht o
o inline A|AERE F8 FAPoEN F=A
(code size)”} ZAAAl =Hdr} e Ak ford
= EFolA A7) wlel Z=o] Holr) 4uf ZHolA]
Al Fc} weF branch®} 22 2775 HA] forit
S =2)A Elvpd Z=Zo|(code size)= 142 =
FEas 1020 FH Aol Fo] geel 27]3)

S s N

=
-

ol

1 9 >

o

L=
=1L

[8.9]

. Key length Block size Encryption Key-setup

Algorithm [bit] [bit] [kbit/s] [ms]
AES 128, 192, 256 128 290.24 0.6
SAFER 64, 128 64 232.81 1.7
Twofish 128, 192, 256 128 212.15 15.0
RC2 64, 128 64 161.12 1.2
Noekeon 128 128 138.78 0.1
DES 64 64 123.03 16.6

RCS5 128 64 121.44 33
Kasumi 128 64 119.93 0.3
XTEA 128 64 112.14 0.4
CAST5 40, 80, 128 64 106.95 0.8
Skipjack 80 64 92.04 0.0
KSEED 128 128 91.9 0.8
RC6 128, 192, 256 128 87.51 5.8
HUMMINGBIRD 256 16 107.43 0.6
HUMMINGBIRD2 128 16 365.10 0.2

420



=2/ A Y EH = Abel4{ 2] HUMMINGBIRD2 433}

sx 43 sy

oA Z7lshAl =k A MSP430> 48KBE
ROMo & Algsla 9l7] wiiell stasiapao] =}
T dovh= e S5 $A14] le] 12KB

2 A3} Fshs Ar s =R Alglolct

E 12. MSP430%¢l|42] HUMMINGBIRD2®] F&lo|| u}&

H| 2L
Table 12. Comparison of HUMMINGBIRD2 depending
on implementation option over MSP430

Mode Encr[Cycle] Init[Cycle] SiZIZFBn}IIte]
“Tiny” 1520 5984 770
"Fast” 576 2187 2518
"Furious” 359 1361 3648
proposal 312 1220 11852
VI.ZE B

B =Tk 20119 AA1%¥l HUMMINGBIRD2
dve|Zol Aok A7 FAsk B} AlA
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ke Folt 7y} wlmelel dig e Az
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