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ABSTRACT

Recently demands in construction of the stand-alone networks and interconnection between convergence devices have led an
increase in research on and much attention has been paid to the application of MANET as a Ubiquitous network which is growing
fast. With performance both as hosts and routers, easy network configuration, and fast response, mobile nodes participating in
MANET are suitable for Embedded computing, but have vulnerable points, such as lack of network scalability and dynamic
network topology due to mobility, passive attacks, active attacks, which make continuous security service impossible. In this study,
hashed AODV routing is used to protect from counterfeiting messages by malicious nodes in the course of path finding and
setting, and disguising misrouted messages as different mobile nodes and inputting them into the network.
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Fig. 1 MANET Attack Pattern
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Type = 1 IH(RREQ)

Hop Count = 0

Broadcast ID += 1

Destination IP Address

Destination Sequence Number = Last Destination Sequence Number
Source IP Address

Source Sequence Number = Last Destination Sequence Number + 1
One Time Password
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Hop Count = 1 //Destination Node

Hop Count = Destination Hop + 1 //Intermediate Node

Destination IP Address

Destination Sequence Number = last Destination Sequence Number + 1 //Destination Node
Destination Sequence Number = last Destination Sequence Number //Intermediate Node
Source IP Address

Lifetime = Routing Effective Time

One Time Password
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Fig. 6 HIAODV) path setting process
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