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Detecting Abnormal Patterns of Network Traffic by
Analyzing Linear Patterns and Intensity Features

Seok-Woo Jang*, Gye—Young Kinvex, Hyeon-Suk Nas

o of

4 7
A2 50, MIEAD BT 4 tiF B4 7€) dedo] FE8] S7HHIL e Aot & wRdlMe
YESZ EdY dojele] sltmtder £21219] IPeh XE Ta]i 4:2171e] IPs} XE AR E 23199] Ao

22X
T

2 st wslel oA Eah 0L S M2 Wi sk H]%B‘d R
= 3.

FAAS) P ARE Moksel he] 234 FAS Ae, EE 2 43
oh 7% ok, 7 4 o) EdY HolBE A e o 59 Tﬁ}%vﬂ, EEH?%Q] F22 vehiie
A% SEs} e Heghe e e FEste] Ed%e] §:3] 94 B, DDoS, 1213 DSAAE A5

= BA
[e]

= o] A4 =
o= REHT 5L vla B8] S8 Aol Aske MEY o] ol dEa 1E Wol el

Holl HlgiM 2ot esithe 2l HoleEt:

> Keyword © LIESIT E2iE, 0J4F THE, Al2t5 7|, et =5

Abstract

Recently, the necessity for good techniques of detecting network traffic attack has increased. In
this paper, we suggest a new method of detecting abnormal patterns of network traffic data by
visualizing their IP and port information into two dimensional images. The proposed approach first
generates four 2D images from IP data of transmitters and receivers, and makes one 2D image
from port data. Analyzing those images, it then extracts their major features such as linear
pattems or high intensity values, and determines if traffic data contain DDoS or DoS Attacks. To
comparatively evaluate the performance of the proposed algorithm, we show that our abnormal
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pattern detection method outperforms the existing algorithm in terms of accuracy and speed.
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