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mVoIP Vulnerability Analysis And its Countermeasures on
Smart Phone

Sik—Wan Cho, Won—Jun Jang, Hyung—Woo Lee’
School of Computer Engineering, HanShin University

L

mVolP AJH]

I
:
&

&)

ud
{u
o
i
Sy
td

CEX ujel gulel ] 94 WS R} BRHOR 05T 5 ols
714z0]eh, mVolP MMz A BA M §oRE Tt B/ 22 AFT 5 glon, IP /] JESAE o §
slo] BEAT AL BY 5 QU WAoITh EE AUk AR A7k} gl Abgle] bl Aujel A 4
vhsh Mg o188 4 Itk B7o] Atk s, 2uled FulolAe] SIP Z2ERe £, Dos 34 2 0%
¥, 20 37 5o 22 R 343 98 wEHo) Qo] B BANOE thEH T glek ole] B Ao M
71 mVolP Au|2=e] e 1383t Aokgel o) Rajstel thkat Fejel B4 Ake] 0.8 wEsdch 7 A
200 tjet wo HoMe BAGle] 1T} HAF SIP MAVEE AN el or] mujel o149 Aebd e A
&5 Qe g e AlAss

o ZHO 1 2TFEE, BH Dol olo]s], FopY, S8 WAUZ, nek

mVoIP (mobile Voice over Internet Protocol) service is a technology to transmit voice data
through an IP network using mobile device. mVoIP provides various supplementary services with low
communication cost. It can maximize the availability and efficiency by using IP-based network resources.
In addition, the users can use voice call service at any time and in any place, as long as they can access
the Internet on mobile device easily. However, SIP on mobile device is exposed to IP-based attacks and
threats. Observed cyber threats to SIP services include wiretapping, denial of service, and service misuse,
VoIP spam which are also applicable to existing IP-based networks. These attacks are also applicable to
SIP and continuously cause problems. In this study, we analysis the threat and vulnerability on mVolP
service and propose several possible attack scenarios on existing mobile VoIP devices. Based on a proposed
analysis and vulnerability test mechanism, we can construct more enhanced SIP security mechanism and
stable mobile VoIP service framework after eliminating its vulnerability on mobile telephony system.

e Key Words : Smart Phone, mVolP, Vulnerability, Response Mechanism, Security
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2. mVoIP AH]A

2.1 mVolP
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[Fig. 1] Market Trends
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[Fig. 3] mVolP Attack Mechanism
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4.2 MIKEY(Multimedia Internet KEYing)
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