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The Economics of Information Security

Ross Anderson* and Tyler Moore

The economics of information security has recently become a thriving and fast-moving discipline.
As distributed systems are assembled from machines belonging to principals with divergent
interests, we find that incentives are becoming as important as technical design in achieving
dependability. The new field provides valuable insights not just into “security” topics (such as bugs,
spam, phishing, and law enforcement strategy) but into more general areas such as the design of
peer-to-peer systems, the optimal balance of effort by programmers and testers, why privacy gets
eroded, and the politics of digital rights management.
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An Empirical Study on Security Management Model
for Small IT Service Business

Yanghoon Kim" - Youngsub Na™ - Hangbae Chang”

Abstract

Depending on the sophistication of IT, it is increasing more and more information leaks and
breaches. Accordingly the majority of companies have expand investment protection for the informa-
tion. However, companies still have been exposed the vulnerability of information leakage. Especially,
small IT service businesses than large corporations relatively have some limitations in the points of
resources and manpower business activities. For studies on information security for small IT service
companies so far, however, there have been insufficient studies considering small business scales and
business characteristics of IT services. In this study, we made to design an information security man-
agement model for establishing security measures of small IT service companies which are classified
SI/SM, DB, IR and IP industry that depending on how the value creation of the business. In detail,
we performed an empirical analysis for small IT service business to consider business characteristics

and we proposed security implementation strategies based on the analysis results.

Keywords: Small IT services, Security Management Models, Business Characteristics, Security
Implementation Strategy
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