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ABSTRACT

Recently as the number of smartphone user is growing rapidly, android is also getting more interest in digital forensic.
However, there is not enough research on digital data acquisition and analysis based on android platform’s unique
characteristics so far. Android system stores all the related recent systemwide logs from the system components to applications
in volatile memory, and therefore, the logs can potentially serve as important evidences. In this paper, we propose a digital
data acquisition and analysis system for android which extracts meaningful information based on the correlation of android logs
and user activities from a device at runtime. We also present an efficient search scheme to facilitate realtime analysis on site.
Finally, we demonstrate how the proposed system can be used to reconstruct the sequence of user activities in a more intuitive
manner, and show that the proposed search scheme can reduce overall search and analysis time approximately 10 times shorter
than the normal regular search method.
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(£ 5) Aol AtSE ZA44] Ho]EH[o]A
i R R P& B2 AT A4
AEZ 58 8 Setting BOOT_COMPLETED
AEZ] WIFI #<% WIFI #< | WifiStateTracker | IP configuration: ipaddr.*gateway.*netmask
AE=2] FAY A4 Y A4 gr‘:ziee;VlceState Poll ServiceState done
AEZ] GPS 944 GpPSa1 2 libgps HSLP host ip
ded | to]ld F27] | vho]d F27] |DialerActivity |keyCode value in keyPressed
-l PhoneUtils placeCall
F3paal Astd7] A= PhonelJtils incoming: false state: DIALING
gszn | PhoneUtls incoming: false state: DISCONNECTED
13} =41 2.4 . PN
At ;5% ¢ | PhoneUtils startGetCallerInfo: number
F3hral — -
sa A3 S5 | PhoneUtils answerCall: call state = INCOMING
B3R PhoneUtils connection: incoming:  true state: DISCONNECTED
=3} 712 vy | LogsListActivity | bindview onTouch mPrevLogType:100, mLogTypel00
Z3lus &3} 715 49 | LogsListActivity | fillData Logsld:.*strNumber
ARA] Jel g W2 AN
= Lxﬂﬁ 7" | LogsListActivity | onContextItemSelected CONTEXTMENU_REMOVELOG
WA A A ConversationVi| ¢4 qyg
ewGroup
HAA] A E
FAA 3T, . insert data — logtype : 300.*number :.*contactid :.*name
A4 oA A LogsProvider . *messageid
VA2 4241 | System.out TEXT SMS
a gy
WAA Sn WA A U4 | System.out 000000
WAz S ngR?Celver notifyMms:sFrom
ervice
oM E= olvd &= | Email MsgControl.xtime.*from.*contactid.*messageid.*m_subject
55 T 54 | L. . .
ojuel Ael Email MessageList.*onltemClick
ojm el el - - -
- SR Email MessageView.*attach file name
f= I 1
o Email EmailContent.*restore.*name
olwlel Z4 | Email Com%)ose.*MsgComposeILogProwder.*tlme.*number.*messageld.*m,s
olwld A ubject
olfld A% | Email SOCKETSmtpSender.*open::smtpSendOK
= olvd 3 H .. com.android.email.intent.action.REPLY .*cmp=com.android.email
o] A
oluld Al = Aqu) ActivityManager *MessageCompose
o wo | oMY g H . ; com.android.email.intent.action. FORWARD.*cmp.*com.android.
e Add E A9 ActivityManager email. xMessageCompose
GPS AA A libgps sec_gps_inject_location. *latitude.*longitude
A& A% HA SearchDialog com.google.android.maps.MapsActivity.*S.query=
olE Yl Bk
] LAZ{_HJ——, URL 949 browser value for url
e I ;s cas S
RS Abo]E WHE- | ActivityManager | android.intent.category. BROWSABLE
SD7}= AF9) | MountService /mnt/sdcard/external_sd disk inserted
SDAE 4] SD7F= 270 | MediaScanner MediaScanner.*Start Nazca.*/mnt/sdcard/external_sd
g4 27 ésﬁégg;/bm/nve /dev/block/vold/.#sectors in
" X ZF Vold Volume.*sdcard.*/mnt/sdcard/external_sd state.*Formatting
T dET = - " " -
j;}%‘JE]TEI SD7}= ¥ | tl~3 Aol = | Vold Volume::getDiskInfo —> disk_size
A =2 Vold Filesystem formatted OK
©d dE | SD7I= AA | SD7ZF= A A | DirectVolume Volume sdcard.*/mnt/sdcard/external_sd.*removed
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Az PA£3 FAN & A RE
07-30 16:59:22.015 9 e gR

07-30 16:59:23.456

WIFI <%

IP configuration

ipaddr 192.168.123.xxx
gateway 192.168.123.xxx
netmask 255.255.255.0

dns] 203.xxx.162.xxx

dns2 219.xxx.0.1

DHCP server 192.168 xxx.XXx

07-30 16:59:30.671 A A4 AW A4 SKTelecom 45005 UMTS CSS
07-30 16:59:45.882 GPS ¢4 Gpsa4 HSLP host ip @ 74XXX.127.XXX

07-30 17:13:11.100

07-30 17:13:11.636

07-30 17:13:11.99%

07-30 17:13:12.417

keyPressed : 011

keyPressed : 191

keyPressed : 29

keyPressed : 3

07-30 17:13.16.229 R 01234567890
07-30 17:13:16.249 Eaua AsA7) AE
07-30 17:13:26.886 E3En
07-30 17:22:12.729 Asl A 2 AE CallerInfo : 010XXXXxxxx
07-30 17:32:01.007 =315 A3 v
07-30 17:32:0854 TIER
07-30 17:40:00.047 £3 712 Wy 57
- . Mely =2
07-30 17:40:00,054 BT w3 1% Ay glog;fé 312
A3k M5 0 01123456890
07-30 17:40:02.710 Helg Z= A
07-30 17:41:30.100 EREIRES
HAA S S A W%, FAA W5 1234567390

07-30 17:41:30.835

messageid : 3092

07-30 17:42:31.499

07-30 17:42:31.499 WA A G2 YA A S Hello. This is android test.
07-30 17:42:31.780 WA A W 010xxxxXXXX
time : 1309310065000(UNIX TIME)
from @ gXXX@nXXe.com
07-30 17:43:35.792 oY &= oM = contactid @ 2
messageid : 163
m_subject : This is E-mail Title
07-30 17:43:04.981 & F 54 olvld A¥ | MessageList onltemClick : 6
07-30 17:43:06.190 oWl EH3l EmailContent : android.jpg

07-30 17:43:06.240

aH o
R |

attach file name : androidjpg | image/pjpeg

07-30 17:44:14.554

07-30 17:44:25690

ol mal 24

time : 1310190467835(UNIX TIME)
number @ XXXXX@dXXX.net
contactid : 2

messageid : 169

m_subject : This is E-mail Title2

oMY A¥

07-30 17:45:07.784 ol 3] olvd A HE Ay
07-30 17:47:58.686 ol He oluld Mg HE A
e
_ SO AR 3 pe & ol % latitude 37.497844
07-30 17:50:45.592 GPS GPS €4 91X Jongitude 127.027531
accuracy 59.000000
07-30 17:51:46.967 A5 A% 7 %lg}g%EA%BO‘V%%EB%SZ%AS%EC%W%AD
07-30 17:52:43.342 ClE| Yl Hgl9-# URL ¥ http://www.daum.net
07-30 17:52:49.666 OBl B2t Apo] B HpE- htt%égm.media.daum.net/media/sisa/newsview/ZOl10709092

01

07-30 18:53:27.585

07-30 18:53:30.554

07-30 18:53:30.589

9] SD 7t= AFY

94 SD 7h= 4]

SD 7t= Wo] £ A7

/mnt/sdcard/external_sd/Test_Folderl

QA 28, SHEAL 27)

/dev/block/vold/179:9: 15517952 sectors in 242468 FAT32

clusters (32768 bytes/cluster)

07-30 18:57:00.022

9% SD 71 AA

9% SD 7= AA

/mnt/sdcard/external_sd partition 179:9 removed
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—~-Proposed Search ‘ s ‘*Proposed Search‘
120 ~-Normal Search
100~ il
= 80
é 60
40+ 1
5 |
201 ml
/
8a 06 08 1 12 14 16 1.8 2 0 0 60 80 100 120 140 160
# of entries x10° CHSAER| CHEEID HMA ol %
(32 5) gt A Fotst= A J[# ol Ms(ZhHat A JHol| e HAMAIZHR)
(E 7) Lyt A1} mokst= ZAAM J[#o] M5 i
(Ct=AER| ci=eia A4 Ji==100, CtEAE| chlefja A4 Jh4==500, THLAEZ| ZAMA Ji9=1,000)
1 | = deme AR A2 EELHE:L E}ff' oy AR g
42y 7] H < oﬂ_‘_‘al—,— (sec) 74/{“%]7} 7{3],9'4/‘]7‘} 42y ]7\_ (SEC)
(sec)
(sec) (sec)
4,000 - 3.703 18.088 0.312 22.103
a7 A 8,000 - 8.147 40.636 0.622 49.405
E;]‘; B 12,000 - 12.004 59.425 0.913 72.342
" 16,000 - 15.574 78.255 1.248 95.077
20,000 - 20.183 100.59 1.635 122.408
4,000 0.007 2.454 0.001 0.002 2.464
ek 8,000 0.011 3.774 0.002 0.005 3.792
;pnl_ 12,000 0.023 7.468 0.004 0.007 7.502
K 16,000 0.033 8.153 0.005 0.008 8.199
20,000 0.036 11.811 0.007 0.011 11.865
(E 8) ZMA Jhaol ©E ZAIAZE
= = e | tEdEe
I LS | waama | g | usen | oweea | REESE s e
Aaa = | Ama = | AR S (sec) A2 A2 M) (sec)
R R (sec) (sec)
25 125 250 0.281 1.879 0 0.001 2.161
50 250 500 0.281 3.743 0.002 0.003 4.029
75 375 750 0.278 5.592 0.003 0.005 5.878
100 500 1000 0.284 7.512 0.004 0.005 7.805
125 625 1250 0.283 9.407 0.004 0.007 9.701
150 750 1500 0.281 11.291 0.005 0.009 11.586
175 875 1750 0.283 13.047 0.007 0.010 13.347
£ 0.0012004 0.012744, o AE-gal B A ASE 9 S U & 4 odrh =1 A
73L& 0.00001 %0114 0.007%7H4], th A Ez-t} dleJefuo] =98] Aol g Frbell ME A &=
Z el A2 1.879%004 13.047% } | =3 A AT ARA FUFE Hela Sls & oW, ¥
Zro] A¥A o Frlehs Zs &ld & Uit A Afgell A A L] Tt S7hEE A el AR
A9 ARE T wH AR S AE o A ST 2E RS e 5 e Aew
T 75 Ak el wlate] 10.70) hed whE &= gekEv)
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VIL.Ed4E2 vik-virtual-machine, Jun. 2011.
(4) A. Hoog, "Android forensics’, Mobile
ol A|xHeA ST 5 gle IEA Forensics World 2009, http://www.sc-
olE] FollA] teRo|= Zaol= AMSALE] FHE 7)7] ribd.com/doc/64763914/MFW2009-HOO
A WS AT 5 ole thfst AR Ee] AAE G-AndroidForensics, May 2009.
2|5k o]ol] w7k A= A o]Foix|x] gkt B (5) “Android Application Component”, http:
EHoAE gtuRole 232 38| HAbox] = //developer.android.com/guide/top-
Ao 2 88 $ uF T84S =9l dERo|= ics/fundamentals.html
2 54 - B4 AnES 7’\1]‘3}6}@‘?} (6) “Android Logging System’, http://eli-
Aol = gteRe|e 205 EA8l] A2l nux.org/Android_Logging_System
< 39 A 2 A 3= ina & B 4 (7] D. Mohindra, “Android, Incident Res-
A &8 F JEFE 738 skgdnt ol=d AXE F ponse and Forensics’, http://www1.web-
o= 7]& v3HA dloleluhE o] 83k A 7Y ng.com/dhruv/material/android_re-
5 Sl Fetabr] oleld vhkdt AR Eo] 23t port.pdf, 2008.
o] glo] gt=ERelm B0 &8 s} 4EE o (8) D. Brezinski and T. Killalea, “ Guidelines
4 ok for Evidence Collection and Archiving’,
ek Algkek 24 7S 8 75 duk A+ RFC 3227, Feb. 2002.
Al A vl 108 o)Af AN &rE PR 5 (9) J. Lessard and G.C. Kessler, "Android
NATH HAMA AN Fotel] mE A 3 A7 A Forensics:Simplifying Cell Phone Exa-
2 A AAE & o, FF A2 dolelwo] 27t minations”, Small Scale Digital Device
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< F s AeE g 1941-6164, Sep. 2010.
that Aglele glegole 27 A AEl2 glu 2o (10) NIJ, "Electronic Crime Scene Investiga-
T 7]7] H o ZEAlo|AH 2 21 71 A dlo]Eju|o] tion:A Guide for the First Responders,
225 FEFodof dh= DS AL gle], d=Re| Second Edition”, pp. 26, Apr. 2008.
E 7]7] 2 o ZgAlo)xde] o Ed we}l 7 AA] (11) SWGDE, "Best Practices for Computer
dolE{Ho] A A& o 7 278 Hr). 3% o] Forensics”, pp. 3-4, Jul. 2006.
g whHE Mekste] okt ‘&Ei‘ﬂ 7171 2 o ZE (12) S. Maus, H. Hoéofken and M. Schuba,
Aol dutH o Z AH4= 5 gl A A “Forensic Analysis of Geodata in Android
2 A4 719 A 04?-6};2} g}, Smartphones’, International Conference
on Cybercrime, Security and Digital For-
g ensics, http://www.schuba.fh-aachen.de/
papers/11-cyberforensics.pdf, Jun. 2011.
(1) 24l 7159, oleld, A4S "Android & (13) T. Maguire, ‘IR Process & Smart Phones’,
i0S 7|4k 2~rtEES] tAY *71 A g 1A The 2011 Digital Forensics and Incident
AR W 5832, 21(1), pp. 167-175, 2011 Response Summit, https://files.sans.org
24, /summit/forensics11/PDFs/IR%20%20
(2) ACPO, "Good Practice Guide for Compu- Smart%20Phones.pdf, Jun, 2011.
ter-Based Electronic Evidence”, 2007, (14) V.L.L. Thing, Kian-Yong Ng and Ee-Ch-
(3) A. Case, ‘Forensic Memory Analysis of ien Chang, "Live memory forensics of mo-
Android’s Dalvik Virtual Machine’, bile phones’, Digital Investigation 7, pp.
Source Conference, http://www.slide- 74-82, Aug. 2010.
share.net/SOURCEConference/fore- (15) W. Jansen and R. Ayers, “Guidelines on

nsiccmemory-analysis-of-androids-dal-

Cell Phone Forensics’, NIST, pp. 34, 2007.
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