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Security Analysis of Block Cipher KT-64

Jinkeon Kang' - Kitae Jeong™

- Changhoon Lee™

ABSTRACT

KT-64 is a 64-bit block cipher which use CSPNs suitable for the efficient FPGA implementation. In this paper, we propose a

related-key amplified boomerang attack on the full-round KT-64. The attack on the full-round KT-64 requires 2155

plaintexts and 0517

related-key chosen

KT-64 encryptions. This work is the first known cryptanalytic result on KT-64.
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32-bit subblocks P, and P,.
(L, R)—(Pp, Py);
3. For r=1 to 7 do:
(L, R)«—Crypt” (L, R, Q.. U,);
(LZ,R)(R,L);
4. Perform transformation:
(L. R)<Crypt” (L, R, Q,, Uy);
5. Perform final transformation:
(L,R)—(LD Qp RD U);
(Cp Cp)—(L,R);
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1. A 64-bit input block P is divided into two

7. Return the ciphertext block C'=(C,,Cy).
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