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Abstract

This paper proposes an improved image steganalysis scheme to raise the detection rate of stego images out of cover
images. To improve the detection rate of stego image in the steganalysis, tiny variation caused by data hiding should be
amplified. For this, we extract feature vectors of cover image and stego image by two steps. First, we separate image
into upper 4 bit subimage and lower 4 bit subimage. As a result, stego noise is expanded more than two times. We
decompose separated subimages into twelve subbands by applying 3-level Haar wavelet transform and calculate
co—occurrence probabilities of two different subbands in the same scale. Since co—occurrence probability of the two wavelet
subbands is affected by data hiding, it can be used as a feature to differentiate cover images and stego images. The
extracted feature vectors are used as the input to the multilayer perceptron(MLP) classifier to distinguish between cover
and stego images. We test the performance of the proposed scheme over various embedding rates by the LSB, S-tool,
COX’'s SS, and F5 embedding method. The proposed scheme outperforms the previous schemes in detection rate to
existence of hidden message as well as exactness of discrimination.
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Table 1. Detection rate comparison of previous works and proposed method.
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Table 3. ROC area of previous and proposed methods.
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