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Vulnerability Analysis and Threat Mitigation for Secure
Web Application Development
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Abstract

Recently, as modern Internet uses mashups, Web 30, JavaScript/AJAX widely, the rate at
which new vulnerabilities are being discovered is increasing rapidly. It can subsequently introduce
big security threats. In order to efficiently mitigate these web application vulnerabilities and
security threats, it is needed to rank vulnerahilities based on severity and consider the severe
vulnerabilites during a specific phase of software development lifecycle (SDLC) for web
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applications. In this paper, we have first verified whether the risk rating methodology of OWASP
Top 10 vulnerabilities is a reasonable one or not by analyzing the vulnerability data of web
applications in the US National Vulnerability Database (NVD). Then, by inspecting the
vulnerability information of web applications based on OWASP Top-10 2010 list and CWE
(Common Weakness Enumeration) directory, we have mapped the web-related entries of CWE onto
the entries of OWASP Top-10 2010 and prioritized them. We have also presented which phase of
SDLC is associated with each vulnerability entry. Using this approach, we can prevent or mitigate
web application vulnerabilities and security threats efficiently.
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Fig. 1. Distribution of the number of Vulnerable days of
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I login WES F2W Checkasp 7} oFd “http//www
hdcker.cokr/stealPW.asp“7}  3=H,  stealPW.asp©ll
w2 Aojsl & oM AAE T 5 YA "k ole} 2o

Login.asp®} Check.aspolls XSS Z ko] Zxz)sich

Login.asp

<form method="POST” action="Check.asp™>
<Y=request.querystring(“ErrorMessage”) %>

ID : <input type="text” name="ID" /><or/>

PW @ <input type="password” name="PW’ /><br/>
<input type="submit” name="log_in" value="log inl” />
<fform>

pseudo code of Checkasp

If rs.eof then

not valid

Response. Redirect(“Login.asp?errorMessage=Invalid+HD+or+P.
W)

Else

valid

End If

2] 4. XSS FIofEo| gi= I=
Fig. 4. Code with a XSS wulnerability

hittp:/ww.somesite.com/Loginasp?errorviessage=</form><f
om method="POST"
action="www.h4cker.co.kr/stealPW.asp">

J21 5. XSSE o7 |= 2 URL
Fig. 5. Malicious URL for XSS
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Login.asp

<meta http-equiv="Content-Type” content="text/ntm;
charset=UTF-8" />

<form method="POST" action="Check.asp™
<Ye=Server.HmEncode(request.querystring(“ErrorMiessage”))
%>

ID @ <input type="text” name="ID" /><br/>

PW : <input type="password” name="PW’ /><br/>

<input type="submit” name="log_in” value="log inl” />
<fform>

pseudo code of Checkasp

If rs.eof then

not valid

E ID = Encoding(D) // ex) replace ‘< to ‘&t

E_PW = EncodingPW) // ex) replace ‘< to ‘&t

Response.Redirect(
“Login.asp?errorMessage=invalic+D+or+PW’)

Else
valid
End If
21 6. XSS FEo| MpiE! 2=
Fig. 6. Code free from a XSS wulnerability
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