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A Modeling of Forensics for Mobile IP Spoofing Prevention
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Rapid development of the IT technology and mobile communications has increasingly improved many kinds
of digital devices arise, as well as the mobile technology. However, the attacks (virus, hacking and Ip spoofing
etc) have also increasingly grown dogged on any region including the society security. As the visual data
is prone to copy, delete and move etc, it is necessary that attesting to the integrity of forensics evidence is
crucial, as well as data transmission security.

This paper presents a framework model using digital forensics method and the results of its performance
evaluation for mobile security. The results show that the integrity of the visual data can be obtain with high
security and make a proposal refer to prevention of Mobile IP Spoofing attack using our hashing data.
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Fig 10. Digital Evidence Analysis Screen
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int put_cmsg(struct msghdr * msg, int level, int type, int len, void *data)
{
struct cmsghdr «cm = (struct cmsghdr+)msg->msg_control;
struct cmsghdr cmhdr;
int cmlen = CMSG_LEN(len); // include 128bits MD5 Hash Bits
int err;

/I check if the msg has valid source address by 128 bits MD5
ifcheck if the msg has valid source address by 128 bits MD5 )
{
OK
}else {
spoofingFailuret+;

}

}
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Fig 12. Algorithm Applied Hash Authentication
Options
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