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Security Analysis of AES-CMAC Applicable to Various
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Abstract

In this paper, we propose a fault injection attack on AES-CMAC, which is defined by IETF. The fault
assumption used in this attack is based on that introduced at FDTC'05. This attack can recover the 128-bit
secret key of AES-CMAC by using only small number of fault injections. This result is the first known key

recovery attack result on AES-CMAC.
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Table 1. Our attack results on AES-CMAC.
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Fig. 5. Step 5 of our attack on AES-CMAC-64.
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