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Security Analysis of Block Cipher LED-64 Suitable for Wireless
Sensor Network Environments
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Abstract

LED-64 is a 64-bit block cipher proposed in CHES 2011 and suitable for the efficient implementation in
constrained hardware environments such as WSN. In this paper, we propose a differential fault analysis on

LED-64. In order to recover the secret key of LED-64, this attack requires only one random nibble fault and

an exhaustive search of 2°. This work is the first known cryptanalytic result on LED-64.
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Fig. 1. Encryption process of LED-64.
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