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Abstract

The technologies used by the malicious codes have been being advanced and complicated through a merge
of the existing techniques, while the damages by the malicious codes are moving from individuals and industries
to organizations and countries. In this situation, the security experts are corresponding with the static analysis
and the dynamic analysis such as signature searching and reverse engineering, respectively. However, they have
had a hard time to respond against the obfuscated intelligent new zero day malicious codes. Therefore, it is
required to prepare a process for a preliminary investigation and consequent detailed investigation on the
infection sequence and the hiding mechanism to neutralize the malicious code. In this paper, we studied the
formalization of the process against the infection sequence and the file hiding techniques with an empirical
application to the Rustock malicious code that is most notorious as a spammer. Using the result, it is expected
to promptly respond to newly released malicious codes.
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Fig. 1. Detection result of the Rustock by the
Microsoft's anti-software[8]
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Table 1. Step-by-step description on the Rustock
infecion process[8]
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Fig. 5. An example of spam message sent through
the Rustock botnet[8]
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Fig. 6. Detection result of hidden file of the Rustock
type B

sh=akelsts] =32 Al16 A1% 20124 2¢

YA sE B

BA% Seoly o802 gArENS Hold
A} Al sg A2s7] Siskel Sefolu} B
Efo] 538 AL IAF 4 0w, o|F 17 7

o YehhiH.

27 F2E Y3l Rootkit UnhookerS ©]-&3}432

H o et 2FHE 39 ol YERHSIT

$7 94 A%e Aunw AT 37, 92 ¥
(A2E 2 F72 o g3Hg0m VEHD Edbol

Bttt 371 Al @A e] Aoz &
B9 Z=2agle] 7HA= @97t ofd ¢
AER QYT W $7 P9l50] EAstnE &Y
H 9dS A shs Aoz 27) dH7} 7hEsi.

2
Wl tepip.sys, ndis.sys, wanarp.sys e 54 s
< Pe
o

r e
o
9

ox, |

- IAT @,’—/F
Rustock BEo] JXESFIY ALE3h= glo]H g
Hec T 29F 2o, DA U2olpRAE o84

o A7g ==k

CopyFileAS ©]-&3}4
e, ARAF 5
3 OpenProcessE& &8 AS = Hoheh

33 H
TR



Rustock BE C@2l 7t £4 ¥ 243 2 ; o4&, 924 45

CereateFileW = 395 A3k A Wiol olglg A= 2FEAAA g A% 22 4
A% (Breakpoint) S 785} A e He THe As I & om NTFS
"C:\Windows\system32:1zx32.sys"7} QA2 HE ADS(Alternate Data Streams)ol] 34S AJAs= A

A% AT  2low, o2 17 o] YUY =R FAT 4

sl

¥ 2. Rustock B&Q| IAT &+ 22 - DLL AA
;ab{e i tlAT fgjnchon list of the TSk Rustock B2 OpenProcess 35 ©]-8-5}¢]
USTOCK type - -
explorer.exe®]] QAAS A|E3HY explorer.exe] WSS
golegs i
HeapReAlloc
DeviceloControl =T PosH Eeps !
. SBEC MOL EEF,ESP
FindClose EETEEE . | EUSH DOORD PR SSITEERES]
GetDrive TypeA
FindResourceA
CreateFileW | Bodceerh| E?&tniaecieateFG%ﬁEo&ESQ;Eigﬂgéa%zggz e
. E CHAEEEEE | | Hooess = GEMERIC_READ GEMERIC.
GetMailslotInfo = £o8890a3 | | Shiaceliode — FILETSHARE_READ! FILE SHARE_URITE
. " " i GRgEEEgE | | plecurity =
FindFirsFieA g el
kernel 32.dll HeapAlloc £ BRADIBEE| russock.ba4BIEEE
: | BE4BLCEE | rustock. BE4BICEE
OpenProcess = GEELFOEL] BEREFECA| ASCIT "C:~WINDOWS sustem32: l2u32 s
SetSystemTime = . = = =
Sleep 33 9. Rustock B&2| CreateFileW SE A9
CreateMailslotA QAR
SetFilePointer Fig. 9. Parameters to CreateFileW function in the
DeleteAtom Rustock type B in a function call
CopyFileA
AddAtomA

[ o o o o [

18 7. Rustock BY X|AER| HAM H1}
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Fig. 28. Beginning process of beep service of the
Rustock type C

beepsys Tl BAF % AMI2E ASa v
null.sys e HALS 93 2.tmp Thole 3
nullsys =5 AT sHdo] FARSEE null AH]2
E AR o5 21 29, 30, 310 VeIt

rok

8853 =72 A16d A1z 20129 2¢

EE MO EQT, EOT
UZH El

eFilell from kernel32. FCEIEEEY
FileMams = ~DOCUME™ 1~KISALOCALSY 1~ Temp~2. tmp"™"
Aooess = GENERIC RERD

Shiareflode = B

poecurity =

fode = CREAT E_NELLI

Attributes = MORMAL

hTemplateFile = MULL

38l 29. Rustock CEO Mz2 WY 2.tmp 48 oty
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