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1. Identity and Access Management
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Applications Services Devices

Entities Interacting with IAM Service
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Internal Employees Devices
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Enterprise & Corporate Information Assets
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v/ Provisioning/de-provisioning of accounts

v/ Authentication (multiple forms and factors)

+/ Federated SSO & Web SSO

v/ Authorization

+/ Privileged user management

v/ Role Based Access

v/ Policy & regulatory compliance monitoring and
management
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v/ Identity theft

v/ Unauthorized access
v/ Privilege escalation
v Insider threat

v/ Non-repudiation

v Excess privileges /
excessive access

v/ Delegation of authorizations
| entitlements

v/ Fraud
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Vv Data labeling and classification

v Identification of Sensitive Data

v/ Structured Data Matching (data-at-rest)

v/ Traffic Spanning (data-in-motion) detection

Vv Signing of Data

v/ Cryptographic data protection & access control
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v Data loss/leakage

v/ Unauthorized access

v/ Malicious compromises of data integrity

v/ Data sovereignty issues

v Regulatory sanctions and fines
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3. Web Security
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v Web Filtering

V/ Phishing site blocker & Email Security

v/ SSL (decryption / hand off)

v/ Data Loss Prevention

v/ Cryptographic data protection & access control
v/ Web Access Control

v/ Fraud Prevention

V' Instant Messaging Scanning

Heb 99
5 ;Zngrgeer; are v/ Domain Content
/ Bot N etworkspyw v/ Bandwidth consumption
V/ Phishing v/ Data Loss Prevention
Vv Virus V' Spam
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4. Email Security
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Enterprise Email
Service
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Vv Accurate filtering to block spam and phishing

v/ Deep protection against viruses and spyware

v/ Deep content scanning to enforce policies

v/ Option to encrypt some / al emails based on policy
v/ Integration with various email server solutions
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+/ Phishing
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5. Security Assessments

SecaaS Security Assessmentst Al 37]3o] Zel$-
= Aujant 719 /‘}LH v ES el tsl 2L, st
AL o ek 1 97t 52 SsaaS
o] HeE AFsta =g FEhes Au|so I
(SaaS, PaaS, laas) 54l A3 S50 AR
ogx 3A4Q Mt Fr} Au|~F Algstaat gk 1
2 4% SecaaS Security Assessments®] 7]E FEE
wolFm, 1 72 4l 7l Bt S RolErh

Internet Facing
Enterprise Assets:
F vately hosted
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Security
Assessments:

Secaas Platform:

Internal Enterprise Assets
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v/ Governance & Risk Management
v/ Compliance & Technical Compliance Audits
v/ Application Security Assessments
v Vulnerability Assessments
Vv Penetration Testing
v/ Security / risk rating
uek 919
V' Inaccurate inventory
v/ Lack of continuous monitoring
v Lack of correlation information
Vv Lack of complete auditing
Vv Falure to meet/prove adherence to Regulatory
/Standards Compliance
v/ Insecure / vulnerable configurations
v/ Insecure architectures
v/ Insecure processes / processes not being followed

6. Intrusion Management
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v/ Identification of intrusions and policy violations

v Automatic or manual remediation actions

v Updates to address new vulnerabilities, exploits
and policies

Vv Deep Packet Inspection

Vv System Call Monitoring

v System/Application Log Inspection

Vv Integrity Monitoring OS

v Integrity Monitoring VMM/Hypervisor

v VM Image Repository Monitoring
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‘\/ Malware

Vv Intrusion
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7. Security Information and Event Management
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Security Operations (SOC)
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Vv Real time log /event collection, de-duplication,
normalization, aggregation and visualization

V' Log normalization

Vv Real-time event correlation

Vv Forensics support

Vv Compliance reporting & support

v IR support

v Email anomaly detection

Vv Reporting

w918

v Abuse and Nefarious Use

Vv Insecure Interfaces and APIs
v Malicious Insiders

+/ Shared Technology Issues

v Data Loss and Leakage

Vv Account or Service Hijacking
v Unknown Risk Profile

v Fraud
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8. Encryption
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v Data protection (at rest and in motion)
v Data validation

v Message Authentication

v Message/data integrity

Vv Data Time-stamping (digital notary)

Vv Identity validation

v Code Signing

Vv Forgery detection

Vv Identity validation (digital signatures)
Vv Digital Fingerprinting

Vv Forensic protection

Vv Pseudorandom number generation

v Data Destruction

Vv Key/certificate generation and management

Data Center 2

Replication
Data Center 1

- N W
Copy 1 Copy 2 Copy 3
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(28l 7) SecaaS Cloud to Cloud Disaster Recovery
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Vv Failure to meet Regulatory Compliance
requirements

v/ Mitigating insider and external threats to data

Vv Intercepted clear text network traffic

v/ Clear text data on stolen / disposed of hardware

v/ Reducing the risk or and potentially enabling
cross—border business opportunities

v Reducing perceived risks and thus enabling
Cloud’s Adoption by government
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9. Business Continuity and Disaster Recovery
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Vv Flexible infrastructure

Vv Secure backup

v Monitored operations

Vv Third party service connectivity

v Replicated infrastructure components

Vv Replicated data (core / critical systems)

v/ Data and/or application recovery

v/ Alternate sites of operation

+/ Tested and measured processes and operations
to ensure

v/ Geographically distributed data centers/infrastructure

Vv Network survivability

L

Vv Natural disaster
Vv Fire

v Power outage

Vv Terrorism/sabotage

v Data corruption
v Data deletion
v Pandemic/biohazard
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10. Network Security
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v Data Threats

v Access Control Threats

v Access and Authentication controls

Vv Security Gateways

Vv Security Products

Vv Security Monitoring and IR

v/ DoS protection/mitigation

Vv Secure ‘base services’, Management network
segmentation and security

Vv Traffic / netflow monitoring

Vv Integration with Hypervisor layer
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v Data Threats

v Access Control Threats

v Application Vulnerabilities

v Cloud Platform Threats

Vv Regulatory, Compliance & Law Enforcement
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