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Abstract

An image authentication scheme for gray scale image through cmbedding a digital watermark by quantization of Integer
Wavelet Transform (IWT) coefficients of the image is proposed in this paper. Proposed method is designed to detect
modification of an image and to identify tampered location of the image. To embed thc watermark mid-frequency band of a
second level IWT was used. An approximation of the original image based on LL band was stored in LSB bits of the pixel
data as a recovery mark for restoration of the image. Watermarked image has achieved a good PSNR of 40 dB compared to
original cover image. Restored image quality was also very good with a PSNR of more than 35 dB compared to unmodified
watermarked image even when 25% of the received image is cropped. Thus, the proposed method ensures a proper balance
between the fidelity of the watermarked image and the quality of the restored image,
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I. Introduction

Digital media has opened a great opportunity for dealing
with multimedia data like image. sound, video with a great
easc but at the same time has brought some challenges to
solve. Digital images are very easy to modify and this
opportunity, as a consequence, makes it harder for a person to
be sure whether this image is an authentic one or altered in
some way after capture. Hence, the issue of designing
authentication scheme for an image comes. There are a handful
of ways to authenticate an image. For example, one method
for answering the question whether an image has been altered
at all is to append a cryptographic signature to it [1].
However, using digital watermark to authenticate an image has
some advantages. First advantage is that, with digjtal
watermarking, the requirement for storing a separate metadata
is removed. Secondly, any changes to the image dircctly
affects watermark embedded in the image, Thus, by comparing
against a known reference mark, it is possible to detect what
and where the changes in the image happened.One of the
earliest and most explored methods to authenticate JPEG image
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is due to Lin and Chang [2] who proposed to insert
authentication data in the JPEG coefficients. Wong [3-4]
proposed some secret and public key based watermarking
schemes which allow a user with an appropriate key to verify
the integrity of an image. Later, Wong and Memon [3]
proposed a further developed scheme to  resist  wector
quantization attack. Fridrich and Goljan [6-7), for the first
time, proposed some watermarking schemes that can both
localize the tampered location of an image and reconstruct the
corrupted image by self-embedding a low resolution version of
the image in it. In this method, a low resolution copy of the
cover image of 50% jpeg quality is embedded in the LSB
area of the cover image. Ke et al also proposed a scheme for
restoration of tampered image [B]. Ho et al proposed a
z-transformed based scheme to authenticate digital image in
pixel level [9]. Lin and Yang proposed a multipurpose digital
watermarking technique based on vector quantization [10]. Xiao
et al [11] proposed an improvement of the semi-fragile method
proposed in [2]. Zou et al [12] and Coelho et al [13]
proposed integer wavelet transform based image authentication
scheme. However, none of the method proposed in [9-13]
addressed the problem of restoration of image.

In the literature, it is found that the major focus is given
on identification of fake and tampered image. Reconstruction
of image is given less attention as it demands some
compromise both in the quality of the watermarked image and
alsp in the quality of the restored image. Sometimes, when the
quality of the restored image is good, the fidelity of
watermarked image is compromised. Chang et al proposed an
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SVD oriented watermark scheme capable of producing high
quality restored image [14]. But, in that scheme the
watermarked images have achieved PSNR in the range of
30-35 dB which is a little bit low. The proposed approach is
designed to ensure a balance between this two, ie. to ensurc
good fidelity of the watermarked image as well as the quality
of the reconstructed image,

Usage of wavelet transform in the digital image processing
has gained popularity in recent times. One of the most popular
applications of discrete wavelet transform is in the IPEG2000
image compression scheme whereas its predecessor, JPEG
standard, was DCT based. Discrete wavelet transform is also
being used in the domain of digital watermarking. Kundur and
Hatzinakos proposed & fragile watermarking scheme for tamper
proofing, where the watermark is embedded by quantizing the
DWT coefficients [15]. One of the main advantages of using
DWT is its power in multi-resolution analysis. This capacity
was cxploited in the proposed scheme to cncode a low
resolution version of the imape and embed it in the original
image.

Spread spectrum watermarking method has been a popular
choice for watermarking digital media with the purpose of
protecting owner’s  copyright. found
empirically that for authentication purpose guantization based
watermarking  performs  better  than
watermarking [16].

This paper proposes a novel method for authentication of
grayscale image by using digital watermarking. The proposed
method embeds a digital watermark in a grayscale image by
the process of quantization of the grayscale values of the
pixels of an image. To embed the watermark, mid-frequency
bands of a second level wavelet transform was used lo ensure
both the fidelity of watermarked image and the accuracy of
tamper detection. A low resolution version of the original
image was stored in the LSBs of the watermarked image to
recover a tampered image. The method designed with a goal
to ensure & better balance between the fidelity of watermarked
image and the quality of reconstructed image.

However, it was

spread  spectrum

II. Integer Wavelet Transform

Discrete  Wavelet Transform (DWT) s
identifying the areas of the cover image where a watermark
can be imperceptibly embedded because of its excellent
spatio-frequency localization properties. The integer wavelet
transform is a specialized wversion of general DWT which
maps integers to integers. In fact, Integer Wavelet Transform
is essentially a Discrete Wavelel Transform. However, the

advantage of using integer wavelet transform is that it can be

suitable  for

implemented with only fundamental arithmetic operations.

In integer wavelet transform, the image is first decomposed
in 4 subbands, LL;, HL), LH; and HH, respectively. The LL,
band is further decomposed into four subbands obtaining LL;,
HL;, LH; and HHa. This decomposition can be performed as
many times as required. The LL band, or more specifically
LLy band of IWT contains the low frequency components of
the image and it can be treated as an approximation of the
image. Here k indicates the maximum level of decomposition
done on the image. Most of the energy of the image is
concentrated in this band. Any modification done to this band
is visually most perceptible. The HL and LH band of I'WT
contain horizontal and vertical components of the image and
the HH band is called the diagonal band. These latter three
bands are high frequency bands. These bands contain the
detail information of an image like the edge information. The
following figure depicts a two level decomposition of an

image using integer wavelet transform.

LH3 HH3

LH; HH;

Fig. 1. Different bands in wavelet transform (photo courtesy:
Wikipedia)

HI. Proposed Method

This paper proposes a method to avthenticate an image by
means of digital watermarking. In addition to that the scheme
proposed here is capable to restore the original image from a
corrupted image. We will ensure that if any part of the image
is modified or cropped then the scheme will be able to restore
the image to its original form. It is known that quantization
based watermarking is more suitable for authentication purpose
[16]. If we apply quantization to all the pixels directly and
change the pgrayscale values then the
significantly modified. So, we have decomposed the image by
using  integer
subbands of the image. The next step is to select one or more
suitable subbands to apply the quantization. In the proposed
method, the values of the HL:; and LH: bands were quantized
to embed a digital watermark to the image. Any or both of
the bands could be used for embedding the digital watermark.

image will be

wavelet transform. Hence, we pget different
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However, both of the bands were used to reduce the false
positive signal in the proposed method. LL band was not used
for embedding the watermark to ensure high fidelity of the
image. HH band is generally avoided as it contains important
edge information of the image. The LL; component was also
used in the proposed scheme as an approximation of the
original image and it is encoded into the LSBs of
watermarked image as a recovery mark. This recovery mark is
extracted from the transmitied image. If any tampering is
detected in the transmitted image, then this extracted recovery
mark is used to restore the image to its original state. To
obtain wavelet transform band we used Haar wavelet with
lifting scheme. Furthermore, the operation is done in only
integer domain to ensurc lossless decomposition. It also
ensured high computational speed of the proposed scheme.

In the proposed method, wavelet transform coefficients of
HL: and LH; bands were quantized. The technique used for
quantization of the wavelet transform coefficients is as follows:

Let d be the amount of modulation in TWT coefficients
after quantization and b be the value of the watermark bit in
the reference pattern that will be embedded. Also, let p be the
IWT coefficient to be modulated and m be the modulated
IWT coefficient. Now, m will be modulated by using
following algorithm:

£ = floor (p/ (2*%d))
e = ceil(p/ (2+%d))
if |p-£f| <= |p-cl|
ifb==0
m = £x2xd
alsa
m=f*2%d + d
endif
alse
ifb=20
m = (£41)#24d

m= (f+1)*2+d + d

endif
endif Ll

As we can see p is modified in such a way so that the
amount of change is minimum. The value of m is nearer to
fif |p-f] is less than |p-e|, otherwise the value of m is nearer
to ¢ In this way we ensure that the quality of the image is
not much degraded after quantization. Moreover, the
modulated value m is a multiple of 2d if a 0 (zero) is
embedded and m is a not a multiple of 2d if a 1 (one) is
embedded.

A Dbinary image was taken as the watermark. The

resolution of this image should be one fourth of the cover
image in each dimension. This watermark image is embedded
into the cover image by using the following algorithm:

| 1. Divide the image into 8=8 subblocks

| 2. Compute 2-level IWT for cach of the block

3.LL, band of a block X is embedded into the LSB of
a different block Y as a recovery mark. The location
of block Y is determined by using a secret watermark
key which should be available to the watermark
detector,

4. Modify the IWT coefficients of the HL; and LH; band
according to the algorithm described above. Each bit of
the watermark image is embedded in one coefficient of

: HL: band and in one coefficient of LH; band

5. Compute Inverse [WT for each block to get the

watermarked image

The image is divided into blocks and watermark is
embedded in each block separately. So. by checking the
watermark of a particular block we can identify whether that
block is modified or not The recovery data for a particular
block is preserved in another block. So, it is possible to
restore the image to its original form by using that data.

Let x be a IWT coefficient of received image. Then,
watermark bit b from this coefficient was exiracted by using
the following algorithm:

{ if |x mod 2%d| <= t then saet b = 0
alse set b =1

Here, t is a predefined threshold value.

1. Divide the image into 8x8 blocks

2. Extract Recovery mark from each block of the image

3. Compute 2-level IWT for each of the block

4. Extract Watermark from HL: and LH: band of each of
the block of the image

5. Compute correlation coefficient of extracted watermark
and original watermark for each block

6. If the correlation between extracted watermark and
original watermark is larger than the threshold then
mark the block as authentic, otherwise mark the block
as inauthentic or tampered.

7. Replace the tampered blocks using recovery mark

The watermark extraction and recovery process is as

follows:
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IV. Simulation and Experimental Result

Simulation was done using several standard gray scale
images including peppers, lake, mandrill. pirate ete. The
images were first watermarked using embedding scheme. A
binary image was used as the watermark pattern which is
embedded in the cover image. After watermarking is done,
some portion of the image was cropped and replaced with a
similar looking image. This tampered watermarked image is
then passed to the detector. The detector extracts the two
watermarks embedded in the HL; and LH; band. If any of
the extracted mark is corrupted then the image is identified
as inauthentic. The detector outputs two images. The first
image shows the location of the tampered block by marking
the region with black color. The unmodified locations are
indicated with white color. The other image is the recovered
image.

Fig. 2. Lake: a) Original Image, b) Watermarked image,

Driginal Image

Watarmarked Image

Recesed Image Tamparad Location

c) Received Image, d) Identification of tampered location,
¢) Recovered image

Figure 2 illustrates how any modification in the received
detected  and identified.

location is

image  is tampered

Recovered image is also shown.

Fig 3. Cameraman: a) Original Image, b) Watermarked image,
¢) Received Image, d) Recovered image

Onginal magl ‘Walasmnarked lesigs

Fig.4. House: a) Original Image, b) Watermarked image, c)
Received Image, d) Recovered image

Fig. 5. Binary watermark image
Figure 5 shows the binary watermark image which is
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embedded info HL: and LH: subbands. If the cover image is 255°
. e PSNR =10log @
unaltered then there will be no change in this watermark 1 . 3
image. Otherwise, there will be some changes in the extracted HxW Zr-lzmﬂ{x’y )-m(x.5))
watermark image, PSNR. PSNR was calculated by using equation 2.
a) b)
Here, H and W denote image height and width

Fig. 6. a) Extracted watermark from an unmodified image,
b) Extracted watermark from a modificd image

Figure 6 shows how the binary watermark

; 1 image is
changed if the image modified.

Table 1. Correlation Coefficient between embedded and
extracted watermark

respectively. i(x.¥) and wixy) are the pixel values of (xLy)
locations of the original and watermarked image respectively.

Table 2. Watermarked Image Fidelity

Image PSNR (dB) PSNR (dB)
ﬁwﬂhdmlnﬂ Recovered Image

Ima 2 Watermarked Image |
| Lake 40.15 32.85
Lena 1 4030 3633
Peppers 40.46 3672
Walk bridge 40.41 3234
| House 40,62 38.26
| Poat 4054 3634
| Mandrill 4051 3265
Cameraman 4037 3249
Jet planc 40.05 33.65
Pirate 40.42 3391

Tampered % |  Correlation Coefficient

625 0.9658

125 0.9175 !
35 07580

0| 04337
Table 1 shows the comelation coefficient between

embedded and extracted watcrmark when a percentage of the
image is modified. Here, correlation coefficient over the
whole image is measured. However, in the proposed method,
the image iz divided into %8x8 blocks. Watermark is extracted

> =y ~¥)
> <) 2 b -5f

from cach block. Finally, the correlation coefficient for each
block is measured separately to identify whether that block is
modified or not. Correlation Coefficient of two vectors is
calculated using equation 1.

CC = ,J )

Experimental results are evaluated in two ways: subjective
cvaluation and quantitative evaluation. Subjective evaluation
was carried out and shown in the figures 2, 3 and 4. It is
obvious from the figure that the images are successfully
restored.  For quantitative evaluation, the aceuracy of the
restored image was determined by evaluating Peak Signal to
Noise Ratio (PSNR) value of the recovered image with the
watermarked image. The efficiency of the algorithm from the
viewpoint of imperceptibility is also evaluated in terms of

Table 2 summarizes the fidelity of watermarked image and
the quality of recovered image by using PSNR value. Around
30% of the image was cropped while checking the quality of
the recovery for different images. On an average the PSNR
of the watermarked image was around 40 dB. Generally
speaking, image with PSNR greater than 35 dB is acceptable
as human visual system cannot distinguish the difference [1].
Therefore, the fidelity of the watermarked image is very
much acceptable. Chang et al’s scheme [14] achieves PSNR
of 30-35 dB for different standard images with an average of
33 dB. It is observed that the proposed method shows better
quality in terms of fidelity of the watermarked image.

To get a measure of the recovered image quality, PSNR
of watermarked image and recovered image was used. Here,
equation (1) is used again to measure the PSNR. However, in
this case, i(x,y) denotes the pixel value of (x¥) location of
the recovered image. Different percentage of the image was
cropped and restored. The result is shown in Table 3. From
the table, it is evident that even after cropping 25% of the
image the recovered image has achieved a very pood PSNR
of 35 dB at the minimum. Furthermore, even after cropping
50% of the image, the PSMR of recovered image has not
fallen much. The PSNR of restored image ranges from 32 to
40 dB with an average of 36 dB using Chang et al's scheme
[14]. Quality of the restored image in the proposed method
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found to be nearly similar to the method proposed in [14].

Table 3. Quality of Recovered Image

Tampered % | PSNR (dB) — Lena | PSNR (dB) - House
Recovered Image Recovered Image

against Watermarked against Watermarked
Image ~ Image
0.87 56.82 59.89
1.56 5243 5739
244 49.96 55.46
3.51 1819 53.99
| 625 4556 51.62
7.91 4344 46,38
937 4325 4544
9.76 2.4 4555
12.5 41.17 41.37
14.06 4022 43.08
18.75 3830 3933

25.00 35,35 3764

28.12 34.48 368
31.25 34.04 36.00
34.18 ! 3370 3543
37.50 32.85 34.87
4062 3229 ' 3441
43.75 3182 34.14
50.00 3151 33.72

VI. Conclusions

The proposed method is computationally fast as it uses
only integer based operation. Watermarked image in the
proposed method showed good PSNR for the standard image
which indicates a very acceptable fidelity. Tampered location
of an inauthentic image was successfully identified by the
proposed algorithm and the quality of the recovered image
was also quite satisfactory. Proposed method ensured a better
balance between the fidelity of watermarked image and the
quality of the recovered image as compared to the method
proposed in [14].
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