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Vector)Z 128ME ~EY 7|5 AAsta, BAFE 7]9F 1289 E HES g7 EW(Whitening)

5 S 128ME 43S MEH. A2 st=dlo] FEA wE LAxXEL Y HIPS 3 Canon
duF S g =gAsRtez FAE k. 53] H]d3 (Non-Linear) 4HE 98k S-3
| st=glo] Aol i HAstt. At ~E® & Canond AES,
Salsa20 Bt} 8 &% H2EZAI we 23S BoFa 9o, Trivium® Ul gated7} 2o},

Z F4 9ol #73 DRM(Digital Right Management)¥ %<&
HAlA U E 9 = (Wireless Sensor Network), RFID %3 zZ2
W AAS S8 ALY EHoz AZEJ W FEg o] FHol L 12

ok

o]

A F Ao : ~EF ¢+F LFSR, ASR, RFID, DRM, #4 AlA YEY=

Abstract Propose stream cipher Canon that need in Wireless sensor network construction
that can secure confidentiality and integrity. Create Canon 128 bits streams key by 128 bits
secret key and 128 bits IV, and makes 128 bits cipher text through whitening processing
with produced streams key and 128 bits plaintext together. Canon for easy hardware
implementation and software running fast algorithm consists only of simple logic operations.
In particular, because it does not use S-boxes for non-linear operations, hardware
implementation is very easy. Proposed stream cipher Canon shows fast speed test results
performed better than AES, Salsa20, and gate number is small than Trivium. Canon purpose
of the physical environment is very limited applications, mobile phones, wireless Internet
environment, DRM (Digital Right Management), wireless sensor networks, RFID, and use
software and hardware implementation easy 128 bits stream ciphers.
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