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Abstract This paper proposes a group key design based on ECDH(Elliptic Curve Diffie
Hellman) which guarantees secure V2V and V2I communication. The group key based on
ECDH generates the VGK(Vehicular Group key) which is a group key between vehicles, the
GGK(Global Group Key) which is a group key between vehicle groups, and the
VRGK(Vehicular and RSU Group key) which is a group key between vehicle and RSUs
with ECDH algorithm without an AAA server being used. As the VRGK encrypted with
RGK(RSU Group Key) is transferred from the current RSU to the next RSU through a
secure channel, a perfect forward secret security is provided. In addition, a Sybil attack is
detected by checking whether the vehicular that transferred a message is a member of the
group with a group key. And the transmission time of messages and the overhead of a
server can be reduced because an unnecessary network traffic doesn’t happen by means of
the secure communication between groups.
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