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A Method for Quantifying the Risk of Network Port Scan

Seongchul Park - Juntae Kim

ABSTRACT

Network port scan attack is the method for finding ports opening in a local network. Most existing IDSs(intrusion
detection system) record the number of packets sent to a system per unit time. If port scan count from a source
IP address is higher than certain threshold, it is regarded as a port scan attack. The degree of risk about source IP
address performing network port scan attack depends on attack count recorded by IDS. However, the measurement
of risk based on the attack count may reduce port scan detection rates due to the increased false negative for slow
port scan. This paper proposes a method of summarizing 4 types of information to differentiate network port scan
attack more precisely and comprehensively. To integrate the riskiness, we present a risk index that quantifies the
risk of port scan attack by using PCA. The proposed detection method using risk index shows superior performance
than Snort for the detection of network port scan.

Key words : Intrusion Detection System, Port Scan, Risk Index, Principal Component Analysis
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Table 2. Correlation matrix about normalized summary infor-
mation of port scan attack detection
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fgk 71018&(%) | FA71o1&(%)
1" PC 3.53 88.30 88.30
2" pC 0.34 8.64 99.94
3" pC 0.12 2.99 99.93
4" pC 0 0.06 99.99

Table 4. Risk index about the information of port scan
attack detection
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