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ABSTRACT

For a GNSS receiver’s robustness against RFI and the high accuracy of navigation solution in GNSS, interference source
detection and mitigation are needed. In this paper, an adaptive lattice IIR notch filter is employed to track single-tone
continuous wave and swept continuous wave interference signals, and an interference detection method is proposed.
Furthermore, this paper presents interference source characterization algorithm using multiple ground stations’ interference
detection results. The measurement of the signal powers from each ground station is used to build weighting factors to
estimate the type of the interference. The performance of interference detection algorithm is simulated for scenarios of GPS
signal in the presence of single-tone continuous wave interference and swept continuous wave interference.
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1. INTRODUCTION

As the use of GNSS increases, integrity monitoring
methods have been studied to provide high precision of
GNSS positioning solutions. There are many factors that
influence the accuracy of GNSS positioning solutions, but
the main source of them is intentional interference which
intentionally damages the operation of the GNSS system.
For example, the performance of a GNSS receiver will
be degraded as the power level of the interference signal
becomes higher than the receiver’s anti-jamming ability.
The interference can easily overwhelm a GNSS receiver’s
analog-to-digital converter at the analog front-end module
and paralyze the GNSS receiver. The previous work (Betz
2000) presented that one of the most effective interference
sources is the continuous wave interference (CWI). For this
reason, CWI detection and mitigation method by adaptive
filtering technique have attracted great attention.

Detection and mitigation methods of the CWI by using
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the adaptive filter have been studied recently and can
be classified into two approaches: time-domain (Cho &
Lee 1993, Choi & Cho 2002, Borio et al. 2008, Chien et al.
2010) and frequency-domain approaches (Capozza et al.
2000, Balaei & Dempster 2009). These approaches have a
limitation on detection and mitigation of swept continuous
wave interference, because its sweep rate degrades the
signal tracking performance of the adaptive notch filter.

In this paper, an adaptive lattice IIR notch filter
(Cho & Lee 1993, Choi & Cho 2002, Kang et al. 2012) is
implemented to identify the types of interference such as
single-tone continuous wave and swept continuous wave
signals. The performance of the interference detection
and identification method is analyzed using software GPS
receiver and interference simulator data. The proposed
characterization algorithm is also simulated with a set of
three ground stations. Through theoretical analysis and
simulation results, performance of the proposed method is
shown in this paper.

The rest of this paper is organized as follows: Section
2 refers to the intermediate frequency model of GPS and
interference. In Section 3, the adaptive lattice IIR notch
filter is briefly reviewed. In addition, the detection method
is proposed and is applied in multiple ground stations.
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In Section 4, the performance of the proposed method is
applied to the single ground station and multiple ground
stations system for evaluating its performance. Finally,

conclusions are given in Section 5.

2. TYPES OF GNSS CONTINUOUS
WAVE INTERFERENCE

The interference is classified into narrowband
interference and wideband interference according to
the frequency band of the interference. The criterion of
narrowband and wideband is determined by the bandwidth
of GNSS signal. In this paper, the basis of the bandwidth is
selected by 2.046 MHz which is the bandwidth of GPS L1 C/
A code signal. The narrowband interference is defined as
its bandwidth is lower than 2.046 MHz, and otherwise the
interference is defined as wideband interference. This paper
is focused on the narrowband interference which affect GPS
L1 C/A code signal. In general, the narrowband CWI can be
classified into single-tone CWI and swept CWI according to
the interference scenario.

The single-tone CWI which has a fixed carrier frequency
is modeled as

i (n)= \/TECOS(zﬂfin +¢) (1)

where P is the interference signal power, ¢, is the phase,
/i is the interference center frequency of 9.548 MHz, and
n=t/ f,. In addition, ¢ indicates time, and f, is the sampling
frequency of 38.192 MHz.

The swept CWI is the interference that changes its center
frequency and can be modeled as

Iyt o (1) = 2B OS2 £, ()11 + ) )

where f;(7) adjusts sweep rate and bandwidth, and is
modeled as, f;(n) = (f,» —bandwidth/2)+nxsweep rate . In
this paper, the bandwidth is set by 4 MHz, and the change of
sweep rate is set to 100~500 MHz/sec.

The frequency domain response of the single-tone CWI
and swept CWI are shown in Fig. 1.
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Fig. 1. Frequency response of the interference.

http://dx.doi.org/10.11003/JKGS.2012.1.1.015

3. INTERFERENCE DETECTION
PARAMETERS

3.1 Adaptive Notch Filter Using RLS

Analyzing and detecting the influence of interference is
classified by two approaches; pre-correlation method and
post-correlation method. The post-correlation method is a
good approach to analyze the effect of the interference in
terms of maintaining navigation solution quality. However,
post-correlation methods cannot be used when a receiver
does not track GNSS signal because the method uses the
receiver measurements. In addition, post-correlation
method requires more time to detect interference than
pre-correlation method. Therefore, the pre-correlation
method using adaptive notch filter is selected to detect the
interference (Capozza et al. 2000, Chien et al. 2010) and is
applied to multiple ground stations system in this paper.

An adaptive lattice IIR notch filter is used for the
detection method, and the recursive least square (RLS)
algorithm (Cho & Lee 1993, Choi & Cho 2002) is used to
estimate frequency. The transfer function of the notch filter
can be represented as

1-2cos a)[z’1 +z72
H(z)

®3)

2= 1-2(1+r)cosw,z”" +rz7

where ®, determines the notch frequency, and is the
distance between zero and pole. The frequency domain
response of the transfer function is shown in Fig. 2. The
transfer function of the notch filter consists of two parts, as
shown in Fig. 3, where a = cos(w,). The first part is called the
auto-regression (AR) block, whose role is compensation
of the moving average (MA) block (Borio et al. 2008). The
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Fig. 2. Frequency response of the notch filter.



Sun Young Kim et al, A GNSS Interference Detection Method Based on Multiple Ground Stations 17

i g
—>|  1-2az 4z | —> y,

n

1—2(1+r)az’1 +rz72

Fig. 3. Notch filter structure.

AR module

Magnitude

L L L L L L I
500 1000 1500 2000 2500 3000 3500 4000
Frequency

0.5
0

MA module

Magnitude

| | | | | | |
0 500 1000 1500 2000 2500 3000 3500 4000
Frequency

Fig. 4. Frequency response of the auto-regression block and the moving
average block.

second block refers to the MA block, which can remove
the signal located on the interference center frequency.
The frequency domain responses of the two block output
are shown in Fig. 4 respectively. When the notch is placed
at the frequency of the interference, the output power is
minimized. Therefore, the RLS algorithm uses the notch
filter output power as a cost function,

J=E[y!] (4)

In order to find a=cos(w,) which minimizes the cost
function, the cost function is differentiated as

oJ
== E[2y,(-22,.)] (5)

= EI:Z(gn —2ag,, +gr172)(_2gn71 ):| =0

The adaptive algorithm for the estimation of frequency is
summarized as follow: To obtain a(n), Eq. (5) is rearranged as

r(n)

B EI:gn—l (g,, 8 ):| =
= n(n) ©

2E[ g}, ]

a(n)

% (”), h (”) is defined as Egs. (7) and (8) to perform RLS
method.

r(n)=2n(n=1)+(1-2)(g,. (g, +8.)) (7)
7 (n):ﬂm0 (n—l)+(1—/1)2g,il (8)

where ¢, is the output signal of the AR block and A is a
forgetting factor, for recursive calculation.

For stability, the  is clipped in the range of [-1,1] and it
is smoothed by

a(n)=ya(n=1)+(y-1)a(n) ©)

where &(’l) is the estimate of the a(”), and y is the
smoothing factor.

3.2 Interference Detection Method Using Detection Parameters

The proposed detection method shown in Fig. 5 consists
of three parts which are adaptive notch filter explained
previous section, detection logic and signal selection logic.

In general, the adaptive notch filter is able to reduce the
effect of the CWI. However, the useful signal components
near the interference center frequency are also removed
because of the notch’s bandwidth. To avoid this situation,
the signal selection logic shown in Fig. 5 is added to the
detection method, and only selects the filtered signal when
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Fig.5. Scheme of the interference detection method.
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Fig. 6. Output of the detection parameter 7 (n).
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Fig. 7. Output of the detection parameter 7 ().

the interference signal is detected.

The interference detection logic uses the adaptive IIR
notch filter parameters: 7(7), n(n), which are used to
estimate the center frequency of the interference signal, and
to derive the cos(@,).

The parameters have unique characteristics, according
to the type of incoming interference signal (Kang et al.
2012). When a single-tone CWI is received, %(#) tends to
converge to a certain value. If the interference signal power
increases, the magnitude of %(7) also increases, because
it is the energy of the AR block output signal. Fig. 6 shows
the characteristic of %(#) with and without an interference
signal. When the input signal is a swept CWI which linearly
increases the center frequency of the interference, the value
of #(n) decreases linearly. This result is shown in Fig. 7.
From the characteristics of 7 () and #(), it is possible to
detect interference signals, such as single-tone, and swept
CWL

The proposed detection logic is explained in Fig. 8. First,
the mean value of 7(n) is calculated, and compared to a
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Fig. 8. Detection algorithm based on filter parameters.

threshold, to detect the interference signal. Second, the
gradient of #(n) is used to distinguish single-tone CWI and
swept CWI. The process of the proposed method is as fallows.
If %(n) is below a threshold, the detection method classifies
the received signal as no interference signal. If is above a
threshold, the detection method compares the gradient
of 7(n) to a threshold. If the gradient value is below the
threshold, the detection method classifies the signal as single-
tone CWI. Otherwise, the signal is classified as swept CWI.

4. SIMULATIONS

The performance of the proposed detection method
is verified by three scenarios. First, it is assumed that any
interference signal is not received at first time, but few
seconds later single-tone CWI is received. In the second
scenario, the type of interference changes from single-tone
CWI to swept CWI at few seconds later. In the last scenario,
the proposed detection method is applied to the system
constructed by multiple ground stations (Kang et al. 2012).
In these scenarios, IF based GPS signal and interference are
used at 9.548 MHz and sampling frequency is 38.192 MHz.
The power of interference is selected based on jammer to
signal ratio (J/S) which refers to 25dB.

4.1 Performance Analysis of interference Detection
Method

The results of interference identification in case of the first
scenario are indicated in Fig. 9. The above figure refers to the
characteristic of the parameter 7 () explained in previous
section. When the interference is received, the magnitude
of converges to a certain value. The below figure indicates
identification result of the received interference. If single-
tone CWI is received, the type of the interference indicates
‘1’ In case of swept CWI, the type of the interference is ‘2!
If there is no CWI, the type of CWI refers to ‘0. The below
figure in Fig. 9 presents the correct identification result of
single-tone CWI which indicates ‘1’ when the single-tone
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Fig.9. Scenario 1:single-tone CWI detection result.
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Fig. 10. Scenario 2: swept CWI detection result.

CWI is received. The proposed method is working well in
the first scenario as shown in Fig. 9.

Likewise, Fig. 10 refers to the identification results
of swept CWI. The above figure in Fig. 10 shows the
characteristic of the parameter 7(7) whose gradient is
related to the sweep rate as explained in the previous
section. As shown in the below figure, the proposed
interference detection method identifies the received
interference as a swept CWI by indicating the type of the
interference ‘2’ only if the swept CWI is received. The Figs.
9 and 10 refer to the performance of detection method and
the proposed method is working well in the scenarios.

The selection of the detection threshold has a great effect
on the performance of the interference detection. In this
paper, the threshold is selected to detect an interference
signal whose J/S is more than 25 dB, which affects the
accuracy of the GPS seriously. The detection probability
has been calculated by Monte Carlo simulations, on the
basis of 300 independent runs of the detection method. The
detection rate of single-tone and swept CWI is perfect when

the J/S is higher than 25 dB which affects the navigation
accuracy of the GPS.

4.2 Performance Analysis of Interference Detection
Method Applied to Multiple Ground Stations

In this section, interference detection method is applied
to multiple ground stations. The interference detection
results (the type of interference: single-tone or swept) and
power measurement of the interference from each ground
station are used to obtain more precise information of the
interference types. In this paper, the interference power
measurements from each ground station are used to build
weighting factors to estimate the types of interference
more precisely. If one station’s power measurement of the
interference is higher than that of others, the weighting
factor will be increased for identification of interference,
because the accuracy of interference detection depends on
the received power of interference (Kang et al. 2012). The
detection result of the base station which has the biggest
weighting factor is selected to make a final decision of the
interference type.

The performance of interference detection algorithm is
simulated for the scenarios of GPS signal in the presence
of single-tone CWI. The interference transmit power is
assumed to be 300 mW which is the power of commercial
portable jammer. In addition, interference source
characterization method is simulated with a set of three
ground stations placed in a proposed arrangement shown
in Fig. 11. Three base stations are arranged in the shape of a
triangle in order to detect the interference which is in 7 km
radius based on the main station, MS.

The proposed detection method is used for detecting a
single-tone CWI and its location is fixed as represented in

Interference detection results
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Fig. 11. Scenario 3:locations of the base stations and main station.
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Fig. 12. Scenario 3: single-tone CWI detection results based on
multiple ground stations.
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Fig. 13. Simulation 3: detection results of the main station.

Fig. 11. In addition, a generalized form for signal attenuation
called Cost-231 Hata model (COST 1999) is used for
simulation.

As shown in Fig. 11, the estimated J/S and interference
identification result of each base station are expressed above
the black mark of the base station. Blue background circle
represents the location of the interference. The input type
of interference is written above the blue circle. In addition,
the final decision of interference identification is indicated
as ‘MS’ and the ID of base station where the identification
result of the interference are taken above the results of the
base station (BS).

In order to verify the performance of the algorithm, the
scenario is performed by Monte Carlo simulations on the
basis of 300 iterations. In Fig. 12, the estimated J/S and
Interference identification result of each base station are
represented by iterations. Left side figures show that the
estimated J/S and right side of figures refer to identification
of the interference, which come up with in the same
scenario shown in Fig. 11 which reflects 275" iteration result
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of the Fig. 12. As shown in Fig. 12, the detection accuracy of
BS 1 and BS 2 is relatively lower than that of BS3, because
their estimated power is below 25 dB which is the reference
power level for ensuring the perfect detection rate. The final
decision of the main station in this scenario is shown in Fig.
13. In Fig. 13, the upper figure refers to the ID of base station
where the identification result is taken, and the lower figure
shows that the final identification results of the interference.

5. CONCLUSION

In this paper, detection method is proposed by using
the characteristics of the adaptive filter output %(n), #(n).
When a single-tone CWI is received, %(7) tends to converge
to a certain value. In case of a swept CWI whose frequency
is a linearly increasing, the value of 7(#) linearly decreases.
Through the characteristics of parameters, it can detect a
single-tone and swept CWI. The detection rate of single-tone
and swept CWI is perfect when the J/S is higher than 25 dB
which affects the navigation accuracy of the GPS. This paper
also presents the proposed detection method is applied to
multiple ground stations. The performance of the proposed
method is evaluated by simulations of three scenarios. The
simulation results show that the proposed method can
efficiently detect single-tone and swept CWI. This proposed
method is expected to be useful for identifying jamming
situations, and for selecting effective interference mitigation
methods.
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