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ABSTRACT

In this paper, we proposed a mechanism that prevents indiscreet use of digital contents, verifies created
content’s copyrights to provide services to granted user and protects digital contents by law by authenti-
cating the original digital content whenever an infringement of copyright occurs in UCC environments.
The proposed mechanism uses specific information and features of contents as copyrights authentication
information without additional information. Also, provides the fact of violation by inferring the mod-
ification of the original digital contents. That means this mechanism infers same or similar value from
the contents; fraudulent use of content, modification of content color, modification of content format,
modification of content resolution and illegal use of frame not principal key frame. In that point, we
found that the inferred value from the content differed according to features of content modification.

Key words: Copyright Protection, Contents Authentication, User Created Contents, Original Authenti-

cation.

1. INTRODUCTION

Web 2.0 presented in early 2000 is out of existing
HTML system and has called for the participation
of users. The most representative feature in Web
2.0 is UCC. UCC involves not only moving images
but also everything expressed by a digital type
such as text content and music content. UCC has
been widely used in people’s lives like a cellular
phone or PDA not limited in just only computers.
However, UCC files circulating in the world wide
web are illegal copies not pure creations. Moving
image UCC files have more copies than other con-
tent does because the creators who can make mov-
ing image content by themselves are very limited.
Accordingly, ones have used the ways of copying

some part of popular content which had been al-
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ready made or adding the editing in normal cases.
In addition, the illegal copying of content which is
popular with young generations has been showed
more frequently in programs and animations pro-
vided by broadcasting networks[1].

Pure created UCC files does not cause copyright
piracy but illegal copies could bring about piracy
problems for originals. In the same way, UCC made
by compositing or combining several other UCC
also could cause piracy of each original UCC itself.
These pure creative UCC files and revised ones
would have problems caused by involving distorted
images and information[2,3].

In this paper, we proposed The original au-
thentication mechanism of UCC to protect copyright
from the cases of libel, malicious code, and copy—

right piracy caused by unadvisedly making UCC.

2. IMAGE FRAME DETECTION AND
COMPARISON MECHNISM

2.1 Pixel-based Comparison method and His-
tory Comparison method

The Pixel-based Comparison method uses the
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feature that there are low changes of pixel rate in

the same shot. F,(z,y) means pixel rate of (z,y)
in the ¢ frame. The corresponding difference of ad-
jacent frame becomes 1 if the difference of pixel
value exceeds the critical value t. (See Formula 2.1)

LiflE (z,y)—F ., (z,y)>1t
0 otherwise

PP (5,y) = { 1)

Formula 2.2 means that the pixel rate is consid—
ered as a cut in case of it exceeds the particular
critical value T »- X and Y in formula 2.2 mean the

height and width of the image.

XY
3 DP(zy)

z,y=1
— xsy *100 > 1) 2.2)

This pixel-based comparison mechanism de~
tects the wrong cutback through the movement of
camera and object. It is the camera movements like
fade and zoom in/out and object movements to
make many pixels change. As a result, the changes
can show the wrong cutback(2,3].

However, history comparison method is com-
mon method using the feature that color dis-
tribution is similar in frames of the same shot.
Cutback is detected by comparing the difference
between histograms in the adjacent frame of mov-
ing image with critical value 7;. (See Formula 2.3)

i means the number of frame and j means the
color value of histogram. H(j) presents the fre-

quency of given color value.

Dizﬁjllfli(j)—fiﬂ(j)\Th (2.3)
i=

This histogram comparison method is more
faithful than pixel-based comparison method be-
cause histogram comparison method can detect ac—
curate cutback in movements as the total histo—
gram hardly change in spite of fast movement of
the object. However, histogram comparison meth—
od could detect wrong cutback in the brightness
change. In other words, it could detect wrong cut-
back in case of the abrupt lightening changes,

flash, and similar background or mood[4-6].

2.2 The Comparison method through Entropy

Formula 2.4 expresses the complexity of image
data based on probability. We can easily calculate

the image complexity by using this entropy.

E=—

I

P(aj)logP(aj) (2.4)

il

i=0

a; is the number of the jth pixel value and Plq))
is probability of a;.

The difference of frames can be detected by
measuring the difference of entropy between suc-
cessive two frames in a moving image. When hap-
pening abrupt lightening changes, the distribution
of color histogram changes differently. However,
entropy does not change much because the com-
plexity of the image hardly changes although there
are some lightness changes of objects, background,
or total image. The wrong cutback caused by
lightening changes can be prevented by using the
difference of entropy between two successive
frames. Therefore, a cutback is accepted if D,
is over critical value after calculating the difference
of color histogram and entropy between two
frames through color histogram and entropy com-—
parison method[4,6].

In formula 2.5 presents the entropy difference of
two frames and I, means the difference of color
histogram (See Formula 2.6), D, is the total
difference. The difference of two frames can be
shown as the sum of the difference of color histo—-

gram and the difference of entropy.

DE’ :Em A_E;n#»l (25)
D,,,..=D, +wD, (2.6)
Dtotal > Tc‘ (27)

w is weighted value and the cutback was re-
garded when the difference of two frames is over
critical value as shown in Formula 2.7. The wrong
cutback is not detected in abrupt lightening
changes on entropy comparison method but is de-
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tected when lightness changes gradually like fade.

2.3 The Comparison method through Edge
Image in Compression Area

Low frequency edge intensity, P, is calculated
using five coefficients among low frequency of AC
coefficient shown in Formula 2.8. Edge image is
calculated by getting edge block comparing P,
with the critical value. Scene-change detection is
conducted by comparing equatorial edge histogram
Py and axial edge histogram P, of the reference
frame compensated movements with P, and P, of

current frame shown in Formula 2.9.
Py =Fy + Foy+ Foy + Fo + Fy 2.8
where, F ; : (4,§), DCT coefficient
M-1
dlk, k+1)= Y Py (z+u) (29
0

) +Ni:; | Pyyto) — P

where, M,N: width and length of edge image
uv: Vertical and Horizontal of moving
vecter

It is the most attractive feature that the result
of scene—change detection is accurate when edge
image is acquire better by using DCT coefficient
than by using AC coefficient[7-9].

Edge image is acquired after dct dc_size de-
codes using the feature that the code length of DC
coefficient(dct_dc_size involved MPEG syntax)
become elongated in the block which have flexible
lightness value. There is one advantage that the
decoding process to get data used in algorithm is
shortened.

2.4 Pros and Cons of The Conventional
Mechanisms

The problem about copyright of content creator
is on top of all content including UCC. Piracy is
judged at court by comparing original content with

infringing content in offline. It is easy at court to
prove the piracy comparing original content with
infringing content. The question is raised; "How
can the piracy be proved by the changed of original
content?” Of course, watermarking is provided to
protect copyright currently. Watermarking is use-
ful if some or all of the original content is copied
when not being changed. However, the content
having damaged watermark or being changed does
not guaranteed protection of copyright.

This paper uses the key frame in order to pre-
vent contents from copy, color change, frame copy,
and brightness change of digital content. Copy can
be easily noticed by using the key frame because
digital content forms frames based on the key

frame.

3. DIGITAL CONTENT VIDEO COM-
PARISON MECHANISM

3.1 Video Key Frame Extraction Algorithm

Original content is compared with target content
with the key frame extracted a moving image

shown as Figure 1.

e Sampling: A process of changing RGB color
system to Y-Cb-Cr color system

Source Contents

Key " Key Fm

:,‘é

Compression r
! Key Frame Bxdract )(—L&mversion Key Frame
i
1 ﬁ
LKey Frame H De-Sampling }G————{ DT }
)

- Anal
[ Format alteration H Frame compare

‘ompression
@—p————){ Huffm'an De-quantization }
Frame decoding

Target Contents

Fig. 1. Extraction and Comparison algorithm of
Digital Content’s Key Frame.
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¢ DCT: A process of changing sampling data to
the sum of cosine function

® Quantization: A process of eliminating un-
necessary constituent

¢ Huffman coding: Data compression

Compression is conducted by quantization and
Huffman coding. Huffman coding is a lossless
compression algorithm but quantization is different
from original image after image restoration.
However, in case of a moving image, some loss
does not have an influence on image quality. In ad-
dition, the reverse of compression method is the
way of image restoration. Key frame make color
system modified by sampling. This modified date
is modified as cosine function into gquantization
process. A result from DCT process is compressed
and managed with Huffman coding because data
could be lost in quantization process. Also, this in—
formation is used as authentication of digital
content.

3.2 Digital Content Video Comparison Me-
chanism

Extracted key frame is the form of compressed
video. DC image extraction method is used to com-
pare original key frame with target key frame.
Similarity between representative frames is dis-
criminated as extracting DC image.

FFD(Frame~-to-Frame Difference) which in-
dicates change extent is calculated by using the
difference between pixel value and histogram of
extracted DC image. Extracted DC images would
be different frames if the difference between sec-
ond maximum values in windows is over critical
value with moving sliding window upward FFD
value. DC image needs much fewer calculations
than decoding total image to get original image.
Figure 2 is video comparison algorithm.

Key frame discrimination algorithm applies the
first discrimination algorithm using luminance and

DC value of chroma block. The first discrimination

Source Contents

17

Extract of luminance |[_
DC Value

1
DHi(k) > Thigm,

Target Contents

Extract of Pixel
Value

T
i
DPB;;.. 00y} > Thipise

\ij No NO’\E,'

Analysis Similar

Y

Result Report

Fig. 2. Video Comparison Algorithm.

algorithm conducts to extract luminance value of
frame and DC value of chroma block. These values
of original key frame and target key frame compare
with certain critical value.

If the compared value is smaller that critical val-
ue, the second discrimination algorithm is applied.
The second discrimination algorithm could inter—
pret that the frames are similar when the value to
get compare original key frame with target key
frame using pixel value is smaller than critical
value. In other word, if the value that is taken in
the second discrimination algorithm is bigger than
critical value, the target frame is regarded as a ille-
gally copied frame.

3.3 Comparison With Frame Luminance And
DC Value Of Chroma Value

The first similar frame discrimination method is
using the similarity discrimination algorithm using
luminance and DC value between frames shown in

Formula 3.1.
-1
pH, (K=Y HK - Tk > D, @D
: =0

K: total amount of brightness or color level
H,(k): histogram function which has brightness

value k in ¢ frame
\H, (k)= Z(k)!: difference of the absolute value of
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histogram which has brightness & between the
original ¢ frame and targeted j frame

DH, ;(k): sum of the absolute value of the differ—
ence of histogram where it shows the similarity
between the original i frame and the targeted ;
frame

Thy,,,, similarity critical value

The frames are similar if DA, ;(k) value is small-
er than similarity critical value and vice versa.
Th,,,,, could judge the similarity extent.

The second similar frame discrimination algo-
rithm is applied to DA, ;(k) when it is smaller than
critical value. The second discrimination algorithm
compensate the first one because the first one is
inefficiently affected by the brightness of color
tone. Also, if DH, ;(k) is bigger than critical value,
these frames are not similar. And then the first al-
gorithm can read the next frame and apply the first
similar frame discrimination method.

3.4 Frame Pixel Value Comparison

The second similarity frame discrimination al-
gorithm is the result of the first one and is applied
when DH, (k) is smaller than critical value. In ad-
dition, the second algorithm is using the pixel.

If the sum of absolute value of the pixel value’s
difference between two frames being the same po-
sition is over critical value, there is not similarity
between two frames. Similarity discrimination us-
ing the pixel value’s difference is taken by Formula
3.2.

1

M-1N-1
DPE, [(z,y)= 3, 3 4P, [(z,y) > Th,,. (32)
z=0y=0

M: vertical pixel value

N: horizontal pixel value

P,(z,y): brightness value of pixel at point (z,y)
in i frame

AP, [(z,y): difference of the absolute value of
pixel brightness at point (z,y) in 4 frame
and j frame (|7, (z,y)~ P,(z,y)))

DPB, ;(z,y): sum of the absolute value of differ-
ence in brightness which shows the
similarity between ¢ frame and j frame

Th,.,* similarity critical value

There is very small difference value of pixels
in similar frames, and vice versa. Similarity of pix-
els shows similarity between frames using certain
critical value. If DPB, ,(z.y) is over 7h

pizelr

these
frames are not similar. On the other hand, if 7h,,,.,
is under critical value, similar frame detection val-
ues must be analyzed to determine similarity.
Without question, the first or second similar
frame discrimination algorithm depends on critical
value. In case critical value sets up smaller, the re-
sult is more accurate but it is difficult to find out
content piracy. Also, in case critical value sets up
bigger, the content not conducting piracy is elected
as a result. The best critical value is taken by con-
trolling critical value in the performance test of

algorithm.

4. TEST AND ANALYSIS OF THE PRO-
POSED MECHANISM

To test performance of the proposed mechanism,
the target content of copyright piracy is tested by
applying forms of ’original content’, 'the content
modified resolution’, 'the content modified format’,
and 'the content modified representative key frame’.

Similarity applied to DH and DPB is judged by
comparing with critical value. 0.1 as the standard
for judgement of critical value is applied to DH and
DPB. 1t shows almost 90 percent of similarity when
critical value is 0.1

4.1 Digital Content Experiment by Type

There are four cases of piracy or modification
of original content in this chapter.

(1) Using The Original Frame Without Modificat-
ion

Using original frame without modification means
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the case of copying total original content or some
of it. Using is clearly turned out because the same
representative key frame is used. Figure 3 is the
result of DH and DPB,

Figure 3 shows the result of comparing the rep-
resentative key frame without modification. DH
and DPB of every original frame has about 100%
similarity value. But, as an experimental result, we
earned the 93.8% result at the fifth frame. The fifth
frame show the result is 0.022 to insert the noise.

(%)

0.05
0.04
0.03
0.02
0.01
0 s ot
1.2 3 4 5 6 7_8 9 10 11 12 13 14 15
Frame

Fig. 3. Comparison of DH/DPB Frame.

{(2) Chroma Block Modification

Chroma block modification means the case of
modifying the brightness like making a frame be
gray. In this case, brightness is modified but the
basic structure and format is maintained. Figure
4 shows DH and DPB value applied to the modified
frame in chroma block.

When frame color is modified, the average DH
value is over 985% and the average DPB value is
over 94.2%. It means that DPB is sensitive to the
change of brightness and DH is effective to dis-

criminate similarity.

(%)
0.07

0.06
0.05

0.04
0.03 ¢
0.02
0.01

1.2 3 4 5 6 7 8 9 10 11 12 13 14 15
Frame

Fig. 4. DH/DPB comparison that followed chroma
block’s modification.

(3) File Format Modification

Resolution could change when original frame’s
format is modified to another file's format. Figure
5 shows comparison value of DH and DPB that fol-
lowed file format’s modification.

The modification of resolution and file format
shows the difference in the method or format of
compression. The result that DPB is over DH
means the modified frame of file format or reso—
lution is better than DH.

(%)
0.05

—-~DH

0.04

0.03

0.02

1.2 3 4 5 6 7 8 9 10 11 12 13 14 15
Frame

Fig. 5. DH/DPB comparison that followed file
format’s modification

(4) Illegal Use of a Certain Frame

This case includes to produce the second content
using the essential image of original image
illegally. Figure 6 shows the result of comparison.

DH is over 88.6% and DPB is over 86.5% as a
comparison value.

DH is more efficient than DPB but there is not

much difference between them.

(%)
0.14

012
0.1
0.08
0.06
0.04
0.02 b

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Frame

Fig. 6. lllegal Use of Middle Frame
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DH and DPB is almost similar in similarity.

(5) Result Analysis of algorithm Application based

on the Content Feature

Table 1 summarizes the result of algorithm ap-
plication on (1) to (4) related to the modification
or revision of original content.

Both DH and DPB are efficient in 'the frame
without modification of original frame’. DH is more
efficient than DPB in 'chroma block modification’.
DH is more efficient than DPB in 'file format mod-
ification” and ’illegal use of middle frame’'.

This paper properly utilizes the features of two
algorithms. In addition, DH is not inefficient be-
cause it is based on not the probability of similarity
but the accuracy of similarity to prove copyright

piracy.

4.2 Result Analysis and Evaluation of Pro-
posed Mechanism

The modified content in the original or the for—

mat is discriminated by setting a critical value to
the digital content by type as '0.1’. High accuracy
is presented when critical value is set to 0.1

Comparison value to identify similarity has a
different set point based on the content format. It
is efficient to apply the modified set point when
the content form 1is recognized in advance.
However, because it is difficult to know the content
format, comparison value is calculated after recog—
nizing the content format using 'the original con-
tent without modification’. Also, "Equivalent’ me-
nas that two content are similar in the 95 percent
when comparison value is 0.000 to 0.049, 'Similar’
means that they are similar in the 75 percent and
over, and 'Different’ means that they are in the
76 percent and less.

Performance of this proposed method is test—
ed by comparing with extraction method for
screen conversion in moving image shown in
Table 3.

Tabie 1. Result Analysis of algorithm Allocation

based on the Content Feature

Application Area | DH comparison | DPB comparison Result Analysis
Frame Feature value value
The frame without modification | © ) oo over 0988 Both DH and DPB are efficient.
of original frame
Chroma block modification over 0.943 over 0.986 DPB is more efficient than DH.
File format modification over 0.981 over 0.951 DH is more efficient than DPB.
Illegal use of middle frame over 0.886 over 0.865 DH is more efficient than DPB.

Table 2. Comparison Value to ldentify Content Similarity

DH Comparison Value | DPB Comparison Value

95.1% ~100%

95.1% ~100%

74.1% ~95%

75.1%~95%

0% ~T74%

0% ~75%

93.1%6 ~100%

94.1% ~100%

71%~93%

71% ~94%

0% ~70%

0%~70%

94.1% ~100%

93.1%6~100%

65.1% ~94%

61.19%6~93%

Content Format Identlﬁcatlon of
Comparison Value
. ) Equivalent
Original Content without Simil
Modification mrar
Different
. . Equivalent
Modified Content in Resolution Simil
Modified Content in Format mptar
Different
) . Equivalent
Content Using A Certain T
Similar
Frame
Different

0% ~65%

0% ~60%
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Table 3. Performance Comparison in Proposed Method

Mechanism Pixel Luminance Vector Proposed
Item Value Value Value Mechanism
Comparison Value Extraction from Original Content O @) O O
Comparison Value Extraction from the Modified A o A o
Content in Format
Comparison Value Extraction from the Modified o A A o
Content in Resolution
Comparison Value Extraction from A Certaion Frame A o
Accuracy Judgement of piracy information A A
Comparison Value Extraction of Content Details A O

O: Accuracy, A: Prediction, X: Flexible Prediction
5. CONCLUSION

This paper studied the mechanism to certify the
original digital content video for the purpose of
protecting the copyright of the digital content
copyright holder. The proposed mechanism analo-
gized the modified content of the original content
and provided the facts infringed. In other words,
the mechanism extracted the same value or similar
value out of the items such as theft of original con-
tent, content color change, content format change,
content resolution change, and the theft of any
frame (not the representative key frame). We com-—
bined pixels with histogram mechanism in order
to extract content similarity and sameness. We
complemented the shortcomings like pixel pulses
and histogram color change so that we could ex—
tract content type-specific copyright infringement
facts.

As this paper measured the content similarity,
the study seems to be of use to protect the copy-
right of an author if we use this finding as evidence
to prove the copyright infringement facts.
However, as UCC authors are mostly minors who
do not know legal rights or regulations, and cur—
rently we do not have legal regulation on whether
to determine it as a copyright infringement if the
similarity between the original content and the in-

fringed content is over what 96, relevant laws and

regulations should be provided in the near future.
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