oS 0[Z3 7 P box M0l et o472 287
http://dx.doi.org/10.3745/KIPSTC.2011.18C.5.287

DES 71

I=TPN
=

- o Q=
DES 7] -,Zol"g- 0] of 7]—13:] P bOX /l“/l‘] oﬂ J/]-O]- 0:]:.}
o =
L+] of

DES 478 ol&3o] /4 P box® 4433 ol $31 H2aaS Akt o) ehemrit b P boxE THEY W mgHoz A
@ 5 sl e AT, AR AT 49 Th0 B WAF ANGoR Add duelFel J|Ee F gAozY AAYE ndl
o} AljkE &aE)E¥ 3% DESGDES)AA AMSE= A 7] do] Hlals A543 SHeA Aetd darglFo] 3DESET ¥ bddhs Hel
t}h 3DESS} Alote Lol HFEH A Ay daA SESHoA At daelFo] 3DESHT AT wES BT

7|9J=: DES, 7| &%, 71# P box

A Study on a Variable P box Generation Using a DES Key Expansion

Jun Lee'

ABSTRACT

Using an expanded DES key, we suggest a block cipher algorithm to generate and to use a variable P box. We also present an
efficient way for the implementation of variable P box at each round. Using counter examples on Differential Cryptanalysis(DC) and Linear

Cryptanalysis(LC),
triple DES(3DES),
the new algorithm

Keywords : DES, Key Expansion, Variable P box

1. M B

ddl 55 45 120 E o9 7] Held tjs) hxst
S FAO{1]. DES+ 7Fg ©o] AlgHe= EEY3 o,
7] Adol7t B4R ER dY && ¢35t aske 7] Aol
Hla) S TARE 2o k. TS 1 F SH|EE AME-S)
A grol 222 F) FLE FaAPOE gyt 349 Tt
548 AFstgnh. Aoz AN T8 N A Wy
o I S0 Mg FART HS wgo7 DES d5E
gl50] 7hsde ZATH2I3]

dtHow & 4 DES ¥4 A 32 (Differential
Cryptanalysis)® A4 ¥ Z(Linear Cryptanalysis) .2 A4
TARG H A F2 IE F5F F vk 3E W
HE F2 DES9 H|AE FiEd digt Ao, 7] &
Ve S FEH o AAG Eg o]59 AFdA AF
REo Fedog e RERoT 7MFde FAHEH ¥
tEA89 FEARE Aokl mg

=S 2011 2¢¥ 159

A4 g 2011 59 279

AAbehE 120119 59 319

we show that the suggested algorithm is strong enough to overcome those attacks. Compared with the real key bits of
the new algorithm is much safer in the points of the exhaustive attack. The results of computer simulations show that
is almost 3 times faster than 3DES regarding the cipher process time.
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unsigned long #*Enc_un32_Pshft_DES ( unsigned long
*x, unsigned long *key, unsigned long *Pgey )

//x BE Y 64 E

// key DES key 6441 E, Py, &747] 644 E

{

unsigned long L, R, tmp_L, P[2] = { OL } ;

unsigned long keyL, keyR ;

short round, 1 ;

// round 7] A3 =713k
PC_1( KEY, &keyR, &keyL ) ;

Intial_ P ( X );
R = X[0] ;
L = X[1] ;




290 d2Melstel=2X C M18-CT H5=(2011. 10)

for ( round = 0 ; round < 16 ; round ++ )
{
/) HE key AL F

L_shft( &keyR, LS[round] ) ;

L_shft( &keyL, LS[round] ) ;

PC_2( KEY, keyR, keyL ) ;

// round &8} H-&

tmp_L = L ;
L=R;
E_table (R, P)

for (i=0;1<2;1++)
Pli] "= KEYIil ;
S box( P, &R ) ;
Circular_shift( &R, round, Py, ) ;
P_table( &R ) ;

R "= tmp_L ;
}
X[0] =L
X1l =R

return R_Intial P ( X );

A AL AduEE 248 7PgdTh web dake
ol ok =9 A2E 42 F Atk keyd 54 HE
g 3] g g ARS bt 1o digk &8 AR
S et (3" DY 1BeEE 548 1464 FER 9Y
el dE 9 Akt #AE 4 He 4]

l

A, 2= 00 80 82 00 F a= 6000000
A » -
= P(EQ 00 00 00:)

A= P[1](E0 00 00 00,) = 00808800,
B kol 2 91 AS F AE F 3 uSd 2k
A= P[2](£0 00 00 00, ) = 00820800,

9= 9] ky @l we 28 AR Ao wshs
(23 2elM ANBE A A P box7}
o 1/16 &&= ¢ 2o 3 &9 27
U4l (2@ DI 2L e (k= 0,i=0,1,
Jol o3k 7w P boxZ A&3 A9 A 00200008,
olty. AH Az B=0,° =9
¢ 00000400, C 00200008, A}, eta Q2=
]

gxd &9 AESs & 7 gk At ugEa g2o

41m fl

oX o
tlo i

n2 o
o o Ho

b= 0,,

1=3

P box7t B 7o) et sbaslE 49 olud A 3
¥ 370 dald 49d w2 99 ARl dF 29 A
B HEY 5 glrh @S @2 b P box® 4847
9%9 2ol BslA DC table 9Ju1E A 5 glone
AR 34 b5 md wE 5 9ok geb] BE g
co HE7) b P box® A48T A AR AL B}
et

P

L A' =00 20 00 D8, a = 0000 04 00.
L™

. C = 0020 00 08, ¢ = 00 00 04 00
o F

I

(Q——JG 0 00 08 00 00 04 00; )

(&l 2) 3 round characteristic

AYFAe L2902 AANE HEY edtes d5i 2
7lol digll fo BE pz oo B2 AY AP 1A
gt} 7159 o8 Matsui =%[5]& &3it)

7ia]@ C[jij,"'vjb] = K[kl’kQ’”"kc]



(28 3)A A 1 @ F &5 A8 AL
S5 vy Aol AT

s 12/64

X, [7,18,24,29]® P,[7,18,24,29]® P, [15]
= K,[22]
X, [7,18,24,29] C,[7,18,24,29] b C, [15]
= K,[22]

9 AellA X2E 27 e
P17,18,24,29] C,[7,18,24,29] 6 P, [15]
& C[15] = K, [22]4 K, [22]

ofef g A el Aetd &
12 39 71 byt kys 44 482 A9 A2 daa 2o

221 K1

P
FH l FL
v

_[7.18.24,29]

[15] Hl

Ke

K3

_ [7.18.24.29] [15] %3

F3 [«

CH l Cls
C

(32! 3) 3-round DES cipher

= A=
5 5= ol He mEe Brlssit waba E% 2
of WZ/ 78 P boxE &g A$ AY ¥4 B}

64u1E WA Mol thsh st W st LueE 4
sk Ba4S et 2ol =4ty

dgel AeE ‘Qlﬂ%%% Cr+=2 sttt g=sl
& PColA Adsint. PC 452
6GHZ, 0.99 GB RAMe]|t}.

.

el 64H1E Mol i3k ¢rest B
Aoz A 64HE WAA M

52 dg 23t

Al hEst gaeEse M dE dEsh/Rast HgelA
ol 13 =4
64 1 Mol o eFasl/
of 7 gare]Fel gk ¢

(E 3) 284 B|W(A|ZF p-sec)

TR A 7F 7] Aol 2 7] Ao
DES 52 64 5
3DES 168 128 112
A+ DES 58 128 120
DES¢} 3DESS] ¢z3t 2 B35 Alzkvaols F&4
S HEE Fo gEES & 5 QU Ao e g
St 7bdE P box AT 593 a9E Fe 9% &
3 AIZE oF 10% AlZte]l F7FH AT o] 3DESRETh
AW AL AZro]l e =™ DES AF fFAbsith &gk A
A3 Aotd dauglEe oS o] 29F & 4 39l
@ DES+ a2 3743 AE FZo] FHoFdoe] glovt Aok



292 d2Melstel=2X C M18-C M5=(2011. 10)

H gagsEe A
Sre=3
@ 3DES9| 4 7] "ol 1128 E0nL} Aot
A 7] Aol 120HER A4 FZd o Zsi)
@ At dugFe] duzt FLEFH
frAbsle 3DESHETE oF 3ul w= o)

43 49 $Audel Agd &

M

g 2
o %
0lo
g

f
4o K
M
o o
g
o)
w
ik
I
Ak
N
=2
)
= o]:o
ol
2
Y

N
-

1B B

‘&

ME o
o4

ik
oy

o)
"
O}:
N
=2,
Lo,
i
o
(d
u
ol
2
N
N
R
il
il

o it do K
> R

=2

4 ox

o

E

a4
o) o
Hogr
N
S
o i

22 ood > 30 oo
o off o

o
=)
>
N
Y
lo
of r
Q@
=2
= )
__(})g
=
2
oo

w H
ot

)

>

tio

of

=2

2

2

4,

jus)
=

N =]
o=
rir
2
5
ol
S
lo
N
ol
)
o,
o
g
Ies,
w2
i
i
fifol
3

dlo
b

o2
folr
LU
Ir 2
£
E-5
<
’

- = T
= Kerckhoffs Z7[11]& &5 wWE3tes 55 &

SIS Ry l= e

ol
o =

ich
N
5

ik
|
Ho
ro

[1] 4%, 4%, “SDR System 4-&% 93 323 g
(SEED) 78 ¥ 454", g4 1 3383] 20039 & g
¥ =54 A4 30 ¥ Al 1 3, pp.319-321, 2003. 4.

[2] E. Btham and A. Shamir “Differentila Cryptanalysis of the full
16 round DES”, Crypto’92 Extended Abstracts, 1992.

[3] M. Matsui. “Linear Cryptanalysis of DES Cipher(I)”,
SCIS93-3C, Jan., 1993.

ue dN

[4] E. Biham and A. Shamir “Differentila Cryptanalysis of DES
like Crypto systems”, Jour. of CRYPTOLOY, Vol4, No.l,
1991.

[5] M Matsui, “Linear Cryptanalysis Method for DES Cipher”,
Abstracts of EUROCRYPT'93, pp.W112-W123, May, 1993.

[6] E. Biham and A. Shamir “Differentila Cryptanalysis of FEAL
and N-hash”, technical report, Weizmann Institute of
Science, Israel, 1991.

[7] H. Fiestel, “Cryptography and Computer Privacy’, Science
America, Vol.228, No.5. 1973.

[8] J. B. Kam and G. I Davida, “Structured Design of Substitution
Permutation Encryption Network”, IEEE Tran. on Computer,
Vol.C-28, No.10, Oct., 1979.

[9] M. H. Deason and S. E. Tavares, “An Expanded Set of S box
Design Criteria based on information theory and its Relation
to differential-Like attacks” Proc. of EUROCRYPTO'9],
Springer-Verlag, 1991.

[10] L. Brown, M. Kwan, J. Pieprzyk and J. Seberry, “Improving

Resistance to Differential Cryptoanalysis and Redesign of
LOKI”, Abstract of ASIACRYPT'91, 1991.

[11] Mark Stamp, “Information Security-Principles and Practice”,
Wiley, 2005.

o &

e-mail : jlee@afa.ac kr

1981 & AR

1985 A& et 423t}

19881 Naval Postgraduate School
BB A

19943 University of Florida
AAF (A

19899~ A FEAeta AAksh g

[¢]
WAEoR: gudads



