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ABSTRACT

There is a consensus in the field of vehicular network security that public key cryptography should be used to secure
communications. A certificate revocation list (CRL) should be distributed quickly to all the vehicles in the network to protect
them from malicious users and malfunctioning equipment as well as to increase the overall security and safety of vehicular
networks. Thus, a major challenge in vehicular networks is how to efficiently distribute CRLs. This paper proposes a CRL
distribution method aided by terrestrial digital multimedia broadcasting (T-DMB). By using T-DMB data broadcasting channels
as alternative communication channels, the proposed method can broaden the network coverage, achieve real-time delivery, and
enhance transmission reliability. Even if roadside units are not deployed or only sparsely deployed, vehicles can obtain recent
CRLs from the T-DMB infrastructure. A new transport protocol expert group (TPEG) CRL application was also designed for
the purpose of broadcasting CRLs over the T-DMB infrastructure.
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l. Introduction

Vehicular ad hoc networks are an emerg-
ing research area. They are a promising
means of facilitating road safety, traffic
management, and infotainment dissemina-
tion for drivers and passengers. However,
without the integration of strong, practical
security and privacy-enhancing mecha-
nisms, a vehicular communication system
can be disrupted or disabled, even by rela-
tively unsophisticated attackers.

The life~critical nature of vehicular net-
works highlights the need for careful as-
sessment of the security design features of
vehicular communication systems. The [EEE
1609.2 standard(l1) and the European
PRE-DRIVE €2X standard(2] both define se-
curity services for vehicular ad hoc net-
works. Their recommended secure message
formats and techniques for processing secure
messages are based on the public key infra-
structure (PKI).

In traditional PKI architecture, the most
commonly adopted certification revocation
scheme uses a certificate revocation list
(CRL). which is a list of revoked certifi-
cates stored in repositories prepared by cer-
tificate authorities (CAs). In a vehicular
network, the CA supplements the CRL with
identification details of any revoked certifi-
cate(s). The CA broadcasts the updated CRL
to all vehicular network participants, in-
structing them not to trust the revoked
certificate. Timely access to revocation in-
formation is important for the robustness of
a network’s operation. If the information is
message faulty, compromised, or otherwise
illegitimate, the situation becomes poten-
tially dangerous and vehicles can be ignored.

The CA uses a set of road side units
(RSUs) to broadcast CRLs to all passing
vehicles. However, the RSU-based revoca-
tion may be challenging in certain areas

(such as rural regions) where not enocugh
RSUs are deployed or maintained. RSUs
are likely to be sparsely placed in real envi-
ronments, so vehicles may rarely encounter
an RSU and spend a significant amount of
time outside the radio range of an RSUI[3].
In such cases, a vehicle has to wait a long
time before receiving a recent CRL and the
delay could be a threat to the security of
the vehicular network. Even if a sufficient
number of RSUs is eventually deployed, ve-
hicular networks must be able tc operate
during stages of incremental deployment:
that is, before a sufficient number of RSUs
come online. CRLs should therefore be dis-
tributed quickly to every vehicle within the
network.

On the other hand, several broadcasting
techniques are used in vehicular networks.
One example is narrow bandwidth solution
such as FM radio; other examples include
wider bandwidth digital services such as
DAB. DVB, DVB-H, and T-DMB{2]. Broad-
casting is an attractive solution because of
its low cost, extensive coverage, and large
potential volumes of data. Real-time traffic
information is already available with serv-
ices based on T-DMB broadcasting and the
TPEG protocol. The T-DMB service is a free
commercialized service: its infrastructure is

.widely deployed in Korea. The T-DMB data

broadcasting service provides mobile users
with various types of data such as web sites,
graphic files, and traffic reports through its
data channels.

To the best of our knowledge, all the sol-
utions in the state of the art, including
RSU-based distribution methods and ve-
hicle-to-vehicle distribution methods, have
problems with delays, availability, liability,
limited transmission, and real-time delivery.
Designing an effective system of distribution
revocation information is the main problem
at hand.
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Our proposal focus on the fundamental
problem of how to distribute CRLs in real
time across wide regions including rural
areas. The basic idea involves a subnet of
vehicular network nodes. If a subnet can ef-
fectively receive CRLs via an alternative
communication channel, an epidemic dis-
tribution method can be used to broadcast
the CRLs. In this paper., we propose a
T-DMB-aided method of distributing CRLs.
By using an alternative communication me-
dia such as T-DMB data broadcasting chan-
nels, the proposed method can broaden the
network coverage, achieve real-time deliv-
ery, and enhance transmission reliability.
In addition, to broadcast CRLs via the
T-DMB data broadcasting service, we de-
signed a new TPEG CRL application con-
forms to TPEG standards.

The reminder of the paper is organized as
follows: In section II, we discuss related
works. In section III, we introduce the pro-
posed CRL distribution method. In section
IV, we describe a new TPEG CRL applica-
tion designed for the T-DMB data broad-
casting service. In section V, we present
the comparative results of several CRL dis-
tribution methods and we draw some final
conclusions.

1. Related Works
2.1 CRL Distribution

The problem of revocation in vehicular
networks has attracted scant attention in
the literature. Papadimitratos(4] used a
very low bandwidth at each RSU in an ef-
fort to achieve an efficient scalable mecha-
nism for the distribution of large CRLs
across a wide region. The CRLs are encoded
into numerous self-verifiable pieces. so the
information the vehicles get from the RSUs
is limited to those encoded CRL pieces.

Laberteaux(5] proposed that revocation
information be distributed in the form of a
CRL via an epidemic mechanism that relies
on vehicle-to-vehicle communication. The
mechanism has significant advantages over
an RSU-based distribution mechanism, par-
ticularly in terms of the speed and breadth
of the network coverage.

Lin et al.(6] proposed the use of RSU-
ailded certificate revocation. Each RSU has
a completely updated base-CRL and con-
tinuously checks the status of the certifi-
cates contained in all the messages broad-
cast by passing vehicles. If a certificate has
been revoked, the RSU broadcasts a warn-
ing message so that approaching vehicles
can update their CRLs and avoiding com-
municating with the compromised vehicle.

Reducing the size and computational cost
of processing CRLs has been the focus of
extensive research on vehicular networks.
Bellur(7) proposed the segmentation of an
administrative area into a number of geo-
graphic regions and the assignment of re-
gion-specific certificates to an on-board-unit
(OBU) resident of a vehicle: these measures
could significantly reduce the size of CRLs.

Rayal81(9) combined two protocols tail-
ored for vehicular networks: revocation of a
trusted component (RTC) and revocation
using compressed certificate revocation lists
(RC?RL). The former reduces the number of
certificates that need to be inserted in the
CRL, but CA must be able to geographically
localize any vehicle in the system. The
RCIRL protocol is a CRL compressed with
Bloom filter compression to limit the size of
the CRL. Because of the false positive char-
acteristic of Bloom filter compression, some
legitimate certificates may also be revoked.

2.2 UMTS-aided Distribution

Most ongoing projects are based on the
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IEEE 802.11p and ITS-G5A standards. Never-
theless, other mobile access technologies
such as UMTS, WiMax and DMB can be used
to distribute CRLs{10}. Lequericalll) used
an existing multimedia broadcast multicast
service over UMTS and improved the effi~
ciency of the CRL distribution. Sommer et
al.[12) presented simulation results of a
UMTS-aided vehicle-to-infrastructure traffic
information system. However, in spite of the
low usage of cellular channels in these meth-
ods, the UMTS bearer service is still needed.

2.3 ITS Networks Reference Model

[Figure 1) shows the network reference
model of the European ITS communication
architecture(2}. An ITS vehicle station com-
promises a number of ITS-specific functions.
An ITS rodeside station, such as an RSU,
can act as a gateway between the ITS ad
hoc network domain and the network do-
main of the ITS roadside infrastructure. A
border router offers IP connectivity to an
ITS vehicle station and a core network
switch in an Internet domain.

Two of the main components of a generic
access network domain are the UMTS sys-
tem and the DMB infrastructure. IP packet
transport is assured by means of a generic
IP access network or by means of encapsu-
lation and tunnelling over the ad hoc net-

%S Ad-hoc _ 1S Roadside Interret 175 Application
Domain Infrastructure Domain Domain  Service Domain ’
" > »
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ms ITs Traffic
Vehicle || Roadside |— border Mgmt
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(Figure 1) European ITS Network Reference Model

work for vehicle-to-vehicle and vehicle-to-
infrastructure communication. The ITS ap-
plication service domain contains a backend
server and a traffic management center.

{1l. The Proposed CRL Distribution Method

In this section, we describe the proposed
T-DMB-aided distribution method. Every ve-
hicle requires the most recent CRL for pro-
tection against malicious users and malfunc-
tioning equipments. Up-to-date CRLs in-
crease the overall security and safety of the
vehicular networks. We use a T-DMB data
broadcasting service to efficiently broadcast
CRLs because the service has several advan-
tages: besides being economical, it offers re-
al~time delivery, wide network coverage, and
enhanced transmission reliability.

3.1 T-DMB-~aided CRL Distribution

T-DMB-aided CRL distribution is based
on the following design principles and as-
sumptions:

- Besides the usual ETSI ITS-G5A mod-
ule interface, a vehicle has a T-DMB
terminal and another module interfaces.

- The T-DMB terminal interfaces with
OBU in the vehicle.

- The deployment of RSUs can be suffi-
cient, sparse or, in some areas, non-
existent. Hence, sometimes vehicles may
be unable to receive recent CRLs from
an RSU or from neighboring vehicles.

~ The CA periodically sends recent CRLs
to a T-DMB base station that the CRLs
can be broadcast over T-DMB data
broadcasting channels.

- The coverage of T-DMB networks is
wide and includes full coverage of ve-
hicular networks.

(Figure 2] shows a schematic of the pro-

posed method. In addition to the RSU-based
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T-DMB
Broadcasting

(Figure 2) T-DMB-aided CRL Distribution

distribution, the CA wuses T-DMB data
broadcasting channels to distribute dupli-
cated CRLs. The CA periodically sends re-
cent CRLs to the RSU and the T-DMB base
station over a fixed wireline in the same
manner. Thus, at any given time the same
CRLs are doubly distributed to vehicles
through an RSU and a T-DMB base station.
In an area where the RSU density is ad-
equate, a vehicle can connect to the RSU di-
rectly: however, where the RSU density is
low, a vehicle can switch over to the T-DMB
base station. For this to happen, the inter-
face of a vehicle must be changed from the
IT-GSA module interface to the T-DMB
module interface or vice versa. A vehicle
that has no T-DMB module can use ve-
hicle-to-vehicle communication to obtain
CRLs broadcast from a neighboring vehicle.

3.2 Handoff

The proposed method is based on the
concept of an overlay zone, which occurs
when the coverage of the RSU transmission
overlaps with the coverage of a T-DMB base
station transmission. In overlay zones, ve-
hicles can directly obtain an RSU and a
T-DMB base station. The standard(2] max-

imum cell coverage of ITS-GbA is approx-
imately 500m for an RSU based on
ITS-G5A, 1km for an RSU based on a dedi-
cated short-range communication (DSRC)
communication system, and 3b5km for a
T-DMB base station. Therefore, as shown
in [Figure 3], the zone of a single base sta-
tion” (T-DMB,one) consists of several RSU’
zones (RSUs.ome). A single base station can
therefore be expressed as follows:

T-DMBzone-A 2 RSUzone~A + RSUsone-B +
BSUsone-C + . . .
(1)

The example in (Figure 3) shows how a
vehicle that enters RSUjme-a can receive
CRLs from its ITS-G5A module interface
(namely, from RSU-A). If the vehicle trav-
els beyond the transmission range of both
RSU-A and RSU-B, it can still receive
CRLs from its T-DMB module interface
(namely, the T-DMB base station).

Whenever the vehicle travels outside the
RSU transmission range, the ITS-G5A mod-
ule interface can be changed to the T-DMB
module interface. The CA is responsible for
the provision and maintenance of T-DMByqpe
to manage CRL distribution zones based on
the T-DMB base station cell coverage. With
T-DMByose. the CA can manage the CRL
distribution zones on the basis if the cell

~~~~~

~~~~~

ITS-G5 sodhule

ITS-GS module
| interface é 1L interface

T-DMB module
interface

(Figure 3) Handoff between Vehicular Network
and T-DMB Network
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coverage of the T-DMB base station. The
logically designed RSU-based zones are as-
sumed to be mapped to T-DMB;one. The CA
must collaborate with the T-DMB broad-
casting system so that it can present
T-DMB:one information and distribute CRLs
through the T-DMB infrastructure.

3.3 The CRL Encoding Rule

The original CRLs should be encoded to
ensure the CRL transmissions are efficient
and reliable(13}. [Figure 4) shows a sche-
matic of the CRL encoding. First, the CA
generates a CRL and divides it into M
pieces of equal length. The pieces are en-
coded with an erasure code and sorted into
N redundant pieces. A header is added to
each piece. and each peace is signed by the
CA. The header contains the CRL version, a
time stamp for avoiding a replay attack,
the sequence number of the encoded piece,
and ID number of the CA". The new pieces
are then sent to the RSUs and broadcast to
vehicles.

Upon receiving one of the signed packets,
a vehicle verifies the signature and time
stamp of the message. To verify the sig-
nature, the vehicle searches its database
for the public key associated with the CA
ID extracted from the message. If the sig-
nature is valid, the vehicle checks whether

[ ------ I I Y parts

Fountain or
Erasure codes N pieces

Mo W

trcoded CRL

L1 T

N\,

Encaded:
CRL Piece

(Figure 4) CRL Encoding Rule

this piece is already stored: if not, the ve-
hicle stores the piece with the associated
sequence number. When the vehicle re-
ceives enough pieces, it decodes the pieces
and subsequently obtains the original CRL.

V. Design of a New TPEG CRL
Application

A standard TPEG protocol was used so
that the proposed method could be used in
conjunction with a T-DMB data broad-
casting service. The TPEG is a bearer and
language independent protocol that can be
used for many data broadcasting channels
such as DAB, DMB, DVB and others{14).
TPEG applications are data services that
use the TPEG standards in their message
structure. Our proposed CRL application
also uses TPEG technology, it could be for-
malized as a new TPEG application that is
could be called a new kind of TPEG appli-
cation because it uses TPEG technology.
The CRL application distributes CRLs in
real-time via a T-DMB data broadcasting
service. In this way a T-DMB base station
can effectively distribute CRLs to vehicles.

4.1 Frame Structure of CRL Application

[Figure 5) shows the hierarchical trans-
port frame structure, which includes a CRL
application message. A transport frame, a
service frame, and a service component
frame are commonly used in TPEG appli-
cations. Details of theses frames are de-
scribed in the TPEG standards(14].

The service component frame includes a
service component identifier. the length of
the component data, the component head-
er's CRC, and the component data. The
service component identifier has a reserved
value of 0. The field length, which indicates
the size of component data, is 2 bytes. The
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calculation of the component header’'s CRC
is based on the service component identi-
fier, the field length, and the first 13 bytes
of the component data.

We defined the CRL application message.
The CRL application was designed to deliv-
er a CRL application message. Thus, the
CA issues CRLs in three containers: a mes-
sage management container, an event con-
tainer for transmitting CRLs, and a TPEG
location container which includes infor-
mation on the geographical location.

The way CRLs are received is facilitated
by the message management container.
This container includes a variety of in-
formation such as the following: date and
time references, the generation time, the
expiry time, the effect and reliability, and
cross—reference information. The effect and
reliability information provides a severity
factor and unverified information so that
judgments can be made about the effect on
the travels of a vehicle. The cross-reference
information enables each message to be
cross—referenced with other messages of ei-
ther, the CRL application or, other TPEG

ranspert Frame
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Service Frame
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r,,,.,w'”’r Service Component Frame
Service Component Field cRe Component

D Length - Data
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cation Message

hessage
Management
Container

(Figure B) Transport Frame Structure for CRL
Application

applications.

4.2 Implementation Architecture for the CRL
Application

For the implementation of the proposed
method, the architecture and additional
functionalities should be identified from the
perspective of a T-DMB system. As shown
in (Figure 6), the T-DMB data server is ca-
pable of processing a new CRL application.
It collects large CRL packets through the
CA interface and then converts them into a
TPEG packet format. It also encodes the
TPEG packet in the format of a CRL appli-
cation message. Basically, a vehicle with a
T-DMB terminal can interface with an OBU
in the vehicle. Upon receiving a CRL appli-
cation message, the T-DMB terminal proc-
esses the decoding and reassembly. Finally,
the extracted CRLs are delivered to the ve-
hicle’s OBU.

V. Relative Comparison and Discuss

In this section, we summarize and com-
pare the characteristics of the different rev-
ocation methods introduce in this paper.
(Table 1] highlights the efficiency of T-DMB-
aided distribution.

The UMTS-aided distribution is more ef-
ficient than the RSU-based distribution in
terms of the throughput, guaranteed fresh-
ness and so on but not the CRL distribution
cost. The high throughput, guaranteed
freshness, and low CRL acquisition delay
are key factors in determining the feasi-
bility of the proposed T-DMB-aided dis-
tribution method. However, the proposed
T-DMB-aided distribution method has the
disadvantage of requiring an additional
T-DMB infrastructure and T-DMB module
in the vehicle.
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{Table 1) Relative Comparisons of CRL Distri-
bution Methods

based UMTS-aided | T-DMB-aided
bution -~ | distribution | distribution
ut ;
A few hund- )
red Kbps(4) A few Mbps | A few Mbps

_ Freshness in rural areas
Not guarantee | Guaranteed | Guaranteed
CRL acquisition delay in rural areas

___ High(4) ] Low | Low
CRL distribution cost
Low |  High | Low

_CRL re-transmission

Least efﬁcientJ Moderate | Most efficient
*Transmission efficiency of large CRL

Least efficient [ Moderate lMost efficient
Communications

Omni-
directional
Interface with other access networks

No ] Yes 4{ Yes

Bi-directional | Bi-directional

VI. Conclusions

We present basic ideas on a CRL dis-
tribution method for vehicular networks,
with a focus on the use of an alternative
communication media. The basic objectives
of the proposed method pertain to the fun-
damental problem of how to distribute
CRLs in real-time across wide regions in-
cluding rural areas. Our design approach is
based on a T-DMB-aided distribution meth-
od in which T-DMB data broadcasting
channels are used to broaden the network
coverage, attain real-time delivery, and en-
hance transmission reliability. Even if RSUs
are not deployed or only sparsely deployed,
vehicles can obtain recent CRLs from the
T-DMB infrastructure. In addition, to broad-
cast CRLs over T-DMB data broadcasting
channels, we designed a new TPEG CRL ap-
plication complies with TPEG standards.
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