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Research on Malicious code hidden website detection method
through WhiteList-based Malicious code Behavior Analysis
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ABSTRACT

Recently, there is significant increasing of massive attacks, which try to infect PCs that visit websites containing
pre-implanted malicious code. When visiting the websites, these hidden malicious codes can gain monetary profit or can send
various cyber attacks such as BOTNET for DDoS attacks, personal information theft and, etc. Also, this kind of malicious
activities is continuously increasing, and their evasion techniques become professional and intellectual. So far, the current
signature-based detection to detect websites, which contain malicious codes has a limitation to prevent internet users from being
exposed to malicious codes. Since, it is impossible to detect with only blacklist when an attacker changes the string in the
malicious codes proactively. In this paper, we propose a novel approach that can detect unknown malicious code, which is not
well detected by a signature-based detection. Our method can detect new malicious codes even though the codes’ signatures
are not in the pattern database of Anti-Virus program. Moreover, our method can overcome various obfuscation techniques
such as the frequent change of the included redirection URL in the malicious codes. Finally, we confirm that our proposed
system shows better detection performance rather than MC-Finder, which adopts pattern matching, Google’s crawling based
malware site detection, and McAfee.
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