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Novel Anomaly Detection Method for Proactive Prevention from a Mobile
E-finance Accident with User’s Input Pattern Analysis*
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ABSTRACT

With the increase in the use of mobile banking service, mobile banking has become an attractive target to attackers. Even
though many security measures are applied io the current mobile banking service, some threats such as physical theft or
penetration to a mobile device from remote side are still remained as unsolved. With aiming to fill this void, we propose a
novel approach to prevent e-financial incidents by analyzing mobile device user’s input patterns. This approach helps us to
distinguish between original user’s usage and attacker’s usage through analyzing personal input patterns such as input
time-interval, finger pressure level on the touch screen. Our proposed method shows high accuracy, and is effective to prevent
the e-finance incidents proactively.
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