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ABSTRACT

This study is conducted to examine the optimal integrated security policy based on network in case of attacks by
implementing unique security policies of various network security equipments as an algorithm within one system. To this end,
the policies conduct the experiment to implement the optimal security system through the process of mutually integrating the
unique defense policy of Firewall, VPN(Virtual Private Network), IDS(Intrusion Detection System), and IPS(Intrusion
Prevention System). In addition, this study is meaningful in that it designs integrated mecbanism for rapid detection of system

load caused by establishment of the security policy and rapid and efficient defense and secures basic network infrastructure
implementation.

Keywords: Integrated Security Algorithm, Security Policy, Parallel process, Sequence process, Defense rate, Infringement rate,
Obstruction rate

LM 2 AsA oz Fska glen, s A
2248 22 Bk "okl 33 dwe]E(o]
JENZE AMeR s el Wi e Cua GwelFold duh)s AL TS W
A chekgl wot Ayl e E3ld R AE &
z‘s‘}_oixx HAel A "_11'/\47(4 ol =3 A A~ €5

A%1(20104 119 232, 2420114 59 169), SEH A1 AR drEt i e
AL (2011 62 2390) A3 s 2 wssla ik o] 3t wizke A A
t F22}, ssws2003@yahoo.co.kr 5 ZA7IM R 7| yAgEN 5L o8-8

¥ WAAA}, {jesns@gmail.com



40 % v daed A4 wE HA3) o] Aad FHef A AT

sk A7 Wk Aolth 2Pl A A w
ARA FREGE #AA e gol ojdHAd FAAY

_

& shHs) BAEke g2 wsicl Al
Firewall, VPN(Virtual Private Network),
IDS(Intrusion Detection System}. IPS(Intru-
sion Prevention System)& 543 ZAd| gt
yolBAd o2 gAEE 7o, s shid
Alzzdl o] 4717] dejZAg Fghels el 8y
a3l i}t Firewall Firewall-1DS, VPN-IPS
o} zro] g Wl FHoR 7] olAbe] B H -
8 L% 2= ez Alssty gl 2y 53
o Hoh Anjae] Bl A 747)54 93 248

=) E
A gk ) 21 o4l A1e 433 o)
AR da sl A% ) H39) wgA 7

ol 3k A2 Hozle] AT}
Wt B A e 71E Bekin] i Al
AAEAX 5 Ao x]e SR EE #
48k 7k HAEE B3 G BRSO A4
of 84S Sist stuA g, 7@ opo)
A me $FAAE 9 Aad ud ddEEie A
ofghe s 1 AAE daxh goh, w3t A4 Alx
2 A5 Bk WE A E g ofopd Aie
A A A ALl dig FAY 2EsE
X“Wﬁiol A Fast Alde] =Hdck1)(2].

B =1 FAE 28T 7)) Y
Efz et A7 s wAska, 3AbellA
WES 7 »ebahn] 75 o=zl 7]uke] Alg) £4
i Adrahe, 4l Bz Babga] TS
918k # A3} 7juke] <l Zebg Ajkghet. 5Abl A -
s T A5 2283, oA oE 6F A= =
o] B} 3 AAF A}

=
i

-”]Zw &

EL

G

#a u

I, 2Hgig
2.1 &2 HEI SoraH| 88

r,}o

°~rr

g A o] BelAH ufE AT ¥
719e] G2 Z71ghel wpe} Bk A A7
dae]Ed B 71eAe AEE vt w3y F
ol vEHA el Yol FEEe]a] vebgn|E
T AT I A2 A SRk g4
A B& 71EHQ o] W=

ESM(Enterprise Security Management)
Al 71E MEYZ M ZehE E43he Weld

rlr

rﬁt tio r‘LJ e Jié,

TFASE £ WA nek Azt (& 1) dA
714 o) oA Botaulel digt dajelrt
(3)(4)

(Z 1) 22 2otEy| 83

#A o B Al 9 Bt &84
T Hef ey
E£) (53e)
1. Firewall
Ty § }gtl;\l Security Unit
° Co Integration
4. 1PS
5. ESM
g el ~ b

2.2 HERT HoraH| olZal 34 24

e .,@.01}79*3]3& Az g e 54 A
29 A 78 vhed 2dE 1 Ak °‘°v%
TCP/IP A% E_‘?—l Z2EZ 7]k 3bellA AP
B hest oA A e HEda i‘*&ﬁl
gl 74 ek SR Robg A o R vl x|
2R A daEls ey wet AxE Ay
ol e wbae sk ARRAE Zecth Wiy
g 2o 7 daels Skl W HAS B
Aol g¥ef At

vy oRs Bek A o fE Axd A
T ol A9 el e Agsia 4
choojul A Fbedt FEAT An|s ZRAA 24
zh A me A 293t A4S 3 FaldAl
Al 7Fe T AR EETA T 7
1

£ #lsfor Fh5)(6].

o

2
B

rJ

H
k=
FA43]

22

[+
RS

. HEKT =rxy] 751t elxal J|Hio|
At 24

3.1 4 Tujg Jisn B2Y BE

Zy7ke] Bk B}“}‘:} (% 2)¢} o] 258 543}
=& 7l ic‘}"“ﬂ% 7k Sef
oo W Alaelel] nek T2 aels el vt
TFHol| Jbed 7FHE PHEa E3, F9RT

9= 2+ EOJ% ¥lel Firewall, VPN, IDS, IPS
~ A=elxl sfdt 715 B8 7%
Fyshe EFAE B 2 2UEdY 5o 3T AF




SRR EERoGE (2011, 8) 41

4
vl

d EARE BuAsh bR 32
& $9rER AN webd HE AF3) Al
9ol 2 webgulg 7153t el mue] W Zeke
BIANE B4 B 24 duelz Al e
A5k ol A2sd Fae $94L AAA Do A
S¥sfolAl i A8 wod A28 Falo] A A ol
7 39 79 e FoR T

T i +YRE
Access Control,
Network Address | Packet Filtering,
. /Translation) Application
Firewall Authentication, Gateway mode,
Audit record, Hybrid mode
Trace function
Security
management,
Tunnelling . Sec.urlty
inspection, User
protocol, .
Fix Communication data protection,
VPN . Password
line concept, . .
Extranet and Wild | SUPPOrt. Identify
Intranet & authentication,
TCP/IP Offload
Engine-Security
skill
Hardware
Raw Data security Sensor,
Collection Software security
[ HIDS / NIDS J, Sensor,
Data Reduction |SSS-Management
and Filtering, Agent, Log
IDS .
Analyis and management
Intrusion |, console, Function
Detection [wrong management
use detection / console * SSS
beat all detection ]| Software security
sensor
Virtual Patch, Bad Security
traffic, inspection,
Deny{Known User data
traffic), protection,
IPS VolP-Defense, Security
Network stability, management,
solubility security, | TCP/IP Offload
Security flat-form | Engine-Security
embodiment skill

3.2 ZNs HOHAM| olIZal TMES Q8 AlIRA
54T Bt 7lsE Fese 9 XA 74

Hordware securily sensor,
Software security sengor,
885 ~ Manogement Agent,
Log management oonsole,
Function management
console, Segurity
inspection
User data protection
Security manggement
TCPRIP Officad Engine —
Secyrity skiit

108 + 1P

Secyrity manogement,
Securify inspection,
User dala protection,
Fassword support,
identity & guthentication,
TCP/IP Otflood Enging ~
Secutity skill, Packet
Filtering,
Application Galeway mode.
Hybrid mode

VBN + Firewgll

[ex. 2]

(27 1) B 2ot ¥IEE A Hu| 2HYe

V. HES3 2otaH| FRE I8 2= 7
Hio| Qlza} Hjot

* PP(Parallel process) 7-& Wl

[F 3JellA Aekglold Fal vlolg #g &£74

o]l digh 7S S Hlo Z WHYEHE

-4 ol FAlol FgE o A= 4 ]t
g0 o] EAu E5H o] YA £5HL Y

H
z

2]
L7



42 8 2 duel s A gl BE A3 o] Alsyl el B8 A

Alof] 3oz g2 Aztel whE ol dAE EF3
LA Bl wiekolr]. ok o]9] 2R o= %
2] F& FAo] WA= HAY S50 Ao} H
A rFssiet. ek P2y HEdHE e o
T AYo] opd FHF YA G2 HH3H W)
ks A2kt

Parallel process={Select_one_over(Firewall,
VPN, IDS, IPS)!/In-packet rate/|Policy Pro-
cess_Speed(per sec)}

* SP(Sequence process) 78 #et

(F 3)oljA] AJgt=]olz] A&l wlel & &) Ajetsle=
SP ¥ejo] o= 2 A3 el Asl Aelrls
& WA B E A o2 FYe g 2 v
A (a~d) Hel® & AHeldHgg ol of S A
oA x o} E HAof oJgf Alojsh= FejE Atsle
urekg Zlggidl,

a) Sequence_process = {Select(Firewall)}

b) Sequence_process={Select(VPN})}

¢) Sequence_process={Select (IDS)}

d) Sequence_process={Select(IPS)}

&) Sequence_process ={Regulation(In-packet rate)}

f) Sequence_process” ={Folicy_Process_Speed(per
sec)}
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[ Integration process Flow ]

[1] Firewall+VPN

(2] Firewall+1DS

[3] Firewall +IPS

[4] Firewall+VPN+IDS

[5] Firewall+ VPN +IPS

[6] Firewall + VPN +IDS +1PS

[ Paraliel process Flow]

1] VPN and Firewall
[2]IDS and Firewall
[311DS and VPN
[411PS and Firewall
[5]1PS and VPN

[6] IPS and IDS

[ Sequence process Flow]

[1] Firewall + IDS

[2] Firewall + IPS

[3] Firewall + IDS + IPS
[4] VPN + IDS

[5] VPN + IPS

[6] VPN + IDS + IPS
[7]1DS + IPS

(18] 2) Process Flow
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Experimentation {1} ~ {8}

[1] Firewall + VPN

2] Firewall +10S

[3] Firewall+1PS

4] Firewall +VPN+1DS

{5} Firewall + VPN 1P

{6} Firewall« VPN+1DS +1PS
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