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ABSTRACT

The existing anonymous authentication schemes based on group signatures for protecting privacy do not provide anonymous
authorization which is required in the practical environments. In this paper, we propose an anonymous authentication and
authorization scheme that enables a service provider both to authenticate anonymously its users and to provide different service
according to their authorization. In the proposed scheme, a user’s real identity, anonymity and authorization are managed
distinctly through the separation of group manager’s capabilities and an authorization authority. It is also possible for the
proposed scheme to apply various access control models.
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Ty =u* Ty = o8, Ty = Ahe*8, Ty = gF | T; = (T}, 92)".
ToasF8: TesTra 76,3 T2 Tas T3, ER z;:an =ur"5R2 =",
Ry = e(T3,82)"™ - e(T3,w)"™ - e(h, 92)“"" T2 - g(h, w) TR,
Ry =T w Ry = T5 v % Re = T{" 4™ Ry = Ty v™ %, Ry = e(Ts, 92)"",
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85, = Tg, + 0y, 85, = 1y, + Oy, 85, = 14, + o3, 85, = r5, + by,
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cE H(M, Y1, Y3, Ty, Ts, Bay o, B)
g, N)=Ts )
forj=1tol:elgh Y1) =Y,
(23 3) o ¢l 8l Q| =R
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1 Al ‘?94 o ZREE 79
R By, & 01 AR

2. c=HMY, Yy, T, Ty Ry, B AR AR
Axebd 1 19z e kg

A (1-(8)% &3l

4.3.3.4 4 7}
Y, Y, % AMeRyE we 3 g gAE
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2. Aol 239 Y, Y, 3 ALY A gL 0|43}
o elg), ¥, )= Y,o| B&Fshe=xE 74}

3. % N8 A} BF Fabshe Aol Aviate] 4
T s 23R e 0 et
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o} & ARgAbel RRE Ea 4 ghe 92E AdA
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EZREFE HiED

4.3.4.1 3

AL AR R Mulag Algdomix A
At ot Hql AAE A AF, SPE GM F
OPelA| 3 A8t A7 3t& Al Aste] =4
Fasta Agatel AW NS 248k Zlo] 7hsst
o GME  7H8) 7]ReR Fesiglone g 0

¥ A e 3 dae|Ee 7 A9 sl AR
Yot Aoz Aate] A9L sk
Aol 7Fedteg fA ¥t OP% AHosie iy
4 v 719 fel 45 A Aol 7hesARE, 4%
Agake] ARt ddste AL #7bssih [Se W
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[SP] opP

A=To/(T5 - T§)

Open UN
Open protacot

_Rgg,?,o'_, Extract T3, 75, Ty trom o

Search UNof i inthe Jop +—————

[Tracer]

Req2, UNor i SearchT; of UN{4} in the Jop
Check (T}, I‘T) = Te, for all signatures -— " TT = 47

1,1 Search #in the Jss;ssuch thatd; =

op

e AR QA e, whebs T 7)eke] R sjo}

A% PN ZzEg] 9 4 9lvh,

P B4 A9 08 AHEEHE AMAe 0w
HAFE OPA a4},

@ OP«= SPellA| w9k A9 o0& o]-43l¢] 8-
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Aol 239 7.7, L3 vE 7] sk
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@
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j

orP~ (51752)

OP= A9 eznel g4 Qgae
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E7bssteg [SelAl 49t 944
g},
@ ISE OP21E A5 Wol 4, =49 4 &
SAYE Lg=[4; i 0, BlE FET
A e AAt oS OPelAl i
@ OP= ISEFE & W Azl i3 7xe
&AL} 5 BERAAYE g =i UV ]E
gtk 0P Jppolld Awate] A9 UNg
zho} F7hghe},

o
R
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a0

-

4.3.4.2 54

34 ZREZL B/ 25 MY e £
s 9)A °LZ]“} 1‘& = "ﬂ"’:‘ sl 42 s} 7]
e *}%2}4 tracmg trapdoor TT=g;ol A&
3jo] Qo] H4H A4l o)A EaiAM Zx)

1l

5% Z2es
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el 4 2R ] W3 e ol 4sto] A%
A7p o]A EmAACA HEF e fEFt] AH-H
=A] opd A of HF oA 3 W Ak AR vk
st
@ FAAHtracer) 3= F3 ole]HE(tracing
agent)= Aol HAH AMEAL 9 o] E
PAA F=2E AF tracing trapdoorgd OP
o Al 2. gke}.
@ OP+ th&8 Reved ¥33EE w33,
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2 ofo)H Bl A A},

4o A

Reveal (i, J5p )= TT,

i

1. AR} 49 58 228 F sEdlamye J 04 1

2 310
EZ___

2. tracing trapdoor 77, =g, % AWt

@ OPREYE 775 W2 ¥, Trae FAEFE T

g},

Trace{o, TT, gpk) = 1/0

1. AsEe] Tkl e(T,g7) ¢k 224 A4
2. A7 ERSE Aol 1 0, 284 ed 0
L
qhob AL49) o)d EalAAe] Ak gHe oAl A
3718 dste ol OPAA 17 3k ool At
S sAg A gk kel vy b= 194 A
Apsle] ghelshe Ale) 7hgslck
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4.4 Ay 21F Y 217} 7jHo| oiEY

Akgk oly Q1% Ve A% 71H kg
Bol7] ¢jdld+ WA, SDH Z¥e] did =4
EEZQ Z2EF 77} honest-verifier 9#]2]

% (zero-knowledge proof of knowledge)¥&
Hojo} ghr}h v Q% W Q7ME Alpsbwi 3.44
oA} olgEt 1F Av s A 8TFAbERel A
A, A, FE FHAS wESeot g}
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A F9) =28 F 77} sy A2 A o)
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B aF My e ol ZRESS F3) o9
Aol e & AR owAdE Hashe Flo] 7}
T8, o oA e WHd B
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o WS o8 wlE E°1l T4 LR
of 23 AHgARe] = (r) g WHEsiE RLY| 2
HAad gl oF 3N 2 Al dud u
7] siele] Bofl A-gshe Aol 7Fesiet. RLE #H4d
A A g S 2 NE SdlelE &
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slobdt Bast 9t V. 2N
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