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MS64: A Fast Stream Cipher for Mobile Devices
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ABSTRACT

In this paper, we proposed fast stream cipher MS64 for use mobile that it is secure, fast, and easy
to implement software. The proposed algorithm use the fast operating 213-bit arithmetic shift
register(ASR) to generate a binary sequence and produce 64-bit stream cipher by using simple logical
operation in non linear transform. MS64 supports 128-bit key in encryption algorithm and satisfy with
the safety requirement in modern encryption algorithm. In simulation result shows that MS64 is faster
than a 32-bit stream cipher SSC2 in the speed of operation with small usage of memory thus MS564
can be used for mobile devices with fast ciphering.
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