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Multiple ASR for efficient defense against brute force attacks
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ABSTRACT

ASR is an excellent program security technique that protects various data memory areas without run-time overhead. ASR hides the
addresses of variables from attackers by reordering variables within a data memory area; however, it can be broken by brute force attacks
because of a limited data memory space. In this paper, we propose Multiple ASR to overcome the limitation of previous ASR approaches.
Multiple ASR separates a data memory area into original and duplicated areas, and compares variables in each memory area to detect an
attack. In original and duplicated data memory areas variables are arranged in the opposite order. This makes it impossible to overwrite
the same variables in the different data areas in a single attack. Although programs with Multiple ASR show a relatively high run-time
overhead due to duplicated execution, programs with many 1/O operations such as web servers, a favorite attack target, show 40750%
overhead. In this paper we develop and test a tool that transforms a program into one with Multiple ASR applied.

Keywords : Program Security, ASR(Address Space Randomization), Buffer Overflow, Program Transformation
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