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ABSTRACT

Recently, RFID is substituted for bar codes according to advance in the ubiquitous computing
environments, but the RFID system has several problems such as security and privacy because
it uses radio frequencies. Firstly, unauthorized reader can easily read the ID information of any
Tag. Secondly, Attacker can easily fake the legitimate reader using the collected Tag ID
information,such as the any legitimate tag. This paper proposed improved RFID authentication
protocol based on SSG. SSG is organized only one LFSR and selection logic. Thus SSG is
suitable for implementation of hardware logic in system with extremely limited resources such as
RFID tag and it has resistance to known various attacks because of output bit stream for the
use as pseudorandom generator. The proposed protocol is secure and effective because it is
based on SSG.
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