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Abstract In this paper we describe an efficient and easy to use network monitoring system which can identify
network configuration automatically by means of capturing and analyzing the ARP broadcasting packets. After
identifying network nodes, it gathers detail information of each node such as NETBIOS name and number of
hop counts using ICMP and then shows subnet configuration with graphical method. This monitoring system
also has a subset of intrusion detection system that can monitor any port scanning trial. With this automatic
network configuration functions, it helps to lessen address keeping track overhead which is crucial for network
monitoring so that it provides efficient network management.

Key Words : ARP, Automatic Network Configuration, NETBIOS, ICMP, Network Monitoring.
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Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(Itis not filled in a request)

Target protocol address
(For example, 4 bytes for IP)

J2 1. ARP i3l X
Fig. 1. ARP packet format
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==, 130.23.43.20
xB23455102210

System A

130.23.43.25 !il
x46EF45983AB

System B

0x0001 | 0x0800

0x06 | 0x04 [ 0x0001
0xB23455102210
0x82172B14
0x000000000000
0x82172B19

Data
’ CRC | 28 bytes 0x0806

0xB23455102210|0XFFFFFFFFFFFE

Preamble
and SFD

ARP Request

0x0002 | 0x0800

0x06 | 0x04 |  0x0002

0x46EF45983AB
0x82172B19

0xB23455102210
0x82172B14

0xB23455102210

0x46EF45983AB

0x0806 | Data CRC

Preamble
and SFD
ARP Reply (from B to A)

12l 2. ARP Requst 2} Reply 6
Fig. 2. ARP Request and Reply example
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struct SUBNET INFO
{

static int SubnetArrayCount;

int Subnet TTL;

int SubnetHostNumber;

int SubnetRouterIP[ADDR SIZE];

int SubnetHostIP[MAX HOST NUM][ADDR SIZE];
}
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Fig. 5. Subnet Information Structructure
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