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Design of an USB Security Framework for Double Use
Detection
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Abstract

Recently, the development of internet technology makes user’'s personal data used by being saved in
USB. But there is a critical issue that personal data can be exposed with malicious purpose because that
personal data doesn’t need to be certificate to use. This paper proposes USB security framework to
prevent a duplicate use of personal data for protecting the data which in USB. The proposed USB
security framework performs certification process of user with additional 4bite of wuser’'s identification
data and usage choice of USB security token before certification data when the framework uses USB
security product in different network. It makes communication overhead and service delay increased. As
a result of the experiment, packet -certification delay time is more increased by average 76% in the
proposed USB  security framework than simple USB driver and USB Token, and procedure rate of
certification server on the number of USB is also increased by average 9.8%.
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