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Abstract

Recently, with improvement of internet service technology, web service has been affecting the environment
for computing user. Not only current events, economics, game, entertainment, but also personal financial system
is processed by web pages through internet. When data transmission is implemented on the internet, webpage
acquire text form code and transform them to DOM information, and then shows processed display to user
by web browser. However, those information are not only easily accessed by diversified route, but also easily
deformed by intentional purpose. Furthermore, it is also possible to acquire logon information of users and
certification information by detouring security mechanism. Therefore, this dissertation propose the method to
verify integrity of web contents by using BHO which is one of the Add-On program based on MS Internet
Explorer platform which is one of major web browser program designed by MicroSoft to detect any action
of webpage deformation.

Key words : Information Secret, Web Forge, DOM, BHO
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st v mgo] At o 3% 1S 7S HTML
=2 2" FA9 ool

E 1. HTML 2M2] of
Table 1. Example of HTML Document

<html>
xmins="http://www.w3.0rg/1999/xhtml"
xml:lang="en">
<head>
<title>Apple</title>
</head>
<body>
<h1>Apple</h1>
<p title="memt">Apple List.</p>
<ul id="list">
<li>Apple</li>
<li>Peach</li>
<li>Tomato</li>
</ul>
</body>
<html>

Aol AF3t vie} o], HIML A4 the 1
g 13} Zo] EF el 722 g o] mlEEd
F3HH, Yah= 2 (Element)d] thal] Ege] =
=24 1A F4, AL &olsty AR BA
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Fig. 1. Webpage Document Structure
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Table 2. Search using HTML tag name

0| Saf

document.GetElementsByTagName("Ef10|8");

H 3. HTML Ef19 £4& 0| o M
Table 3. Searching using HTML tag attribute

document.GetElementByld("ID 0|2");
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Table 4. Modify content of node

Element = document.GetElementByld("ID 0|2");
Element.innerHTML = "$&& LI",

5 LE9 48 #F
Table 5. Modify attribute of node

Element = document.GetElementByld("ID 0[2");
Element.SetAttribute("S4", "TAg LIE");

¢) x=X=(Element)2] F7}
the E 6% 2ol =28 AFA F/1E 4 9tk

o4 657

E6. =5 FI¢
Table 6. Append node

= document.CreateElement("F7 |- =");
document.Body.AppendCth( );

3) Browser Helper Object (BHO)
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Fig. 2. MS Internet Explorer that is installed

various BHO

0

a) BHOE ©]-&-3 DOM A<
4 BeeA e AHEEH AS5E 92E 9
HTML/XML ZEE 3435t HZgjito] E

J8 3. HTML/XML ZpY =
Fig. 3. HTML/XML parsing structure
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a) Diffie-Hellman 7] w$t
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Table 7. Diffie-Hellman Key exchange process
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Table 8. Content manage data structure

JSON
Ex) { key1:value1, key2:value2, - }

XML
Ex)<xml><key1>value1</key1><key2>value2</key2>
-+ </xml>
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Fig. 7. first step: key exchange structure
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Table 9. efficiency verification of purposed method
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